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SECURE_ENDPOINT
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SECURE TOKEN
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SLACK WEBHOOK
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5: https://hooks.slack.com/services/...

EVENT LOOKBACK MINUTES
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Fa—ZUTNHREINDIARFDLEMEDE., TIAIL L5,

BEZ1IRETHE. TRTORYO—ARY MHIMEBEEA BTSN
I EIZHYFET,

Dockera > T+ & LTET

L/id_o

docker run -e SECURE ENDPOINT=S{SECURE ENDPOINT} -e SECURE TOKEN=S{SECURE TOKEN}
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<etc.>

# Change for rule: Write below root
- macro: elasticsearch-scripts _python access fileshost exe access files

condition: (container, image, repository endswith locationservices/elasticsearch-scripts

and proc.name=python and (fd.name startswith=/root/app/))
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i Policy Events Incoming Webhook APP 10:24 AM

"' | Events Summary (6 policies triggered) | Customer: Test

Policy ID: 6833 (Change thread namespace) | Falco Rule: Change thread namespace
598 events generated in 5 minutes (Burst Ratio: 29.90)

across [0 containers | 4 hosts | 0 images | 1 processes | O file descriptors]

Processes: [{5 598}]

Policy ID: 6825 (Write below etc) | Falco Rule: Write below etc

330 events generated in 5 minutes (Burst Ratio: 4.40)

across [15 containers | O hosts | 10 images | 8 processes | 7 file descriptors]

Images: [{iopsnetwork/f5api-helloworld 296} {incomplete 8}
{invoicecapture/textractor 8} {red-green/dns-failover-sidecar 7} {crusaders/quick-
expense-service 6} {containerhosting/github-search 1} {incredibles/entity-
management-service 1} {others 3}]

Processes: [{finish 296} {bash 23} {run.sh 4} {sed 3} {docker-entrypoi 1} {python 1} {sh
1} {others 1}]

Process + FD: [{finish /etc/service/ 296} {bash /etc/hosts 16} {bash /etc/resolv.conf 4}
{bash /etc/profile.d/ 3} {run.sh /etc/resolv.conf.new 2} {sed /etc/unbound/ 2} {run.sh
/etc/resolv.conf 2} {others 5}]

Image + Process + FD: [{iopsnetwork/f5api-helloworld++finish++/etc/service/ 296}
{invoicecapture/textractor++bash++/etc/hosts 8} {incomplete++bash++/etc/hosts 8}
{crusaders/quick-expense-service++bash++/etc/resolv.conf 3} {crusaders/quick-
expense-service++bash++/etc/profile.d/ 3} {red-green/dns-failover-
sidecar++run.sh++/etc/resolv.conf 2} {red-green/dns-failover-
sidecar++sed++/etc/unbound/ 2} {others 8}]
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Suggesting changes in 4 falco rules
1. Run shell untrusted

- macro: sandbox_image
condition: (container.image.repository endswith cse/sandbox)

2. Launch Privileged Container

- macro: hyperkube_image
condition: (container.image.repository endswith coreos/hyperkube)
- macro: ceph_image
condition: (container.image.repository endswith rook/ceph)
- macro: concourse_image
condition: (container.image.repository endswith concourse/concourse)

3. Wrrite below etc

- macro: textractor_bash_access_files
condition: (container.image.repository endswith invoicecapture/textractor
and proc.name=bash
and (fd.name startswith=/etc/hosts))
- macro: f5api-helloworld_finish_access_files
condition: (container.image.repository endswith iopsnetwork/f5api-
helloworld and
proc.name=finish and (fd.name startswith=/etc/service/))
- macro: incomplete_bash_access_files
condition: (container.image.repository endswith incomplete and
proc.name=bash and
(fd.name startswith=/etc/hosts))

4. Write below root

- macro: elasticsearch-scripts_python_access_files
condition: (container.image.repository endswith
locationservices/elasticsearch-scripts
and proc.name=python and (fd.name startswith=/root/app/))
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Discard Changes

1rules can be added. The rules follow the Sysdig Falco syntax, documented here.

falco_rules.yaml v Read only

Search: write below root (Use /re/ syntax for regexp search)

- rule: Write below root
desc: an attempt to write to any file directly below / or /root
condition: >
root_dir and evt.dir = < and open_write
and not fd.name in (known_root_files)
and not fd.directory pmatch (known_root_directories)
and not exe_running_docker_save
and not gugent_writing_guestagent_log
and not dse_writing_tmp
and not zap_writing_state
and not airflow_writing_state
and not rpm_writing_root_rpmdb
and not maven_writing_groovy
and not chef_writing_conf
and not kubectl_writing_state
and not cassandra_writing_state
and not galley_writing_state
and not calico_writing_state
and not rancher_writing_root
and not runc_writing_exec_fifo
and not known_root_conditions
and not user_known_write_root_conditions
and not user_known_write_below_root_activities
output: "File below / or /root opened for writing (user=%user.name command=%proc.cmdline

parent=%proc.pname file=%fd.name program=%proc.name container_id=%container.id

ETL—RBRILE TS A, user_known write_below root_activities &
user_known_write_below_root_conditions B"®% Y £FF, EBoMh—AZEZFRTEHENTEET,
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- macro: user_known_write_below_root_activities

condition: (never_true)

- macro: runc_writing_exec_fifo

condition: (proc.cmdline="runc CHILD] init" and fd.name=/exec.fifo)

2. TTF432DOEBDCustomRules/SRIJLICTL—RFRIILFHE1DaAE—LET:
user_known_write_below_root_activities.

3. Fa—F—»"4%p L=< % 8(Z Z Tl elasticsearch-scripts_python_access _files) & & & H X %2 L
IW—ILIRFLIZaAE—L T, T4 DM never true# EEELET, HBRIIUTOLSIC

BYFET,

# generated by tuner and copied to here (custom panel in the rules editor)
- macro: elasticsearch-xxx

condition: (...)
- macro: user known write below root acitivies

condition: (elasticsearch-xxx) # updated from "never true" with the generated macro

name

4. Savex=V v LET,
CDORARIE, R —KHTWrite below root)L— LU ESW-BEICERINET,

FEER

NOLDZERIE, REINT-<% O (user_known_write_below root) WEREINTWABFRTHNIEE
CTCHHERAINET, v/ O0FICE, EHOIL—ILOBOT I OCEDHAFTFATLEEDLHY F
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