FalcoJL—JL
Kubernetes Audit

https://github.com/falcosecurity/falco/blob/master/rules/k8s_audit_rules.yaml

2020%12H 168 B =R




AXDAAEIL. Cloud Native Runtime Security T & 4 Falco (https://github.com/falcosecurity/falco/) [Z

BT, 2020128 16BEF R ZXIT/ER LIz FFa2 A2 FTT,

FC®HIZ

#iEiwsa, YRER-1

Falco)b—JL - 1
#1F Eh T HK8sa1—+H— : Disallowed K8s User

#E</O, YRK-2

Falco)b—JL - 2
ZitEhfARy FOMERK : Create Disallowed Pod
$HERy FDYERL : Create Privileged Pod
U T4 T bRy FEMERL : Create Sensitive Mount Pod
RR bRy bD—% Ky FOERL : Create HostNetwork Pod
NodePort#—E R D{ERL : Create NodePort Service
TS5 4 R— MBI Z A L fzConfigmapD{ERL/ZE R : Create/Modify Configmap With Private Credentials
E% ') TR MEFAE : Anonymous Request Allowed
72y F/ETHRY K Attach/Exec Pod
I 7 ASNLarTFTDER : EphemeralContainers Created
B EEIN=Rr—LAR—XDER : Create Disallowed Namespace
Kuber —LRXR—XIZHRy FAMER E iz : Pod Created in Kube Namespace
Kube 2 —LRAR—R[ZERENT=H—ERXTHI > bk : Service Account Created in Kube Namespace
System ClusterRole D ZE E/HlBk : System ClusterRole Modified/Deleted
cluster-admin Role~® 7 % v F : Attach to cluster-admin Role
74 )L Kh— FTHERK S hizClusterRole : ClusterRole With Wildcard Created
EEAHHER Z$ D ClusterRoleD &K : ClusterRole With Write Privileges Created
Pod Exec T ®DClusterRolefE R : ClusterRole With Pod Exec Created
K8sT 704 > FDERL : K8s Deployment Created

K8s7 704 4> FMHIE : K8s Deployment Deleted

% Falco

la

10

10

11

11

12

13

13

13

14

14

14

15

15



K8s#—E R DYERL : K8s Service Created

K8s#—E X MHIER : K8s Service Deleted

K8s ConfigMapMD 1k : K8s ConfigMap Created

K8s ConfigMap®Hl|f& : K8s ConfigMap Deleted

K8sh—LAR—XDERL : K8s Namespace Created

K8str—LAR—XDHIE : K8s Namespace Deleted

K8stH—ER7Hh > DR : K8s Serviceaccount Created

K8sHr—ERXT7H > b DHIB : K8s Serviceaccount Deleted

K8sA—/L/9 5 X2 —B—)LMYERL : K8s Role/Clusterrole Created

K8sA—/L/9 5 X2 —BA—)LDHIR : K8sRole/Clusterrole Deleted

K8sY S RA—RA— L/ T 4 > 5 DERK : K8sRole/Clusterrolebinding Created

K8sY S RA—RA—JL/N T 4 >4 DHIE : K8sRole/Clusterrolebinding Deleted
K8s>—% Ly FDERK : K8s Secret Created

K8s>—% L v FMHIR : K8s Secret Deleted

£ TOK8s Audit1 R b : AllK8s Audit Events

T ILKBSEEE T U 12X : Full K8s Administrative Access

TLSEEBAZ D 74 Liingresst 72 9 FDYERL : Ingress Object without TLS Certificate Created
BHEINTULEL/ — FAERIZY 5 XA(ZE0 : Untrusted Node Successfully Joined the Cluster

BEINTVWEL/ —FBRISRFZIZ8ML & S5 & LTERMK : Untrusted Node Unsuccessfully Tried to Join the Cluster

15

16

16

16

16

17

17

17

18

18

18

18

19

19

19

20

21

22

22

\/< Falco

Y,



[FLCHIC

CORF1AVKE CNCFTTI7I RRAUVA—REBHDTWBITORRAATA TS 034 Lt
Fal) T4 DEMHEATH S FalcolZH 1T BHKubernetes Auditz Y — R & L1=Falco)L—)L{EZ DAZREIZD
WTEHB L TWLET, Falco)lb—ILIZIE, P RATLO—)LEY—XELTz/L—IL, Kubernetes Audit#%
Y—RELFEIL—IL, FTIVHT—=a VI8 ELzL—DH Y £, F£1=. Cloud Native Security
Hub(https://securityhub.dev/) THFalco)l—ILIEABHSNTWET, it LTS, ¥o 0O, YR
b. JL—JLIE, Falco)b—IL 7 7 A ILADIREFEZHEE L TWET . Falco/l—ILDEKRIZDONTIF,
https://falco.org/ijp/docs/rules/ S 2Ly,

\
¥ Falco 4


https://falco.org/jp/
https://github.com/falcosecurity/falco/blob/master/rules/k8s_audit_rules.yaml
https://falco.org/jp/docs/rules/

Copyright (C) 2020 The Falco Authors.

ApacheS A4 A, I\—2 3220 (UUTF IS4V R] EVWWET) ODFTIAMEVRAShTUWE
T, HEEIE, SAEVRICERLTWBIEEERE. COT7MILEFERTHILIETEEFEA
A4t RADAE—FUTOBRTAFTEET,

http://www.apache.org/licenses/LICENSE-2.0

BRASNDERETERSNEGE, FLEEATERESNEZBEZREFEFT, £S5/ ADTTE
MENBYI b7 "CDBHE. ARFLEFETEMDLY. WHELEEORIAFEEFHLE
(. THREFZEOEFF] Z2EFRELFT., F41 LV ADTTOHAEHRZRATET 2 EEMGEXEIC
DT, F4EVRESRBLTLIEEL,

- required_engine_version: 2

;tﬁvans UXI“"I

Kubernetes Audit D Falco/L—JL (
https://github.com/falcosecurity/falco/blob/master/rules/k8s_audit_rules.yaml) Tl&. #]&IZFalco/lL—
IWEARTHBLTHAT SO YR MYEREINTULET,

always_true/always_false D & 512, kB DEEEA N FTEMELE T,

# always_true/always_false D& ST, k8 DEEAANV FTHELET,
- macro: k8s_audit_always_true
condition: (jevt.rawtime exists)

- macro: k8s_audit_never_true
condition: (jevt.rawtime=0)

— ML, LARUVADNET LTHLEBRIRY FERFATHIEICHYVETS,
- list: k8s_audit_stages
items: ["ResponseComplete"]

—fRBYIZ "system: "TIRE DA —FZBRILET,

- macro: non_system_user

condition: (not ka.user.name startswith "system:")
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Falco)bL—JL - 1

1. #FitThTUL BK8s1—H— : Disallowed K8s User
A ENf-a—H—t vy FUSNDI—F—(Z L Bk8sDIBEERE LE T,

COX7OF, UTOIL—LTHEASNDEEIAR Ot Y FEERLET,

- macro: kevt
condition: (jevt.value[/stage] in (k8s_audit_stages))

- macro: kevt_started
condition: (jevt.value[/stage]=ResponseStarted)

BEDLI—HY—IZT7I9TAETAZHIBRLEWVESF., COYVRMEEES/BMNMLET,
kopslC&k 2 THER SN2 —H—BNEENTULET,

- list: vertical_pod_autoscaler_users
items: ["vpa-recommender", "vpa-updater"]

- list: allowed_k8s_users
items: [

"minikube", "minikube-user", "kubelet", "kops", "admin", "kube", "kube-proxy", "kube-apiserver-healthcheck",
"kubernetes-admin",
vertical_pod_autoscaler_users,
cluster-autoscaler,
"system:addon-manager",
"cloud-controller-manager"

]

- rule: Disallowed K8s User

desc: Detect any k8s operation by users outside of an allowed set of users.

condition: kevt and non_system_user and not ka.user.name in (allowed_k8s_users)

output: K8s Operation performed by user not in allowed list of users (user=%ka.user.name
target=%ka.target.name/%ka.target.resource verb=%ka.verb uri=%ka.uri resp=%ka.response.code)

priority: WARNING

source: k8s_audit

tags: [k8s]
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;tﬁi:?€7rjs !J;(I" 2

A—AI/A—HF—)L—ILTF7AILTIE, SOOI O0%FF—N—54 LT, BETEFTLEWIVT
FAA—DEBARMICHNETEENTEET, DA UDfalco/Lb—ILT 7 A ILTIE, EITAIRER
TRTDAVTFEMBAEEIEIHY FEBADT., always true¥ o OZFAITHET. EDaAVTF
LA EINFET, F—N—54 FEhf=7v /0TI, FHERODESICHYFET

(ka.req.pod.containers.image.repository in (my-repo/my-image))
- macro: allowed_k8s_containers
condition: (k8s_audit_always_true)

- macro: response_successful
condition: (ka.response.code startswith 2)

- macro: kcreate
condition: ka.verb=create

- macro: kmodify
condition: (ka.verb in (create,update,patch))

- macro: kdelete
condition: ka.verb=delete

- macro: pod
condition: ka.target.resource=pods and not ka.target.subresource exists

- macro: pod_subresource
condition: ka.target.resource=pods and ka.target.subresource exists

- macro: deployment
condition: ka.target.resource=deployments

- macro: service
condition: ka.target.resource=services

- macro: configmap
condition: ka.target.resource=configmaps

- macro: namespace
condition: ka.target.resource=namespaces

- macro: serviceaccount
condition: ka.target.resource=serviceaccounts

- macro: clusterrole
condition: ka.target.resource=clusterroles

- macro: clusterrolebinding
condition: ka.target.resource=clusterrolebindings
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- macro: role
condition: ka.target.resource=roles

- macro: secret
condition: ka.target.resource=secrets

- macro: health_endpoint
condition: ka.uri=/healthz

Falcolb—J)L - 2

2. #it3Ihf-Ry FOR : Create Disallowed Pod
HaAINM TS A—CDYR MDAV TFAA—DTRY FERBEILELS ELIZZ EEBRE
LET,

- rule: Create Disallowed Pod

desc: >

Detect an attempt to start a pod with a container image outside of a list of allowed images.

condition: kevt and pod and kcreate and not allowed_k8s_containers

output: Pod started with container not in allowed list (user=%ka.user.name pod=%ka.resp.name
ns=%ka.target.namespace images=%ka.req.pod.containers.image)

priority: WARNING

source: k8s_audit

tags: [k8s]

3. %Ry FOER : Create Privileged Pod
BEQVTTTRY FEREILEL S LT 5HAZREE

- rule: Create Privileged Pod

desc: >

Detect an attempt to start a pod with a privileged container

condition: kevt and pod and kcreate and ka.req.pod.containers.privileged intersects (true) and not
ka.req.pod.containers.image.repository in (falco_privileged_images)

output: Pod started with privileged container (user=%ka.user.name pod=%ka.resp.name ns=%ka.target.namespace
images=%ka.req.pod.containers.image)

priority: WARNING

source: k8s_audit

tags: [k8s]

4. VT 1 TET Y2 bRy FZ4K : Create Sensitive Mount Pod
T4 THRERAMT ALY R (/procm E)DSDARY 2 —LTHRY FEEEILES &3 55
HEBRHBLET,

% Falco 8

%y



- rule: Create Sensitive Mount Pod
desc: >
Detect an attempt to start a pod with a volume from a sensitive host directory (i.e. /proc).
Exceptions are made for known trusted images.
condition: kevt and pod and kcreate and sensitive_vol_mount and not ka.req.pod.containers.image.repository in
(falco_sensitive_mount_images)
output: Pod started with sensitive mount (user=%ka.user.name pod=%ka.resp.name ns=%ka.target.namespace
images=%ka.req.pod.containers.image volumes=%jevt.value[/requestObject/spec/volumes])
priority: WARNING
source: k8s_audit
tags: [k8s]

5. "R PRy FT7—49 Ry FOER : Create HostNetwork Pod
RRAMRY FT—9ZFERALTRY FZREEBILES ETEHAERBELET,

K8s CIS Benchmark 1.7.4~MD %t i o

- rule: Create HostNetwork Pod

desc: Detect an attempt to start a pod using the host network.

condition: kevt and pod and kcreate and ka.req.pod.host_network intersects (true) and not
ka.req.pod.containers.image.repository in (falco_hostnetwork_images)

output: Pod started using host network (user=%ka.user.name pod=%ka.resp.name ns=%ka.target.namespace
images=%ka.req.pod.containers.image)

priority: WARNING

source: k8s_audit

tags: [k8s]

6. NodePortd—E XD ERL : Create NodePort Service
NodePort4—ER A2 A4 FTH—ERZRIBLELES ELECEFZBRBLET,

- macro: user_known_node_port_service
condition: (k8s_audit_never_true)

- rule: Create NodePort Service

desc: >

Detect an attempt to start a service with a NodePort service type

condition: kevt and service and kcreate and ka.req.service.type=NodePort and not user_known_node_port_service

output: NodePort Service Created (user=%ka.user.name service=%ka.target.name ns=%ka.target.namespace
ports=%ka.req.service.ports)

priority: WARNING

source: k8s_audit

tags: [k8s]

7. 754 R— FEEHEHZ A L 1=ConfigmapD{ERL/ZHE : Create/Modify Configmap With
Private Credentials

TS5 4 R— FEIEER(@wsF—. /SR T — K4 E)E &L configmapDIER/ZEE ##& H
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- macro: contains_private_credentials
condition: >
(ka.req.configmap.obj contains "aws_access_key_id" or
ka.req.configmap.obj contains "aws-access-key-id" or
ka.req.configmap.obj contains "aws_s3_access_key id" or
ka.req.configmap.obj contains "aws-s3-access-key-id" or
ka.req.configmap.obj contains "password" or
ka.req.configmap.obj contains "passphrase")
- rule: Create/Modify Configmap With Private Credentials
desc: >
Detect creating/modifying a configmap containing a private credential (aws key, password, etc.)
condition: kevt and configmap and kmodify and contains_private_credentials
output: K8s configmap with private credential (user=%ka.user.name verb=%ka.verb
configmap=%ka.req.configmap.name config=%ka.req.configmap.obj)
priority: WARNING
source: k8s_audit
tags: [k8s]

8. EE& 'Y T X MEFT : Anonymous Request Allowed
BERA1—H—DIHAILIY I IR NERET S

K8s CIS Benchmark 1.1.1~®D % it o

- rule: Anonymous Request Allowed

desc: >

Detect any request made by the anonymous user that was allowed

condition: kevt and ka.user.name=system:anonymous and ka.auth.decision="allow" and not health_endpoint

output: Request by anonymous user allowed (user=%ka.user.name verb=%ka.verb uri=%ka.uri
reason=%ka.auth.reason))

priority: WARNING

source: k8s_audit

tags: [k8s]

9. 74X vF/ETHRY F : Attach/Exec Pod
Ry RADT Ry F/EITORAEHEH

K8s CISBenchmark, 1.1. 12" B L ZXIGLET, CDFBE. BEIVTTFADET/TIYFD
HAaz@BHMLET,

BEMIZIE, FERY FAOTE2 v F/RTZRETHEOG. KFYBLWIL—ILZEMLEZWE
CAHTIN., ZDEHIZIE. KBsSDEEARVEFDIVOUNRAT—FILTHIBLENHY. 7
BYFVIIXANTHERESINEZAVTINFEI VT THFELTEREINENE I N EZRASZ LN
TEFET, SDETH, FEDRY FADTE Y F/RTERET H. TRIFEREL CBELIL—IL
ZABELTWET,

- macro: user_known_exec_pod_activities

\
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condition: (k8s_audit_never_true)

- rule: Attach/Exec Pod

desc: >

Detect any attempt to attach/exec to a pod

condition: kevt_started and pod_subresource and kcreate and ka.target.subresource in (exec,attach) and not
user_known_exec_pod_activities

output: Attach/Exec to pod (user=%ka.user.name pod=%ka.target.name ns=%ka.target.namespace
action=%ka.target.subresource command=%ka.uri.param[command])

priority: NOTICE

source: k8s_audit

tags: [k8s]

10. T 7 x A SJ)LaA>TF DR : EphemeralContainers Created
ERESNF=T 72 AS NV TTDEREHEE

- macro: user_known_pod_debug activities
condition: (k8s_audit_never_true)

# 74 —F v —4— hEphemeralContainersBNESFISEICOHEELET,
- rule: EphemeralContainers Created

desc: >

Detect any ephemeral container created

condition: kevt and pod_subresource and kmodify and ka.target.subresource in (ephemeralcontainers) and not
user_known_pod_debug_activities

output: Ephemeral container is created in pod (user=%ka.user.name pod=%ka.target.name ns=%ka.target.namespace
ephemeral_container_name=%jevt.value[/requestObject/ephemeralContainers/0/name]
ephemeral_container_image=%jevt.value[/requestObject/ephemeralContainers/0/image])

priority: NOTICE

source: k8s_audit

tags: [k8s]

11 Bk I R—LAR—XDER : Create Disallowed Namespace
BEEIDR—LAR—ZADEY FOHZHR—LAR—REZERLELS ET2RAZRELET,

A—AhI/A—HFIL—ILTIE. TOYRXMIEMLTHAEINDEZRA—LAR—XEZEMTEHI DL
TEET,

- list: allowed_namespaces
items: [kube-system, kube-public, default]

- rule: Create Disallowed Namespace
desc: Detect any attempt to create a namespace outside of a set of known namespaces
condition: kevt and namespace and kcreate and not ka.target.name in (allowed_namespaces)
output: Disallowed namespace created (user=%ka.user.name ns=%ka.target.name)
priority: WARNING
source: k8s_audit
tags: [k8s]
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12. Kube R—LRAR—RI[ZR Y FMRYERK SN iz : Pod Created in Kube Namespace
kube-system & f= (& kube-public #*—LRXAR—X TRy FEER LKL S LT EHAERHELET,

THREBEDOICOAFEEINTUVET, KHYIZ, KUEFED
user_allowed_kube_namespace_image_list #fEA L T &Ly,

- list: user_trusted_image_list
items: []

- list: user_allowed_kube_namespace_image_list
items: [user_trusted_image_list]

TREBRED-HIZOAFZESINTUVET, KHUIZ, & YEKNHL
allowed_kube_namespace_image_list #EH L T &Ly,

- list: k8s_image_list
items: []

- list: allowed_kube_namespace_image_list
items: [
ger.
ger.
gke.

io/google-containers/prometheus-to-sd,
io/projectcalico-org/node,
gcr.io/addon-resizer,

gke.gcr.io/heapster,
gke.
k8s.
k8s.
gke.

gke.

gcr.io/gke-metadata-server,
io/ip-masq-agent-amdé64,
io/kube-apiserver,
.io/kube-proxy,

io/netd-amd64,

io/addon-resizer
k8s.gcr.io/prometheus-to-sd,
k8s.gcr.io/k8s-dns-dnsmasqg-nanny-amd64,
k8s.gcr.io/k8s-dns-kube-dns-amd64,
k8s.gcr.
k8s.
kope/kube-apiserver-healthcheck,

ger.
ger.
ger
ger.
k8s.gcr.

io/k8s-dns-sidecar-amd64,
gcr.io/metrics-server-amd64,
k8s_image_list

]

- macro: allowed_kube_namespace_pods
condition: (ka.req.pod.containers.image.repository in
ka.req.pod.containers.image.repository in

(user_allowed_kube_namespace_image list) or
(allowed_kube_namespace_image list))

kube-system R—LRXAR—X TR IN=FH LRy FERELET,

- rule: Pod Created in Kube Namespace

desc: Detect any attempt to create a pod in the kube-system or kube-public namespaces

condition: kevt and pod and kcreate and ka.target.namespace in (kube-system, kube-public) and not

allowed_kube_namespace_pods

output: Pod created in kube namespace (user=%ka.user.name pod=%ka.resp.name ns=%ka.target.namespace

images=%ka.req.pod.containers.image)

§/< Falco
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priority: WARNING
source: k8s_audit
tags: [k8s]

13. Kube R—LRAR—R[Z{EF SN —ERXF7H > I : Service Account Created in Kube
Namespace
kube-system & =& kube-public #*— L AR—RIZH—ERTHO Y FEERLEL S ET5EA#%
BELET.

- list: user_known_sa_list
items: []

- macro: trusted_sa
condition: (ka.target.name in (user_known_sa_list))

# kube-system/kube-public F—LRAR—XTODH—ERTHhO Y FOEREHRELET,
- rule: Service Account Created in Kube Namespace

desc: Detect any attempt to create a serviceaccount in the kube-system or kube-public namespaces

condition: kevt and serviceaccount and kcreate and ka.target.namespace in (kube-system, kube-public) and
response_successful and not trusted_sa

output: Service account created in kube namespace (user=%ka.user.name serviceaccount=%ka.target.name
ns=%ka.target.namespace)

priority: WARNING

source: k8s_audit

tags: [k8s]

14. System ClusterRole D Z & /HIfR : System ClusterRole Modified/Deleted
AT LsTHaE % ClusterRole/Role DZEH/HIBDRAZRELET,

"system: " T FE S ClusterRole~DEH/HIFRZ1&EH L 9, "system:coredns" (I BEDERTIEE
BAFHEINS=OBRNEINET,

- rule: System ClusterRole Modified/Deleted

desc: Detect any attempt to modify/delete a ClusterRole/Role starting with system

condition: kevt and (role or clusterrole) and (kmodify or kdelete) and (ka.target.name startswith "system:")
and

not ka.target.name in (system:coredns, system:managed-certificate-controller)

output: System ClusterRole/Role modified or deleted (user=%ka.user.name role=%ka.target.name
ns=%ka.target.namespace action=%ka.verb)

priority: WARNING

source: k8s_audit

tags: [k8s]

15. cluster-admin Role~® 7 % v F : Attach to cluster-admin Role
ClusterRoleBinding # cluster-admin A—H(ZEB L &S5 T HEAFZRELET,

\
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ClusterRoleBinding # cluster-admin 2 —HIZHEE L &K S LT HRAZRELFT (ChE"EVD
T4 BRI EETSMARAADI ZRZO—ILICERALEY)

- rule: Attach to cluster-admin Role
desc: Detect any attempt to create a ClusterRoleBinding to the cluster-admin user
condition: kevt and clusterrolebinding and kcreate and ka.req.binding.role=cluster-admin
output: Cluster Role Binding to cluster-admin role (user=%ka.user.name subject=%ka.req.binding.subjects)
priority: WARNING
source: k8s_audit
tags: [k8s]

16. 74 )L Kh— FC{ERR S f=ClusterRole : ClusterRole With Wildcard Created
DAL KA— K1) Y—XOverbsZ{FA L TRole/ClusterRole ##Ef L & 5 & T B HAFRELE
ERR

- rule: ClusterRole With Wildcard Created

desc: Detect any attempt to create a Role/ClusterRole with wildcard resources or verbs

condition: kevt and (role or clusterrole) and kcreate and (ka.req.role.rules.resources intersects ("*") or
ka.req.role.rules.verbs intersects ("*"))

output: Created Role/ClusterRole with wildcard (user=%ka.user.name role=%ka.target.name
rules=%ka.reqg.role.rules)

priority: WARNING

source: k8s_audit

tags: [k8s]

17. W= A HHEBR 3D ClusterRole D{ERX : ClusterRole With Write Privileges Created
EEAHEEDT Y L3V EETTESRole/ClusterRole 2R L LS5 T 2RHA4ZBRELET,

- macro: writable_verbs

condition: >

(ka.reqg.role.rules.verbs intersects (create, update, patch, delete, deletecollection))

- rule: ClusterRole With Write Privileges Created

desc: Detect any attempt to create a Role/ClusterRole that can perform write-related actions

condition: kevt and (role or clusterrole) and kcreate and writable_verbs

output: Created Role/ClusterRole with write privileges (user=%ka.user.name role=%ka.target.name
rules=%ka.req.role.rules)

priority: NOTICE

source: k8s_audit

tags: [k8s]

18. Pod Exec T ClusterRole{ERL : ClusterRole With Pod Exec Created
Ry FIZE4TTZE % Role/ClusterRole ZERL & 5 T B A FRELET,

- rule: ClusterRole With Pod Exec Created
desc: Detect any attempt to create a Role/ClusterRole that can exec to pods

\
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condition: kevt and (role or clusterrole) and kcreate and ka.req.role.rules.resources intersects ("pods/exec")

output: Created Role/ClusterRole with pod exec privileges (user=%ka.user.name role=%ka.target.name
rules=%ka.req.role.rules)

priority: WARNING

source: k8s_audit

tags: [k8s]

19.K8sT 704 * > FDYERL : K8s Deployment Created
TIOM A MEERLES LT HHRAFRELET,

CHORUTDIL—IVIFEREMES . —BRHIZI S RAEZ—DFBDRNERLTVEY, Thb
DARY FZEEDIZLEVGEIE, UTOII0OZEBELET,

- macro: consider_activity events
condition: (k8s_audit_always_true)

- macro: kactivity
condition: (kevt and consider_activity events)

- rule: K8s Deployment Created

desc: Detect any attempt to create a deployment

condition: (kactivity and kcreate and deployment and response_successful)

output: K8s Deployment Created (user=%ka.user.name deployment=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

20.K8s7T A4 * > FDHIE : K8s Deployment Deleted
TTOAM AV MZHIBRLES LT HRA&ERHELET,

- rule: K8s Deployment Deleted

desc: Detect any attempt to delete a deployment

condition: (kactivity and kdelete and deployment and response_successful)

output: K8s Deployment Deleted (user=%ka.user.name deployment=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

21. K8sH—E X MERX : K8s Service Created
Y—ERXRZEERLELS LT 5EHAZERELET,

- rule: K8s Service Created
desc: Detect any attempt to create a service
condition: (kactivity and kcreate and service and response_successful)
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output: K8s Service Created (user=%ka.user.name service=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

22. K8sH—E R D IRk : K8s Service Deleted
H—EXZHIBRLES LT HHAERBLET,

- rule: K8s Service Deleted

desc: Detect any attempt to delete a service

condition: (kactivity and kdelete and service and response_successful)

output: K8s Service Deleted (user=%ka.user.name service=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

23. K8s ConfigMapM{ERX : K8s ConfigMap Created
ConfigMapZ#ER L &5 & BERAFHRELET,

- rule: K8s ConfigMap Created

desc: Detect any attempt to create a configmap

condition: (kactivity and kcreate and configmap and response_successful)

output: K8s ConfigMap Created (user=%ka.user.name configmap=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

24. K8s ConfigMap M Hlfk : K8s ConfigMap Deleted
ConfigMapZHIBR L &S & BEAFHRELET .

- rule: K8s ConfigMap Deleted

desc: Detect any attempt to delete a configmap

condition: (kactivity and kdelete and configmap and response_successful)

output: K8s ConfigMap Deleted (user=%ka.user.name configmap=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

25. K8s R —LAR—RDERL : K8 Namespace Created
F—LAR—REEH L&D ETHHAEZRELET,

)
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- rule: K8s Namespace Created

desc: Detect any attempt to create a namespace

condition: (kactivity and kcreate and namespace and response_successful)

output: K8s Namespace Created (user=%ka.user.name namespace=%ka.target.name resp=%ka.response.code
decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

26. K8sR—LAR—XDHIR : K8 Namespace Deleted
R—LAR—RFHIBFRELKES ETHHAZHEEHLET,

- rule: K8s Namespace Deleted

desc: Detect any attempt to delete a namespace

condition: (kactivity and non_system_user and kdelete and namespace and response_successful)

output: K8s Namespace Deleted (user=%ka.user.name namespace=%ka.target.name resp=%ka.response.code
decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

27.K8sH—ERT7H > FDERL : K8s Serviceaccount Created
H—ERXRT7HOU rE2ERLES ETHRAFRELET,

- rule: K8s Serviceaccount Created

desc: Detect any attempt to create a service account

condition: (kactivity and kcreate and serviceaccount and response_successful)

output: K8s Serviceaccount Created (user=%ka.user.name user=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

28.K8sH—ERXT7Hh Y FDHIR : K8s Serviceaccount Deleted
H—ERXR7HO U rZEIBRLES LT HRAFRELET,

- rule: K8s Serviceaccount Deleted

desc: Detect any attempt to delete a service account

condition: (kactivity and kdelete and serviceaccount and response_successful)

output: K8s Serviceaccount Deleted (user=%ka.user.name user=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]
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29.K8sA—JL/H 5 A2 —A—)LDYERL : K8s Role/Clusterrole Created
A=/ S5R3—O—)LEERLES LT HHAEHRHELET,

- rule: K8s Role/Clusterrole Created

desc: Detect any attempt to create a cluster role/role

condition: (kactivity and kcreate and (clusterrole or role) and response_successful)

output: K8s Cluster Role Created (user=%ka.user.name role=%ka.target.name rules=%ka.req.role.rules
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

30.K8sA—JL/Y S5 R A —0O—)LDHIK : K8s Role/Clusterrole Deleted
A=/ S5R3—O—)LZHIBRLES LT HHEAEZRHELET,

- rule: K8s Role/Clusterrole Deleted

desc: Detect any attempt to delete a cluster role/role

condition: (kactivity and kdelete and (clusterrole or role) and response_successful)

output: K8s Cluster Role Deleted (user=%ka.user.name role=%ka.target.name resp=%ka.response.code
decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

31.K8s97 S AA—O—JLIN VT 14 % DER : K8s Role/Clusterrolebinding Created
PDSRE—O—INA T4 T EERLES LT HHAZRELET,

- rule: K8s Role/Clusterrolebinding Created

desc: Detect any attempt to create a clusterrolebinding

condition: (kactivity and kcreate and clusterrolebinding and response_successful)

output: K8s Cluster Role Binding Created (user=%ka.user.name binding=%ka.target.name
subjects=%ka.req.binding.subjects role=%ka.req.binding.role resp=%ka.response.code decision=%ka.auth.decision
reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

32. K859 S R4 —A—)L/\{ VT 14 >/ DHIK : K8s Role/Clusterrolebinding Deleted
DSRA—A—=INA T4 T FBIBRLES ETHHAZERELET .

- rule: K8s Role/Clusterrolebinding Deleted
desc: Detect any attempt to delete a clusterrolebinding
condition: (kactivity and kdelete and clusterrolebinding and response_successful)
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output: K8s Cluster Role Binding Deleted (user=%ka.user.name binding=%ka.target.name resp=%ka.response.code
decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

33.K8s—%2 L'y FDYERL : K8s Secret Created
D=Ly brEERLES ETHEABERHLET, Y—ERXRTHI U M= VIFBRNAESNFE
9,

- rule: K8s Secret Created

desc: Detect any attempt to create a secret. Service account tokens are excluded.

condition: (kactivity and kcreate and secret and ka.target.namespace!=kube-system and non_system_user and
response_successful)

output: K8s Secret Created (user=%ka.user.name secret=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

34.K8s>—%2 L'y FDHI : K8s Secret Deleted
— Ly FFHIBRLES ETHHEAZRHELET, Y—EXRTHO UM = VIEBENA ESNFE

o v

- rule: K8s Secret Deleted

desc: Detect any attempt to delete a secret Service account tokens are excluded.

condition: (kactivity and kdelete and secret and ka.target.namespace!=kube-system and non_system_user and
response_successful)

output: K8s Secret Deleted (user=%ka.user.name secret=%ka.target.name ns=%ka.target.namespace
resp=%ka.response.code decision=%ka.auth.decision reason=%ka.auth.reason)

priority: INFO

source: k8s_audit

tags: [k8s]

35. £ TTMDKS8s Audit1f R bk : All K8s Audit Events
2 TOK8s Auditf R FE#&RH

CDIL—ILIF—BHIZTRTDARU MY F L, FTOHFERE, T4 CTIHEDIZHE-oTL
FF, CNLDARY FEEFIZLEWEEIE. UTOXYHYOZBELET,

condition: (jevt.rawtime exists)

- macro: consider_all_events
condition: (k8s_audit_never_true)
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- macro: kall
condition: (kevt and consider_all_events)

- rule: All K8s Audit Events
desc: Match all K8s Audit Events
condition: kall
output: K8s Audit Event received (user=%ka.user.name verb=%ka.verb uri=%ka.uri obj=%jevt.obj)
priority: DEBUG
source: k8s_audit
tags: [k8s]

36. 7JLK8sEIE 7 - € X : Full K8 Administrative Access
INTIERADEBELROND 1I—F L TKSsDIFEERELET,

ORI OFLUTDIL—ILEEMIZL., T BIZ1F k8s_audit_never_true [CEB L FT,

- macro: allowed_full_admin_users
condition: (k8s_audit_always_true)

CDYRKMZIE, WEODDMDKEDA VA F—ILIZBITRAEBEDT I74IL FA—HENEENT
WEYT,

- list: full_admin_k8s_users
items: ["admin", "kubernetes-admin", "kubernetes-admin@kubernetes", "kubernetes-admin@cluster.local",
"minikube-user"]

ZDIL—IE, VSRFEBREDTIAILFEBEDYRA MIEENDI—FRKICL>TEIEE
CENBREERELET ., CHITERDRENLTESLEEZRLTVET, — B Gka A N
VETREA—YOO—)LEHERETELLDT, EEETEGLLNE LAEEA,
full_admin_k8s_users J A FZHR AT A XL T, BEIZIECTHMELTLIEELY,

TAMDEE:
TIAIW MDY SRARRAA—YTHEZEIN-EED kubectl a7 > FEEITLET -

kubectl| create namespace rule-test

- rule: Full K8s Administrative Access
desc: Detect any k8s operation by a user name that may be an administrator with full access.
condition: >
kevt
and non_system_user
and ka.user.name in (full_admin_k8s_users)
and not allowed_full_admin_users
output: K8s Operation performed by full admin user (user=%ka.user.name
target=%ka.target.name/%ka.target.resource verb=%ka.verb uri=%ka.uri resp=%ka.response.code)
priority: WARNING
source: k8s_audit
tags: [k8s]
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37. TLSEEBAE D % LMIngress+ 7 ¥ £ - FDERL : Ingress Object without TLS Certificate Created
TLSEBEEA L TlngressHEFR L &K S & T 5HA#ZHRELET,

- macro: ingress
condition: ka.target.resource=ingresses

- macro: ingress_tls
condition: (jevt.value[/requestObject/spec/tls] exists)

TAMDAEE
avTFUYvEEDIngressyaml 7 7 A ILEERRLET .

apiVersion: networking.k8s.io/v1lbetal

kind: Ingress
metadata:
name: test-ingress
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /
spec:
rules:
- http:
paths:
- path: /testpath
backend:
serviceName: test

servicePort: 80

kubect! apply -f ingress.yam| & %247

- rule: Ingress Object without TLS Certificate Created
desc: Detect any attempt to create an ingress without TLS certification.
condition: >
(kactivity and kcreate and ingress and response_successful and not ingress_tls)
output: >
K8s Ingress Without TLS Cert Created (user=%ka.user.name ingress=%ka.target.name
namespace=%ka.target.namespace)
source: k8s_audit
priority: WARNING
tags: [k8s, network]
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38.BEINATULVEL —FNREEIZTHY SXE(ZEM : Untrusted Node Successfully Joined the
Cluster
RSN/ —FOURFDMZHEB/ —EDRERICHVSRAE—IZ8MLIE-EE2RELET,

TRAMDAEE -

Kops#{# A L CTFalcoBsfRY S R 2 &R LE T,
kops edit ig nodes

kops apply --yes

- rule: Untrusted Node Successfully Joined the Cluster
desc: >
Detect a node successfully joined the cluster outside of the list of allowed nodes.
condition: >
kevt and node
and kcreate
and response_successful
and not allow_all_k8s_nodes
and not ka.target.name in (allowed_k8s_nodes)
output: Node not in allowed list successfully joined the cluster (user=%ka.user.name node=%ka.target.name)
priority: ERROR
source: k8s_audit
tags: [k8s]

9. BHEEShTVWEL/ —FRUSREIZ8ML & 5 & LTEYK : Untrusted Node Unsuccessfully
Tried to Join the Cluster
FRAIENTWE/ —FDYR MG/ —FDISAEZADEMIZKBLI-C EERHLET,

- rule: Untrusted Node Unsuccessfully Tried to Join the Cluster
desc: >
Detect an unsuccessful attempt to join the cluster for a node not in the list of allowed nodes.
condition: >
kevt and node
and kcreate
and not response_successful
and not allow_all_k8s_nodes
and not ka.target.name in (allowed_k8s_nodes)
output: Node not in allowed list tried unsuccessfully to join the cluster (user=%ka.user.name
node=%ka.target.name reason=%ka.response.reason)
priority: WARNING
source: k8s_audit
tags: [k8s]
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