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AXDAAEIL. Cloud Native Runtime Security T & 4 Falco (https://github.com/falcosecurity/falco/) [Z
HULT, 2020F 1210 RZ IR LI FFa AV FTY,

[ZL&HIC 4
#Ews/0, YREF-1 6
Falcolb—JL -1 13
FFAl SN T ULV LSSHEE#R - Disallowed SSH Connection 13
FHLAEWT D /3D Y RS : Unexpected outbound connection destination 13
FHLGWA V3D RE#ED Y —X : Unexpected inbound connection source 14
ST IVERET 7 A4 IILDZERE : Modify Shell Configuration File 15
ST IERET 74 ILDERHAHAH : Read Shell Configuration File 16
Cron¥ 3 JM R4 2 a—)L : Schedule Cron Jobs 17
¥EwsAa, YRF-2 17
FalcolL—JL -2 25
Iy —2 )RS B 1) OEH : Update Package Repository 25
NAF V=T 1LY bYUTADEEIAH : Write below binary dir 26
BHEMET 4 LY b ADESEAH : Write below monitored dir 27
ssh®1&#k % ') — K9 % : Read sshinformation 28
#@wsA, YRH-3 28
Falco)L—JL -3 32
etcLAFADE EFAFH : Write below etc 32
root LA FIZE EiAH : Write below root 34
EEINTWVGELMEE T 7 4 LOFEAERY : Read sensitive file untrusted 36
rpmT—2 RXR—XLUTADEEAH : Write below rpm database 38
DBFO4 S5 LA T Ot RELER : DBprogram spawned process 38
NAFU—T 1LY ) DOEFH : Modify binary dirs 39
NAFY—T 4 LY Y —4ERL : Mkdir binary dirs 39
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thread namespaceMZ & : Change thread namespace

BEINTWEWLY T )LERETTT S : Runshell untrusted

#*i@Evono, YRF-4

Falco)L—IL -4

YD T DFEE : Launch Privileged Container

WE<D haUTFERET S : Launch Sensitive Mount Container
#2E)E 1t 0 > T F : Launch Disallowed Container

AR50 T 4 TP AT La—4 : System user interactive

AVTFADRA—IFI)LY )L : Terminal shell in container

#FEwsA, YRAK-5

Falco)b—JL -5

Systemprocs$ v k7 —%5 749 F 4 EF 4 : System procs network activity

EFRI SN T ULV LY http proxy env T 7045 A% E4T : Program run with disallowed http proxy env

BRI Nnfzprocs7V bV RRy b T—49 79T 4 ET 1 : Interpreted procs outbound network activity
FHLALUDP k3 7 1w % : Unexpected UDP Traffic

sudo T 7L setuid : Non sudo setuid

A—HEHE/NA/ F1)— : User mgmt binaries

devEAIFIZ T 7 A ILEAER T % : Create files below dev

AVTFIDLEC2A VAR VAR AR T—AH—EXADE & : Contact EC2 Instance Metadata Service From Container
AVTFTNBI ST RAAT—2HY—EXAR&H : Contact cloud metadata service from container

a2 TFH BK8S APIH—/N—~DfELVEHHE : Contact K8S API Server From Container

F#A L %2 L \K8s NodePort#&#t : Unexpected K8s NodePort Connection

AVTF TRy S—CEE IO ADEE : Launch Package Management Process in Container

32T FATONetcat!) E— b 3— FEFT : Netcat Remote Code Execution in Container
AVTFTFATELVLERY FT—9Y—ILOEE : Launch Suspicious Network Tool in Container

KA FETRELRY FT—9Y—)L%E#2E : Launch Suspicious Network Tool on Host

TSAR— b F—F1Z/SRT— FD#RFK : Search Private Keys or Passwords
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oo 2774I)LMD% )7 : Clear Log Activities 64

QY79 T4 ET14DY )T : Clear LogActivities 64
T4 RO M58V Y T—4 %HIB : Remove Bulk Data from Disk 65
SIIER M) —ZHIRREIZAEIEZEE : Delete or rename shell history 65
BashE X k') —DHIBR : Delete Bash History 66
Setuid F =& Setgid E v b ZE&5E : Set Setuid or Setgid bit 66
BLIZ7A4ILOTFT 1LY kDR : Create Hidden Files or Directories 67
AVFFTYE—F I 74T E—Y—)L%EH#2E) : Launch Remote File Copy Tools in Container 68

— R A F—T—ILIR— bADT I b R 1R H : Detect outbound connections to common miner pool ports 68

Stratum70 FaLEFERALIZY Y T <A F—ODH : Detect crypto miners using the Stratum protocol 70
32T FMATdockery 54 7 > bMEITE iz : The docker client is executed in a container 71
IVTFTATAT Y bV 4y EDMERL S 1Ltz : Packet socket created in container 71
A—AY TRy bSO FR Y kT —2 ## - Network Connection outside Local Subnet 72

FTIMNYYRFERIFAVNDU RS T4 v IBHFRAIN=Y—/N—DTA+ER ER— b TEL : Outbound or Inbound
Traffic not to Authorized Server Process and Port 73

a2 TFTRHDOSTDOUT/STDINZE # v b —J ##&(CY #4 LY +F % : Redirect STDOUT/STDIN to Network Connection in

Container 74
a T+ K1) 7 &Y (chmod) : Container Drift Detected (chmod) 74
a Y5+ K1) 7 &t (open+create) : Container Drift Detected (open+create) 75
C2H—/A~ADT 7 k37 > F#ERTE : Outbound Connection to C2 Servers 75
LinuxA—RILED2—ILDA x4 L3 UEBH : Linux Kernel Module Injection Detected 76
aY T+ %EI)I— kA—H & LTEFT : Container Run as Root User 76
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CORF2IAUPMEI CNCFTTI7I PRAVA—RELGHODTWBI SO RRAT4TI034 L,
Fa T4 DIEEATHS Falcol2EH 1T HFalco)L—ILELXDRAFIZDNTEE L TLVEY, Falco/l—
JU(https://github.com/falcosecurity/falco/blob/master/rules/falco rules.yaml)(&. 2020% 128 108
. 42OV M)Ea—4— (BRADOaIVF)Ea—4323UL6-oLeWVET) OEAXRIZEST
BR. AUTFURINTWVET,

Falco)bl—JLIZIE, Y RTLOa—IILZEY—RELFZIL—ILLUSZ, Kubernetes Auditzy —RX & LTz
IW—IL, TV — 3 I8 ELE=L—ILH Y £9, F£1=. Cloud Native Security
Hub(https://securityhub.dev/) T¥HFalco/l—ILIZARAEINTULNET,

ARFa A2 BME, Falcol—ILEZDABIZDODNWTER L TWWES, gL TLVS, ¥ A, YR
F. JL—ILIE, Falcoll—IL 7 7AIILADIETE EFHEEL TWVET, Falco/l—ILOEKRIZDLNTIE,
https://falco.org/ip/docs/rules/ #S BB 1= &Ly,
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Copyright (C) 2020 The Falco Authors.

ApacheS A4 R, 1\ —2 3220 (UUTF IS4V R] EVWWET) ODFTIAMEVRAShTWE
T, HEEIE, SAEVRICERMLTWBIEEERE. COT7MILEFRTHILIETEEEA
A4 RADAE—FUTOBRTAFTEET,

http://www.apache.org/licenses/LICENSE-2.0

BRASNDERETERSNGE, FLEEETEESNEZBEZREFT, £S5/ ADTTE
MENBYI b7 "CDBHE. ARFLEFETEMDLY. WHELEEORIAFEEFHLE
(. TBHREZEOEFF] Z2EFRELFT, F1 LV ADTTOHFALHRZRAET 2 EANGEXEIC
DT, F4EVRESRBLTLIEEL,

falco TV EL—ILDN—=D a2V DEMIZONTIE, xxx E#BBLTLESL, BEDEC
o COBEDIL—ILIFAIIE, ToooN—2a308BBENHYEFT.,  (fl: falco releases
<=0.13.1)5EDT. ZTOFEZE TlLrequired_engine versionMTNIAA L F 7O FENTWLADT, HL
falcod ) ) —REDE#BEZFMHIF LTSIV, COIL—ILIT7AIICRAODOEBREDLZNEREM
HoHBE., COTOIAVRENL, TORRATHERASIh T SfalcoT VD0 D/IN—2 3 VIZETE
LEY,

- required_engine_version: 7

H@Ewovsa, YR -1

Falco/L—JL (https://github.com/falcosecurity/falco/blob/master/rules/falco_rules.yaml) Tl&. #&HIZ
Falco/)l—)LEARTHBLTHAITETIOELEY R MRERSINTLET,

IRTE. read/writeldsyscal| CERT H-DENIZHEH>TULET,

- macro: write
condition: (syscall.type=write and fd.type in (file, directory))

#
#
# - macro: read
#

condition: (syscall.type=read and evt.dir=> and fd.type in (file, directory))

(X XFEHED open_write/open_read [, 77 A ILBRAEED=HIZHINTNEINEINEF VY
LET,

\
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- macro: open_write
condition: (evt.type=open or evt.type=openat) and evt.is_open_write=true and fd.typechar='f' and fd.num>=0

- macro: open_read
condition: (evt.type=open or evt.type=openat) and evt.is_open_read=true and fd.typechar='f' and fd.num>=0

- macro: open_directory
condition: (evt.type=open or evt.type=openat) and evt.is_open_read=true and fd.typechar="d

and fd.num>=0

- macro: never_true
condition: (evt.num=0)

- macro: always_true
condition: (evt.num>=0)

VATFLA=NARY MO RAY THEDHE., TOERAIZHATAEBRARINALLHENI EAHY
FT, 774N ZRCBEEDT IV aVvEEFTLTVWSTORRDETICARYIZIKET 50 2HD
IL—ILTIE, 7OERBEFHMBBELHY FT,

- macro: proc_name_exists
condition: (proc.name!="<NA>")

- macro: rename
condition: evt.type in (rename, renameat, renameat2)

- macro: mkdir
condition: evt.type in (mkdir, mkdirat)

- macro: remove
condition: evt.type in (rmdir, unlink, unlinkat)

- macro: modify
condition: rename or remove

- macro: spawned_process
condition: evt.type = execve and evt.dir=<

- macro: create_symlink
condition: evt.type in (symlink, symlinkat) and evt.dir=<

- macro: chmod
condition: (evt.type in (chmod, fchmod, fchmodat) and evt.dir=<)

# I7ANVATI)—
- macro: bin_dir
condition: fd.directory in (/bin, /sbin, /usr/bin, /usr/sbin)

- macro: bin_dir_mkdir
condition: >
(evt.arg.path startswith /bin/ or

% Falco 7
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evt.arg.path startswith /sbin/ or
evt.arg.path startswith /usr/bin/ or
evt.arg.path startswith /usr/sbin/)

- macro: bin_dir_rename

condition: >

(evt.arg.path startswith /bin/ or
evt.arg.path startswith /sbin/ or
evt.arg.path startswith /usr/bin/ or
evt.arg.path startswith /usr/sbin/ or
evt.arg.name startswith /bin/ or
evt.arg.name startswith /sbin/ or
evt.arg.name startswith /usr/bin/ or
evt.arg.name startswith /usr/sbin/ or
evt.arg.oldpath startswith /bin/ or
evt.arg.oldpath startswith /sbin/ or
evt.arg.oldpath startswith /usr/bin/ or
evt.arg.oldpath startswith /usr/sbin/ or
evt.arg.newpath startswith /bin/ or
evt.arg.newpath startswith /sbin/ or
evt.arg.newpath startswith /usr/bin/ or
evt.arg.newpath startswith /usr/sbin/)

- macro: etc_dir

condition: fd.name startswith /etc/

# BETODEERAH. F£2E /root UTOEEDGFHTADEETAAERHLET,
- macro: root_dir
condition: (fd.directory=/ or fd.name startswith /root/)

- list: shell_binaries
items: [ash, bash, csh, ksh, sh, tcsh, zsh, dash]

- list: ssh_binaries
items: [
sshd, sftp-server, ssh-agent,
ssh, scp, sftp,
ssh-keygen, ssh-keysign, ssh-keyscan, ssh-add

]

- list: shell_mgmt_binaries
items: [add-shell, remove-shell]

- macro: shell procs
condition: proc.name in (shell binaries)

- list: coreutils_binaries
items: [

truncate, shalsum, numfmt, fmt, fold, uniq, cut, who,
groups, csplit, sort, expand, printf, printenv, unlink, tee, chcon, stat,
basename, split, nice, "yes", whoami, sha224sum, hostid, users, stdbuf,
base64, unexpand, cksum, od, paste, nproc, pathchk, sha256sum, wc, test,
comm, arch, du, factor, sha512sum, md5sum, tr, runcon, env, dirname,
tsort, join, shuf, install, logname, pinky, nohup, expr, pr, tty, timeout,
tail, "[", seq, sha384sum, nl, head, id, mkfifo, sum, dircolors, ptx, shred,
tac, link, chroot, vdir, chown, touch, 1ls, dd, uname, "true", pwd, date,
chgrp, chmod, mktemp, cat, mknod, sync, 1ln, "false", rm, mv, cp, echo,
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readlink, sleep, stty, mkdir, df, dir, rmdir, touch

]

# dpkg -L login | grep bin | xargs 1s -1d | grep -v '~d' | awk '{print $9}' | xargs -L 1 basename | tr "\\n
- list: login_binaries
items: [
login, systemd, (systemd)"', systemd-logind, su,
nologin, faillog, lastlog, newgrp, sg
1

# dpkg -L passwd | grep bin | xargs 1ls -1d | grep -v '~d' | awk '{print $9}' | xargs -L 1 basename | tr "\\n"
"

- list: passwd_binaries
items: [
shadowconfig, grpck, pwunconv, grpconv, pwck,
groupmod, vipw, pwconv, useradd, newusers, cppw, chpasswd, usermod,
groupadd, groupdel, grpunconv, chgpasswd, userdel, chage, chsh,
gpasswd, chfn, expiry, passwd, vigr, cpgr, adduser, addgroup, deluser, delgroup

]

# repoquery -1 shadow-utils | grep bin | xargs 1s -1d | grep -v '~d' |

[T TIT]

H*

awk '{print $9}' | xargs -L 1 basename | tr "\\n
- list: shadowutils_binaries
items: [
chage, gpasswd, lastlog, newgrp, sg, adduser, deluser, chpasswd,
groupadd, groupdel, addgroup, delgroup, groupmems, groupmod, grpck, grpconv, grpunconv,
newusers, pwck, pwconv, pwunconv, useradd, userdel, usermod, vigr, vipw, unix_chkpwd

]

- list: sysdigcloud_binaries
items: [setup-backend, dragent, sdchecks]

- list: docker_binaries
items: [docker, dockerd, exe, docker-compose, docker-entrypoi, docker-runc-cur, docker-current,

dockerd-current]

- list: k8s_binaries
items: [hyperkube, skydns, kube2sky, exechealthz, weave-net, loopback, bridge, openshift-sdn, openshift]

- list: 1xd_binaries
items: [1xd, 1lxcfs]

- list: http_server_binaries
items: [nginx, httpd, httpd-foregroun, lighttpd, apache, apache2]

- list: db_server_binaries
items: [mysqgld, postgres, sqlplus]

- list: mysql_mgmt_binaries
items: [mysql_install_d, mysql_ssl_rsa_s]

- list: postgres_mgmt_binaries
items: [pg_dumpall, pg_ctl, pg lsclusters, pg_ctlcluster]

- list: db_mgmt_binaries

% Falco 9
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items: [mysql_mgmt_binaries, postgres_mgmt_binaries]

- list: nosql_server_binaries
items: [couchdb, memcached, redis-server, rabbitmg-server, mongod]

- list: gitlab_binaries
items: [gitlab-shell, gitlab-mon, gitlab-runner-b, git]

- list: interpreted_binaries
items: [lua, node, perl, perlS5, perl6, php, python, python2, python3, ruby, tcl]

- macro: interpreted_procs
condition: >
(proc.name in (interpreted_binaries))
- macro: server_procs
condition: proc.name in (http_server_binaries, db_server_binaries, docker_binaries, sshd)

BAREIESIRFFE, T4 LEKT-XFENERSNWLBVEIICT HHITBETT,

- list: rpm_binaries

items: [dnf, rpm, rpmkey, yum, 75-system-updat"', rhsmcertd-worke, subscription-ma,
repoquery, rpmkeys, rpmq, yum-cron, yum-config-mana, yum-debug-dump,

abrt-action-sav, rpmdb_stat, microdnf, rhn_check, yumdb]

- list: openscap_rpm_binaries
items: [probe_rpminfo, probe_rpmverify, probe_rpmverifyfile, probe_rpmverifypackage]

- macro: rpm_procs
condition: (proc.name in (rpm_binaries, openscap_rpm_binaries) or proc.name in (salt-minion))

list: deb_binaries

items: [dpkg, dpkg-preconfigu, dpkg-reconfigur, dpkg-divert, apt, apt-get, aptitude,
frontend, preinst, add-apt-reposit, apt-auto-remova, apt-key,
apt-listchanges, unattended-upgr, apt-add-reposit, apt-config, apt-cache
1

Y)Y T 5 i dpkg-preconfigu (FERMAZ L DT, TAE R KL sysdig LN TY YR TONTULVE
ERR

- list: package_mgmt_binaries
items: [rpm_binaries, deb_binaries, update-alternat, gem, pip, pip3, sane-utils.post, alternatives,
chef-client, apk, snapd]

- macro: package_mgmt_procs
condition: proc.name in (package_mgmt_binaries)

- macro: package_mgmt_ancestor_procs
condition: proc.pname in (package_mgmt_binaries) or
proc.aname[2] in (package_mgmt_binaries) or
proc.aname[3] in (package_mgmt_binaries) or
proc.aname[4] in (package_mgmt_binaries)

N
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- macro: coreos_write_ssh_dir
condition: (proc.name=update-ssh-keys and fd.name startswith /home/core/.ssh)

- macro: run_by_package_mgmt_binaries
condition: proc.aname in (package_mgmt_binaries, needrestart)

- list: ssl_mgmt_binaries
items: [ca-certificates]

- list: dhcp_binaries
items: [dhclient, dhclient-script, 11-dhclient]

BELOHEERD. FERELGIPA—F L LTHOTOISLEERTISTALRADEREY k.

- list: userexec_binaries
items: [sudo, su, suexec, critical-stack, dzdo]

- list: known_setuid_binaries
items: [
sshd, dbus-daemon-lau, ping, ping6, critical-stack-, pmmcli,
filemng, PassengerAgent, bwrap, osdetect, nginxmng, sw-engine-fpm,
start-stop-daem

]

- list: user_mgmt_binaries
items: [login_binaries, passwd_binaries, shadowutils_binaries]

- list: dev_creation_binaries
items: [blkid, rename_device, update_engine, sgdisk]

- list: hids_binaries
items: [aide, aide.wrapper, update-aide.con, logcheck, syslog-summary, osqueryd, ossec-syscheckd]

- list: vpn_binaries
items: [openvpn]

- list: nomachine_binaries
items: [nxexec, nxnode.bin, nxserver.bin, nxclient.bin]

- macro: system_procs
condition: proc.name in (coreutils_binaries, user_mgmt_binaries)

- list: mail_binaries
items: [
sendmail, sendmail-msp, postfix, procmail, exim4,
pickup, showq, mailq, dovecot, imap-login, imap,
mailmng-core, pop3-login, dovecot-lda, pop3

]

- list: mail_config_binaries
items: [
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update_conf, parse_mc, makemap_hash, newaliases, update_mk, update_tlsm4,
update_db, update_mc, ssmtp.postinst, mailq, postalias, postfix.config.,
postfix.config, postfix-script, postconf

]

- list: sensitive_file_names
items: [/etc/shadow, /etc/sudoers, /etc/pam.conf, /etc/security/pwquality.conf]

- list: sensitive_directory_names
items: [/, /etc, /etc/, /root, /root/]

- macro: sensitive_files
condition: >
fd.name startswith /etc and
(fd.name in (sensitive_file_names)
or fd.directory in (/etc/sudoers.d, /etc/pam.d))

TOEZANHLWIEEZRLEY, TOEXAFBSATHODORMEEAL T, SHOLELMEZRE
ALTRERHEIATVET,

- macro: proc_is_new
condition: proc.duration <= 5000000000

# ry kI7—2
- macro: inbound
condition: >
(((evt.type in (accept,listen) and evt.dir=<) or
(evt.type in (recvfrom,recvmsg) and evt.dir=< and
fd.l4dproto != tcp and fd.connected=false and fd.name_changed=true)) and
(fd.typechar = 4 or fd.typechar = 6) and
(fd.ip !'= "0.0.0.0" and fd.net != "127.0.0.0/8") and
(evt.rawres >= @ or evt.res = EINPROGRESS))

# RFC1918D7 FLRIE, T34 R—b+Rry hT—Y TOFEADEOHICEIY HETONTVET,
- list: rfc_1918_addresses
items: ['"10.0.0.8/8"', '"172.16.0.0/12"', '"192.168.0.0/16"']

- macro: outbound
condition: >
(((evt.type = connect and evt.dir=<) or
(evt.type in (sendto,sendmsg) and evt.dir=< and
fd.l4proto != tcp and fd.connected=false and fd.name_changed=true)) and
(fd.typechar = 4 or fd.typechar = 6) and
(fd.ip != "0.0.0.0" and fd.net != "127.0.0.06/8" and not fd.snet in (rfc_1918_addresses)) and
(evt.rawres >= @ or evt.res = EINPROGRESS))

# AVINTUR/TI AT RIZERBICETOETA, DIEREDLOITTR FEHAEHLETVET,
- macro: inbound_outbound
condition: >
((((evt.type in (accept,listen,connect) and evt.dir=<)) or
(fd.typechar = 4 or fd.typechar = 6)) and
(fd.ip !'= "0.0.0.0" and fd.net != "127.0.0.0/8") and
(evt.rawres >= @ or evt.res = EINPROGRESS))
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- macro: ssh_port
condition: fd.sport=22

Falcolb—JL - 1

1. A S TULVELSSHEE#SE : Disallowed SSH Connection
FASNTVERR FTIL—TUNDKRRX ADFH L sshEFEIRHT 5,
A—AN/A—HFIL—ILT7ALTIE, DI OFF—/N\—F4 FLTsshiEmasFasnTL
BY—NEHNEGTEHIENTEET, fERIK, sshEHENHFASINA TS sshy5— bz AKX
EAHEMNE LNERA, A UDfalco)L—IL T 7AIILTIE, ssh7 I EADFA SN T4
FEDRRA CEHBEEREEHYETEBEANDT, TOTH Oldsshport Z#YIRTFITT, EEETA
TORADEDsshZHFAILET, —/N\—F4 FEh=-7 /0T, FHEROKLSIZHY F
9, "fd.sip="a.b.c.d" orfd.sip="e.f.g.h"or..."

- macro: allowed_ssh_hosts
condition: ssh_port

- rule: Disallowed SSH Connection
desc: Detect any new ssh connection to a host other than those in an allowed group of hosts
condition: (inbound_outbound) and ssh_port and not allowed_ssh_hosts
output: Disallowed SSH Connection (command=%proc.cmdline connection=%fd.name user=%user.name
user_loginuid=%user.loginuid container_id=%container.id image=%container.image.repository)
priority: NOTICE
tags: [network, mitre_remote_service]

2. FHLELT D k3 FESE - Unexpected outbound connection destination
FalantzIP. 2y bD—0, FRERASEZDEY D EADT V) RNV FiEREREH
LET,
NLEDIL—)LEFTNEYR— LT BT H 0K, fdripH KLU fdrip.name 74 —J)L FZFAL T,
BEHEERZEip. RYMIRY ., BEIUERELRAASVEE—HBIEDIHEDOHTT, ZDIL—IL
#{#ERT BIZ1d. consider_all_outbound_connsZ#{EIE L.
allowed_{source,destination} {ipaddrs,network,domains}IZIREICE > -EZANT IRENHY E
ER

\

2 Falco 13



- macro: consider_all_outbound_conns
condition: (never_true)

# CHIFELAD IP £ERY FYRTOVITNNTHDZ EITEFEL TS,
- list: allowed_outbound_destination_ipaddrs
items: ['"127.0.0.1"', '"8.8.8.8""]

- list: allowed_outbound_destination_networks
items: ['"127.0.0.1/8""]

- list: allowed_outbound_destination_domains
items: [google.com, www.yahoo.com]

- rule: Unexpected outbound connection destination
desc: Detect any outbound connection to a destination outside of an allowed set of ips, networks, or domain
names
condition: >
consider_all_outbound_conns and outbound and not
((fd.sip in (allowed_outbound_destination_ipaddrs)) or
(fd.snet in (allowed_outbound_destination_networks)) or
(fd.sip.name in (allowed_outbound_destination_domains)))
output: Disallowed outbound connection destination (command=%proc.cmdline connection=%fd.name user=%user.name
user_loginuid=%user.loginuid container_id=%container.id image=%container.image.repository)
priority: NOTICE
tags: [network]

- macro: consider_all_inbound_conns
condition: (never_true)

- list: allowed_inbound_source_ipaddrs
items: ['"127.0.0.1""]

- list: allowed_inbound_source_networks
items: ['"127.0.0.1/8""', '"10.0.0.0/8"']

- list: allowed_inbound_source_domains
items: [google.com]

3. FHLAGLNAS 23Dy FESHED Y —R : Unexpected inbound connection source
FAEINTWSip. RYRT—9, KALDEDEY MDY —ANLDZEEKEZRHELET,

- rule: Unexpected inbound connection source
desc: Detect any inbound connection from a source outside of an allowed set of ips, networks, or domain names
condition: >
consider_all_inbound_conns and inbound and not
((fd.cip in (allowed_inbound_source_ipaddrs)) or
(fd.cnet in (allowed_inbound_source_networks)) or
(fd.cip.name in (allowed_inbound_source_domains)))
output: Disallowed inbound connection source (command=%proc.cmdline connection=%fd.name user=%user.name
user_loginuid=%user.loginuid container_id=%container.id image=%container.image.repository)
priority: NOTICE
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tags: [network]

- list: bash_config_filenames
items: [.bashrc, .bash_profile, .bash_history, .bash_login, .bash_logout, .inputrc, .profile]

- list: bash_config_files
items: [/etc/profile, /etc/bashrc]

# Covers both csh and tcsh
- list: csh_config_filenames
items: [.cshrc, .login, .logout, .history, .tcshrc, .cshdirs]

- list: csh_config_files
items: [/etc/csh.cshrc, /etc/csh.login]

- list: zsh_config_filenames
items: [.zshenv, .zprofile, .zshrc, .zlogin, .zlogout]

- list: shell_config_filenames
items: [bash_config_filenames, csh_config filenames, zsh_config filenames]

- list: shell_config_files
items: [bash_config_files, csh_config files]

- list: shell_config directories
items: [/etc/zsh]

4. VT)ERET 7 A IDERE : Modify Shell Configuration File
VILMREITFANERELES LT HHAZRE

- rule: Modify Shell Configuration File
desc: Detect attempt to modify shell configuration files
condition: >
open_write and
(fd.filename in (shell_config_filenames) or
fd.name in (shell_config files) or
fd.directory in (shell_config directories))
and not proc.name in (shell_binaries)
and not exe_running_docker_save
output: >
a shell configuration file has been modified (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline pcmdline=%proc.pcmdline file=%fd.name container_id=%container.id
image=%container.image.repository)
priority:
WARNING
tags: [file, mitre_persistence]
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+

ST IRE T 7 A IILDFEHAAH : Read Shell Configuration File

DI TAYT S LIZKD DI ILEET 7AILDEAIRY OEADEH
SILNEEITFANLEZERIC)—FTEHLDDKETAHEIDT. COIL—ILIET I+ LTI
ERHE->TWEEA, BRZLI=LMEEIL. - macro: consider_shell_config_reads Z{&1E L T <
Z&0Y,

This rule is not enabled by default, as there are many legitimate
readers of shell config files. If you want to enable it, modify the
following macro.

macro: consider_shell_config_reads
condition: (never_true)

rule: Read Shell Configuration File
desc: Detect attempts to read shell configuration files by non-shell programs
condition: >
open_read and
consider_shell_config_reads and
(fd.filename in (shell_config_filenames) or
fd.name in (shell_config files) or
fd.directory in (shell_config_directories)) and
(not proc.name in (shell_binaries))
output: >
a shell configuration file was read by a non-shell program (user=%user.name user_loginuid=%user.loginuid

command=%proc.cmdline file=%fd.name container_id=%container.id image=%container.image.repository)

priority:
WARNING
tags: [file, mitre_discovery]

macro: consider_all_cron_jobs
condition: (never_true)

macro: user_known_cron_jobs
condition: (never_true)

rule: Schedule Cron Jobs
desc: Detect cron jobs scheduled
condition: >
((open_write and fd.name startswith /etc/cron) or
(spawned_process and proc.name = "crontab")) and
consider_all_cron_jobs and
not user_known_cron_jobs
output: >
Cron jobs were scheduled to run (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline
file=%fd.name container_id=%container.id container_name=%container.name

image=%container.image.repository:%container.image.tag)

priority:
NOTICE
tags: [file, mitre_persistence]
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6. CronY 3 JDR4 ¥ 1—)L : Schedule Cron Jobs
AT a—)LEhtzcronP 3 TDEH

- macro: consider_all_cron_jobs
condition: (never_true)

- macro: user_known_cron_jobs
condition: (never_true)

- rule: Schedule Cron Jobs
desc: Detect cron jobs scheduled
condition: >
((open_write and fd.name startswith /etc/cron) or
(spawned_process and proc.name = "crontab")) and
consider_all_cron_jobs and
not user_known_cron_jobs
output: >
Cron jobs were scheduled to run (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline
file=%fd.name container_id=%container.id container_name=%container.name
image=%container.image.repository:%container.image.tag)
priority:
NOTICE
tags: [file, mitre_persistence]

#¥@Ewor/Aa, YR k-2

ARV AVTFTFRTRELENESHETRAMLET,
HAT4—ILRIZaVTFHERERTT H15A(F. %container.infox A L. BEORAEEFEALAL
T < 12 &L (file=%fd.name %container.info user=%user.name user_loginuid=%user.loginuid TlX7%: <

file=%fd.name container=%container.info user=%user.name user_loginuid=%user.loginuid), A< > K3

4 U T-pk/pm/pchMiEE SN TSN ESIMNE, AVTFRAMIGLTHAREDLY 3,

- macro: container
condition: (container.id != host)

- macro: container_started
condition: >
((evt.type = container or
(spawned_process and proc.vpid=1)) and
container.image.repository != incomplete)
- macro: interactive
condition: >
((proc.aname=sshd and proc.name != sshd) or
proc.name=systemd-logind or proc.name=login)
- list: cron_binaries
items: [anacron, cron, crond, crontab]

\
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# https://github.com/liske/needrestart
- list: needrestart_binaries
items: [needrestart, 10-dpkg, 20-rpm, 30-pacman]

# sshkit TEATRAIEELARY YTk
- list: sshkit_script_binaries
items: [10_etc_sudoers., 10 passwd_group]

- list: plesk_binaries
items: [sw-engine, sw-engine-fpm, sw-engine-kv, filemng, f2bmng]

a4 LTEWTFRWS R TLAI—Y, MBOY—EX31—H (Hl 2L 'apache’ ¥ 'mysqld' &
E)EZZIZTEMT A xR LTLEEL,

- macro: system_users
condition: user.name in (bin, daemon, games, 1lp, mail, nobody, sshd, sync, uucp, www-data)

NEDII AT CICHIBRENET ., LGBLEHATWAIL—ILI7AILEDEREZHIFT 510
FEIFICELTULETS,

# BiRm JRMELE
- macro: parent_ansible_running_python
condition: (proc.pname in (python, pypy, python3) and proc.pcmdline contains ansible)

- macro: parent_bro_running_python
condition: (proc.pname=python and proc.cmdline contains /usr/share/broctl)

- macro: parent_python_running_denyhosts
condition: >
(proc.cmdline startswith "denyhosts.py /usr/bin/denyhosts.py" or
(proc.pname=python and
(proc.pcmdline contains /usr/sbin/denyhosts or
proc.pcmdline contains /usr/local/bin/denyhosts.py)))
- macro: parent_python_running_sdchecks
condition: >
(proc.pname in (python, python2.7) and
(proc.pcmdline contains /opt/draios/bin/sdchecks))
- macro: python_running_sdchecks
condition: >
(proc.name in (python, python2.7) and
(proc.cmdline contains /opt/draios/bin/sdchecks))
- macro: parent_linux_image_upgrade_script
condition: proc.pname startswith linux-image-

- macro: parent_java_running_echo
condition: (proc.pname=java and proc.cmdline startswith "sh -c echo")

- macro: parent_scripting_running_builds
condition: >

N
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(proc.pname in (php,php5-fpm,php-fpm7.1,python,ruby,ruby2.3,ruby2.1,node,conda) and (
proc.cmdline startswith "sh -c git" or
proc.cmdline startswith "sh -c date" or
proc.cmdline startswith "sh -c /usr/bin/g++" or
proc.cmdline startswith "sh -c /usr/bin/gcc" or
proc.cmdline startswith "sh -c gcc" or
proc.cmdline startswith "sh -c if type gcc" or
proc.cmdline startswith "sh -c cd '/var/www/edi/';LC_ALL=en_US.UTF-8 git" or
proc.cmdline startswith "sh -c /var/www/edi/bin/sftp.sh" or
proc.cmdline startswith "sh -c /usr/src/app/crxlsx/bin/linux/crxlsx" or
proc.cmdline startswith "sh -c make parent" or
proc.cmdline startswith "node /jenkins/tools™ or
proc.cmdline startswith "sh -c '/usr/bin/node'"
proc.cmdline startswith "sh -c stty -a |" or
proc.pcmdline startswith "node /opt/nodejs/bin/yarn" or
proc.pcmdline startswith "node /usr/local/bin/yarn” or
proc.pcmdline startswith "node /root/.config/yarn" or
proc.pcmdline startswith "node /opt/yarn/bin/yarn.js"))

- macro: httpd_writing_ssl_conf
condition: >

(proc.pname=run-httpd and

(proc.cmdline startswith "sed -ri" or proc.cmdline startswith "sed -i") and

(fd.name startswith /etc/httpd/conf.d/ or fd.name startswith /etc/httpd/conf))

- macro: userhelper_writing_etc_security
condition: (proc.name=userhelper and fd.name startswith /etc/security)

or

- macro: parent_Xvfb_running_xkbcomp
condition: (proc.pname=Xvfb and proc.cmdline startswith 'sh -c "/usr/bin/xkbcomp"")

- macro: parent_nginx_running_serf
condition: (proc.pname=nginx and proc.cmdline startswith "sh -c serf")

- macro: parent_node_running_npm
condition: (proc.pcmdline startswith "node /usr/local/bin/npm" or
proc.pcmdline startswith "node /usr/local/nodejs/bin/npm" or

proc.pcmdline startswith "node /opt/rh/rh-nodejsé/root/usr/bin/npm")

- macro: parent_java_running_sbt
condition: (proc.pname=java and proc.pcmdline contains sbt-launch.jar)

- list: known_container_shell spawn_cmdlines
items: []

- list: known_shell spawn_binaries
items: []

#H BT = JEHELE

- macro: ansible_running_python
condition: (proc.name in (python, pypy, python3) and proc.cmdline contains ansible)

- macro: python_running_chef
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condition: (proc.name=python and (proc.cmdline contains yum-dump.py or proc.cmdline="python
/usr/bin/chef-monitor.py"))

- macro: python_running_denyhosts
condition: >
(proc.name=python and
(proc.cmdline contains /usr/sbin/denyhosts or
proc.cmdline contains /usr/local/bin/denyhosts.py))

QualysIFRRBELANILDL LY TTOEREFRTLTWVWS LS T, ik, TE2LEREZ#EN
9 B procaname D AR FEMNFFIZ, WKDOHLDLRILTFzvY LET,

- macro: run_by_qualys
condition: >
(proc.pname=qualys-cloud-ag or
proc.aname[2]=qualys-cloud-ag or
proc.aname[3]=qualys-cloud-ag or
[4]=qualys-cloud-ag)
- macro: run_by sumologic_securefiles

proc.aname

condition: >
((proc.cmdline="usermod -a -G sumologic_collector" or
proc.cmdline="groupadd sumologic_collector") and
(proc.pname=secureFiles.sh and proc.aname[2]=java))
- macro: run_by_yum
condition: ((proc.pname=sh and proc.aname[2]=yum) or
(proc.aname[2]=sh and proc.aname[3]=yum))

- macro: run_by_ms_oms
condition: >
(proc.aname[3] startswith omsagent- or
proc.aname[3] startswith scx-)
- macro: run_by_google_accounts_daemon
condition: >
(proc.aname[1] startswith google_accounts or
proc.aname[2] startswith google_accounts or
proc.aname[3] startswith google_accounts)

chef L BRRICERR L ANILDL YT TOEREETLTLS LS TY,

- macro: run_by_chef
condition: (proc.aname[2]=chef_command_wr or proc.aname[3]=chef_command_wr or
proc.aname[2]=chef-client or proc.aname[3]=chef-client or
proc.name=chef-client)

- macro: run_by_ adclient
condition: (proc.aname[2]=adclient or proc.aname[3]=adclient or proc.aname[4]=adclient)

- macro: run_by centrify
condition: (proc.aname[2]=centrify or proc.aname[3]=centrify or proc.aname[4]=centrify)

- macro: run_by_puppet
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condition: (proc.aname[2]=puppet or proc.aname[3]=puppet)
Tz, sl ENLEzESAUFALY FEEFTIZERIELTVET,

- macro: run_by_ foreman
condition: >
(user.name=foreman and
((proc.pname in (rake, ruby, scl) and proc.aname[5] in (tfm-rake,tfm-ruby)) or
(proc.pname=scl and proc.aname[2] in (tfm-rake,tfm-ruby))))
- macro: java_running_sdjagent
condition: proc.name=java and proc.cmdline contains sdjagent.jar

- macro: kubelet_running_loopback
condition: (proc.pname=kubelet and proc.name=loopback)

- macro: python_mesos_marathon_scripting
condition: (proc.pcmdline startswith "python3 /marathon-1lb/marathon_lb.py")

- macro: splunk_running_forwarder
condition: (proc.pname=splunkd and proc.cmdline startswith "sh -c /opt/splunkforwarder™)

- macro: parent_supervise_running_multilog
condition: (proc.name=multilog and proc.pname=supervise)

- macro: supervise_writing_ status
condition: (proc.name in (supervise,svc) and fd.name startswith "/etc/sb/")

- macro: pki_realm_writing_realms
condition: (proc.cmdline startswith "bash /usr/local/lib/pki/pki-realm" and fd.name startswith
/etc/pki/realms)

- macro: htpasswd_writing_ passwd
condition: (proc.name=htpasswd and fd.name=/etc/nginx/.htpasswd)

- macro: lvprogs_writing_conf
condition: >
(proc.name in (dmeventd,lvcreate,pvscan,lvs) and
(fd.name startswith /etc/lvm/archive or
fd.name startswith /etc/lvm/backup or
fd.name startswith /etc/lvm/cache))
- macro: ovsdb_writing_openvswitch
condition: (proc.name=ovsdb-server and fd.directory=/etc/openvswitch)

- macro: perl_running_plesk
condition: (proc.cmdline startswith "perl /opt/psa/admin/bin/plesk_agent_manager" or
proc.pcmdline startswith "perl /opt/psa/admin/bin/plesk_agent_manager")

- macro: perl_running_updmap
condition: (proc.cmdline startswith "perl /usr/bin/updmap")

- macro: perl_running_centrifydc
condition: (proc.cmdline startswith "perl /usr/share/centrifydc")
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- macro: runuser_reading_pam
condition: (proc.name=runuser and fd.directory=/etc/pam.d)

CISLinuxR>Fv—4 70455 L

- macro: linux_bench_reading_etc_shadow
condition: ((proc.aname[2]=linux-bench and
proc.name in (awk,cut,grep)) and
(fd.name=/etc/shadow or
fd.directory=/etc/pam.d))

- macro: parent_ucf_writing_ conf
condition: (proc.pname=ucf and proc.aname[2]=frontend)

- macro: consul_template_writing_conf
condition: >
((proc.name=consul-template and fd.name startswith /etc/haproxy) or
(proc.name=reload.sh and proc.aname[2]=consul-template and fd.name startswith /etc/ssl))
- macro: countly writing_nginx_conf
condition: (proc.cmdline startswith "nodejs /opt/countly/bin" and fd.name startswith /etc/nginx)

- list: ms_oms_binaries
items: [omi.postinst, omsconfig.posti, scx.postinst, omsadmin.sh, omiagent]

- macro: ms_oms_writing_conf
condition: >
((proc.name in (omiagent,omsagent,in_heartbeat_r*,omsadmin.sh,PerformInventor,dsc_host)
or proc.pname in (ms_oms_binaries)
or proc.aname[2] in (ms_oms_binaries))
and (fd.name startswith /etc/opt/omi or fd.name startswith /etc/opt/microsoft/omsagent))
- macro: ms_scx_writing_conf
condition: (proc.name in (GetLinuxOS.sh) and fd.name startswith /etc/opt/microsoft/scx)

- macro: azure_scripts_writing_conf
condition: (proc.pname startswith "bash /var/lib/waagent/" and fd.name startswith /etc/azure)

- macro: azure_networkwatcher_writing_conf
condition: (proc.name in (NetworkWatcherA) and fd.name=/etc/init.d/AzureNetworkWatcherAgent)

- macro: couchdb_writing_conf
condition: (proc.name=beam.smp and proc.cmdline contains couchdb and fd.name startswith /etc/couchdb)

- macro: update_texmf_writing_conf
condition: (proc.name=update-texmf and fd.name startswith /etc/texmf)

- macro: slapadd_writing_conf
condition: (proc.name=slapadd and fd.name startswith /etc/ldap)

- macro: openldap_writing conf
condition: (proc.pname=run-openldap.sh and fd.name startswith /etc/openldap)

- macro: ucpagent_writing_ conf
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condition: (proc.name=apiserver and container.image.repository=docker/ucp-agent and

fd.name=/etc/authorization_config.cfg)

macro: iscsi_writing_conf
condition: (proc.name=iscsiadm and fd.name startswith /etc/iscsi)

macro: istio_writing_conf
condition: (proc.name=pilot-agent and fd.name startswith /etc/istio)

macro: symantec_writing_conf
condition: >
((proc.name=symcfgd and fd.name startswith /etc/symantec) or
(proc.name=navdefutil and fd.name=/etc/symc-defutils.conf))
macro: liveupdate_writing_conf
condition: (proc.cmdline startswith "java LiveUpdate" and fd.name in (/etc/liveupdate.conf,

/etc/Product.Catalog.JavaLiveUpdate))

macro: rancher_agent
condition: (proc.name=agent and container.image.repository contains "rancher/agent")

macro: rancher_network_manager
condition: (proc.name=rancher-bridge and container.image.repository contains "rancher/network-manager")

macro: sosreport_writing_files
condition: >

(proc.name=urlgrabber-ext- and proc.aname[3]=sosreport and

(fd.name startswith /etc/pkt/nssdb or fd.name startswith /etc/pki/nssdb))
macro: pkgmgmt_progs_writing_pki
condition: >

(proc.name=urlgrabber-ext- and proc.pname in (yum, yum-cron, repoquery) and

(fd.name startswith /etc/pkt/nssdb or fd.name startswith /etc/pki/nssdb))
macro: update_ca_trust_writing pki
condition: (proc.pname=update-ca-trust and proc.name=trust and fd.name startswith /etc/pki)

macro: brandbot_writing_os_release
condition: proc.name=brandbot and fd.name=/etc/os-release

macro: selinux_writing_conf
condition: (proc.name in (semodule,genhomedircon,sefcontext_comp) and fd.name startswith /etc/selinux)

list: veritas_binaries
items: [vxconfigd, sfcache, vxclustadm, vxdctl, vxprint, vxdmpadm, vxdisk, vxdg, vxassist, vxtune]

macro: veritas_driver_script
condition: (proc.cmdline startswith "perl /opt/VRTSsfmh/bin/mh_driver.pl")

macro: veritas_progs
condition: (proc.name in (veritas_binaries) or veritas_driver_script)

macro: veritas_writing_config
condition: (veritas_progs and (fd.name startswith /etc/vx or fd.name startswith /etc/opt/VRTS or fd.name

startswith /etc/vom))

- macro: nginx_writing_conf

condition: (proc.name in (nginx,nginx-ingress-c,nginx-ingress) and (fd.name startswith /etc/nginx or fd.name
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startswith /etc/ingress-controller))

- macro: nginx_writing_certs
condition: >
(((proc.name=openssl and proc.pname=nginx-launch.sh) or proc.name=nginx-launch.sh) and fd.name startswith
/etc/nginx/certs)
- macro: chef_client_writing_conf
condition: (proc.pcmdline startswith "chef-client /opt/gitlab" and fd.name startswith /etc/gitlab)

- macro: centrify_writing_krb
condition: (proc.name in (adjoin,addns) and fd.name startswith /etc/krb5)

- macro: cockpit_writing_conf
condition: >
((proc.pname=cockpit-kube-1la or proc.aname[2]=cockpit-kube-1la)
and fd.name startswith /etc/cockpit)
- macro: ipsec_writing_conf
condition: (proc.name=start-ipsec.sh and fd.directory=/etc/ipsec)

- macro: exe_running_docker_save
condition: >
proc.name = "exe"
and (proc.cmdline contains "/var/lib/docker"
or proc.cmdline contains "/var/run/docker")

and proc.pname in (dockerd, docker, dockerd-current, docker-current)
BAEMIZIIZZICERESFIVvIRHDEVNLDTIM, sysdigD T4 ILEFFzvII(Z(Flen) DK S
BREFADHYFEA,

- macro: sed_temporary file
condition: (proc.name=sed and fd.name startswith "/etc/sed")

- macro: python_running_get_pip
condition: (proc.cmdline startswith "python get-pip.py")

- macro: python_running_ms_oms
condition: (proc.cmdline startswith "python /var/lib/waagent/")

- macro: gugent_writing guestagent_log
condition: (proc.name=gugent and fd.name=GuestAgent.log)

- macro: dse_writing_tmp
condition: (proc.name=dse-entrypoint and fd.name=/root/tmp__)

- macro: zap_writing_state
condition: (proc.name=java and proc.cmdline contains "jar /zap" and fd.name startswith /root/.ZAP)

- macro: airflow_writing_state
condition: (proc.name=airflow and fd.name startswith /root/airflow)

- macro: rpm_writing_root_rpmdb
condition: (proc.name=rpm and fd.directory=/root/.rpmdb)

- macro: maven_writing_groovy
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condition: (proc.name=java and proc.cmdline contains "classpath /usr/local/apache-maven" and fd.name
startswith /root/.groovy)

- macro: chef_writing_conf
condition: (proc.name=chef-client and fd.name startswith /root/.chef)

- macro: kubectl writing_state
condition: (proc.name in (kubectl,oc) and fd.name startswith /root/.kube)

- macro: java_running_cassandra
condition: (proc.name=java and proc.cmdline contains "cassandra.jar")

- macro: cassandra_writing_state
condition: (java_running_cassandra and fd.directory=/root/.cassandra)

Istio, calicolZf§9 4<% A, UR b

- macro: galley writing_state
condition: (proc.name=galley and fd.name in (known_istio_files))

- list: known_istio_files
items: [/healthready, /healthliveness]

- macro: calico_writing_state

condition: (proc.name=kube-controller and fd.name startswith /status.json and k8s.pod.name startswith calico)

- macro: calico_writing_envvars
condition: (proc.name=start_runit and fd.name startswith "/etc/envvars" and container.image.repository
endswith "calico/node")

FalcoJ)lL—IL -2

7. R"yFr—S YRS ) DEH : Update Package Repository
NG —SURS MY DEHERELES .

- list: repository_files
items: [sources.list]

- list: repository_directories
items: [/etc/apt/sources.list.d, /etc/yum.repos.d, /etc/apt]

- macro: access_repositories
condition: (fd.directory in (repository_directories) or
(fd.name pmatch (repository_directories) and
fd.filename in (repository_files)))
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- macro: modify_repositories
condition: (evt.arg.newpath pmatch (repository_directories))

- macro: user_known_update_package_registry
condition: (never_true)

- rule: Update Package Repository
desc: Detect package repositories get updated
condition: >
((open_write and access_repositories) or (modify and modify repositories))
and not package_mgmt_procs
and not package_mgmt_ancestor_procs
and not exe_running_docker_save
and not user_known_update_package_registry
output: >
Repository files get updated (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline
pcmdline=%proc.pcmdline file=%fd.name newpath=%evt.arg.newpath container_id=%container.id
image=%container.image.repository)
priority:
NOTICE
tags: [filesystem, mitre_persistence]

8. NAFU—TFT4LU FILUTADEEAH : Write below binary dir
NAFVTAaLIR)IDEY FUATO I 7ANADEEZAHEAAETT,
A—H—FIDOIVAZLEEZLT. "M FUTALI PIADEETAHADERINDIEHEE
TTEILEAHYET ., BIZIE ci/cddEILFDAVTFHERMTNASLFYEALA VR F—ILLTHHE
BLLHE LhERA

- macro: user_known_write_below _binary dir_activities
condition: (never_true)

- rule: Write below binary dir
desc: an attempt to write to any file below a set of binary directories
condition: >
bin_dir and evt.dir = < and open_write
and not package_mgmt_procs
and not exe_running_docker_save
and not python_running_get_pip
and not python_running_ms_oms
and not user_known_write_below_binary_dir_activities
output: >
File below a known binary directory opened for writing (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline file=%fd.name parent=%proc.pname pcmdline=%proc.pcmdline gparent=%proc.aname[2]
container_id=%container.id image=%container.image.repository)
priority: ERROR
tags: [filesystem, mitre_persistence]
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NAFYUT4 LI FYDTIZEZALEWVWSIL—ILTHN—ZATWBETa LY FYDLEIZ, &
ULWT ALY FUDtEY FE—BRHIICERLEVESX. UTOIL—ILEYR FEFERT S
EMTEET,

- list: monitored_directories
items: [/boot, /1lib, /libé4, /usr/lib, /usr/local/lib, /usr/local/sbin, /usr/local/bin, /root/.ssh,
/etc/cardserver]

https://github.com/draios/sysdig/pull/1153 & T https://github.com/draios/sysdig/issues/1152 Z{E1E L

2 ONLEL AENTULETS,

NABDIYFIZglobBEFEFESILETEFHA, TNETIE, sshTa LY MJIZIYFT BN
ES5DMDFzvIEELLTNWET, BESNI=5, "fd.nameglob '/home/*/.ssh/*" #E 5 &K 51274 Y

F9,

- macro: user_ssh_directory
condition: (fd.name startswith '/home' and fd.name contains '.ssh')

# google_accounts_(daemon)

macro: google_accounts_daemon_writing_ssh
condition: (proc.name=google accounts and user_ssh_directory)

macro: cloud_init_writing_ssh
condition: (proc.name=cloud-init and user_ssh_directory)

macro: mkinitramfs_writing_boot
condition: (proc.pname in (mkinitramfs, update-initramf) and fd.directory=/boot)

- macro: monitored_dir
condition: >
(fd.directory in (monitored_directories)
or user_ssh_directory)
and not mkinitramfs_writing boot

9. BERHNETs LY F)ADEEAH : Write below monitored dir
NAF)TALIRFIDEY FUTD I 7AIADEZAHEZRAET,

CORIOICEHEEMLT(BELLAIZAILT, COIHY/OZFZLEZLT). BERARDT«
LY FYUTIZEEAL IOV S LOBEDHEAEHOEEHRILET, T 74/ MEIZEIZ false
DXT., JL—ILD "not.." HNEREINDB & true IZH Y £,

- macro: user_known_write_monitored_dir_conditions
condition: (never_true)

- rule: Write below monitored dir
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desc: an attempt to write to any file below a set of binary directories
condition: >
evt.dir = < and open_write and monitored_dir
and not package_mgmt_procs
and not coreos_write_ssh_dir
and not exe_running_docker_save
and not python_running_get_pip
and not python_running ms_oms
and not google accounts_daemon_writing_ssh
and not cloud_init_writing_ssh
and not user_known_write_monitored_dir_conditions
output: >
File below a monitored directory opened for writing (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline file=%fd.name parent=%proc.pname pcmdline=%proc.pcmdline gparent=%proc.aname[2]
container_id=%container.id image=%container.image.repository)
priority: ERROR
tags: [filesystem, mitre_persistence]

10. sshD1E# % ') — K95 : Read ssh information
sShTa LY FUUTDI7A4IIL%E, sshbNDTOT S LTHEAAL S ELEIGEICKRE
ansible TEDZLDUVRATLEBY—ILDAINLD T 7AIV/INREHGAHRDZEMNTE 0.
COIL—IIETIHIL FTIEEDGE>TOWET, SO OEFERLTEMCLET,

- macro: consider_ssh_reads
condition: (never_true)

- macro: user_known_read_ssh_information_activities
condition: (never_true)

- rule: Read ssh information
desc: Any attempt to read files below ssh directories by non-ssh programs
condition: >
((open_read or open_directory) and
consider_ssh_reads and
(user_ssh_directory or fd.name startswith /root/.ssh) and
not user_known_read_ssh_information_activities and
not proc.name in (ssh_binaries))
output: >
ssh-related file/directory read by non-ssh program (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline file=%fd.name parent=%proc.pname pcmdline=%proc.pcmdline container_id=%container.id
image=%container.image.repository)
priority: ERROR
tags: [filesystem, mitre_discovery]

#¥@E<vosno, YXF-3

- list: safe_etc_dirs
items: [/etc/cassandra, /etc/ssl/certs/java, /etc/logstash, /etc/nginx/conf.d, /etc/container_environment,
/etc/hrmconfig, /etc/fluent/configs.d]
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- macro: fluentd_writing_conf_files
condition: (proc.name=start-fluentd and fd.name in (/etc/fluent/fluent.conf, /etc/td-agent/td-agent.conf))

- macro: qualys_writing_conf_files
condition: (proc.name=qualys-cloud-ag and fd.name=/etc/qualys/cloud-agent/qgagent-log.conf)

- macro: git writing nssdb
condition: (proc.name=git-remote-http and fd.directory=/etc/pki/nssdb)

- macro: plesk_writing_keys
condition: (proc.name in (plesk_binaries) and fd.name startswith /etc/sw/keys)

- macro: plesk_install_writing_apache_conf
condition: (proc.cmdline startswith "bash -hB /usr/lib/plesk-9.0/services/webserver.apache configure"
and fd.name="/etc/apache2/apache2.conf.tmp")

- macro: plesk_running_mktemp
condition: (proc.name=mktemp and proc.aname[3] in (plesk_binaries))

- macro: networkmanager_writing_ resolv_conf
condition: proc.aname[2]=nm-dispatcher and fd.name=/etc/resolv.conf

- macro: add_shell_writing_shells_tmp
condition: (proc.name=add-shell and fd.name=/etc/shells.tmp)

- macro: duply_writing_exclude_files
condition: (proc.name=touch and proc.pcmdline startswith "bash /usr/bin/duply"” and fd.name startswith
"/etc/duply")

- macro: xmlcatalog writing files
condition: (proc.name=update-xmlcatal and fd.directory=/etc/xml)

- macro: datadog_writing_conf
condition: ((proc.cmdline startswith "python /opt/datadog-agent"” or
proc.cmdline startswith "entrypoint.sh /entrypoint.sh datadog start™ or
proc.cmdline startswith "agent.py /opt/datadog-agent")
and fd.name startswith "/etc/dd-agent")

- macro: rancher_writing_conf
condition: ((proc.name in (healthcheck, lb-controller, rancher-dns)) and
(container.image.repository contains "rancher/healthcheck" or
container.image.repository contains "rancher/lb-service-haproxy" or
container.image.repository contains "rancher/dns") and
(fd.name startswith "/etc/haproxy" or fd.name startswith "/etc/rancher-dns"))

- macro: rancher_writing_root
condition: (proc.name=rancher-metadat and
(container.image.repository contains "rancher/metadata" or container.image.repository contains
"rancher/lb-service-haproxy") and
fd.name startswith "/answers.json")

- macro: checkpoint_writing_state
condition: (proc.name=checkpoint and
container.image.repository contains "coreos/pod-checkpointer"” and
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fd.name startswith "/etc/kubernetes™)

- macro: jboss_in_container_writing_passwd
condition: >
((proc.cmdline="run-java.sh /opt/jboss/container/java/run/run-java.sh"
or proc.cmdline="run-java.sh /opt/run-java/run-java.sh")
and container
and fd.name=/etc/passwd)
- macro: curl writing pki_db
condition: (proc.name=curl and fd.directory=/etc/pki/nssdb)

- macro: haproxy_writing_conf
condition: ((proc.name in (update-haproxy-,haproxy_reload.) or proc.pname in
(update-haproxy-,haproxy_reload, haproxy_reload.))
and (fd.name=/etc/openvpn/client.map or fd.name startswith /etc/haproxy))

- macro: java_writing_conf
condition: (proc.name=java and fd.name=/etc/.java/.systemPrefs/.system.lock)

- macro: rabbitmg_writing conf
condition: (proc.name=rabbitmq-server and fd.directory=/etc/rabbitmq)

- macro: rook_writing_conf
condition: (proc.name=toolbox.sh and container.image.repository=rook/toolbox
and fd.directory=/etc/ceph)

- macro: httpd_writing_conf_logs
condition: (proc.name=httpd and fd.name startswith /etc/httpd/)

- macro: mysql_writing_conf
condition: >
((proc.name in (start-mysql.sh, run-mysqld) or proc.pname=start-mysql.sh) and
(fd.name startswith /etc/mysql or fd.directory=/etc/my.cnf.d))
- macro: redis_writing_conf
condition: >
(proc.name in (run-redis, redis-launcher.) and (fd.name=/etc/redis.conf or fd.name startswith /etc/redis))
- macro: openvpn_writing_conf
condition: (proc.name in (openvpn,openvpn-entrypo) and fd.name startswith /etc/openvpn)

- macro: php_handlers_writing_conf
condition: (proc.name=php_handlers_co and fd.name=/etc/psa/php_versions.json)

- macro: sed_writing temp_file
condition: >
((proc.aname[3]=cron_start.sh and fd.name startswith /etc/security/sed) or
(proc.name=sed and (fd.name startswith /etc/apt/sources.list.d/sed or
fd.name startswith /etc/apt/sed or
fd.name startswith /etc/apt/apt.conf.d/sed)))
- macro: cron_start_writing_pam_env
condition: (proc.cmdline="bash /usr/sbin/start-cron" and fd.name=/etc/security/pam_env.conf)

BRICE DT, /fetcZBET HIAV U FERTIAHELHYFET,
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Nyr—o8BITO9S LDy FEFEEFEWLWTLWERA,

- macro: dpkg_scripting
condition: (proc.aname[2] in (dpkg-reconfigur, dpkg-preconfigu))

- macro: ufw_writing_conf
condition: (proc.name=ufw and fd.directory=/etc/ufw)

- macro: calico_writing_conf
condition: >
(((proc.name = calico-node) or
(container.image.repository=gcr.io/projectcalico-org/node and proc.name in (start_runit, cp)) or
(container.image.repository=gcr.io/projectcalico-org/cni and proc.name=sed))
and fd.name startswith /etc/calico)
- macro: prometheus_conf_writing_conf
condition: (proc.name=prometheus-conf and fd.name startswith /etc/prometheus/config out)

- macro: openshift_writing_conf
condition: (proc.name=oc and fd.name startswith /etc/origin/node)

- macro: keepalived_writing_conf
condition: (proc.name=keepalived and fd.name=/etc/keepalived/keepalived.conf)

- macro: etcd_manager_updating_dns
condition: (container and proc.name=etcd-manager and fd.name=/etc/hosts)

- macro: automount_using_mtab
condition: (proc.pname = automount and fd.name startswith /etc/mtab)

- macro: mcafee_writing_cma_d
condition: (proc.name=macompatsvc and fd.directory=/etc/cma.d)

- macro: avinetworks_supervisor_writing_ssh
condition: >
(proc.cmdline="se_supervisor.p /opt/avi/scripts/se_supervisor.py -d" and
(fd.name startswith /etc/ssh/known_host_ or
fd.name startswith /etc/ssh/ssh_monitor_config_ or
fd.name startswith /etc/ssh/ssh_config_))
- macro: multipath_writing_conf
condition: (proc.name = multipath and fd.name startswith /etc/multipath/)

CORIOICEHEZEZEBMLT(BZELLAI7ZAILT, TOXIADELEELT). HEDTA LI LY
LUTFICEZFAL TR S LOBEDHAEOEZAEEICLET,

# fluentd_writing_conf files [&. EEAHFZITO TOT S LEERZHA SN TLAEED I 7/4ILD
MAEEELTLADT, HOIRXERWITT,

CDIT7ALTIH, R=RXT/OQTATFLO—DFRY. ThERYRLTLET,

- macro: user_known_write_etc_conditions
condition: proc.name=confd
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Falco/L—JL -3

11. etc L FADEEAH : Write below etc
etc L TD I 7AIADEEAAFHAD,

hiE, A—HF—DLUTFDESIBEZTAAIL—ILDHRTAL F) R FELET B-0D T L—R kK
LA TY,

- macro: user_known_write_below_etc_activities

condition:

(never_true)

- macro: write_etc_common

condition:

etc_dir

>
and evt.dir = < and open_write

and proc_name_exists

and not

and not (container and proc.cmdline in ("cp /run/secrets/kubernetes.io/serviceaccount/ca.crt
/etc/pki/ca-

proc.name in (passwd_binaries, shadowutils_binaries, sysdigcloud_binaries,
package_mgmt_binaries, ssl_mgmt_binaries, dhcp_binaries,
dev_creation_binaries, shell mgmt_binaries,
mail_config_binaries,
sshkit_script_binaries,
ldconfig.real, ldconfig, confd, gpg, insserv,
apparmor_parser, update-mime, tzdata.config, tzdata.postinst,
systemd, systemd-machine, systemd-sysuser,
debconf-show, rollerd, bind9.postinst, sv,
gen_resolvconf., update-ca-certi, certbot, runsv,
qualys-cloud-ag, locales.postins, nomachine_binaries,
adclient, certutil, crlutil, pam-auth-update, parallels_insta,
openshift-launc, update-rc.d, puppet)

trust/source/anchors/openshift-ca.crt"))

and not proc.pname in (sysdigcloud_binaries, mail_config _binaries, hddtemp.postins, sshkit_script_binaries,

locales.postins, deb_binaries, dhcp_binaries)

and not

and not fd.name in (/etc/container_environment.sh, /etc/container_environment.json, /etc/motd,

fd.name pmatch (safe_etc_dirs)

/etc/motd.svc)

and not
and not
and not
and not
and not
and not
and not
and not
and not
and not
and not
and not
and not
and not
and not

)

Y

sed_temporary_file
exe_running_docker_save
ansible_running_python
python_running_denyhosts
fluentd_writing_conf_files
user_known_write_etc_conditions
run_by_centrify

run_by_adclient
qualys_writing_conf_files
git_writing_nssdb
plesk_writing_keys
plesk_install_writing_apache_conf
plesk_running_mktemp
networkmanager_writing_resolv_conf
run_by_chef
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and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and

)

Y

not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not

add_shell_writing_shells_tmp
duply writing_exclude_files
xmlcatalog _writing_files
parent_supervise_running_multilog
supervise_writing_status
pki_realm_writing_realms
htpasswd_writing passwd
lvprogs_writing conf
ovsdb_writing_openvswitch
datadog_writing_conf
curl_writing_pki_db
haproxy_writing_conf
java_writing_conf
dpkg_scripting
parent_ucf_writing_conf
rabbitmg_writing_conf
rook_writing_conf
php_handlers_writing_conf
sed_writing_temp_file
cron_start_writing_pam_env
httpd_writing _conf_logs
mysql_writing_conf
openvpn_writing_conf
consul_template_writing_conf
countly_writing_nginx_conf
ms_oms_writing_conf
ms_scx_writing_conf
azure_scripts_writing_conf
azure_networkwatcher_writing_conf
couchdb_writing_conf
update_texmf_writing conf
slapadd_writing_ conf
symantec_writing_conf
liveupdate_writing_conf
sosreport_writing_files
selinux_writing_conf
veritas_writing_config
nginx_writing_ conf
nginx_writing_certs
chef_client_writing_conf
centrify_writing_krb
cockpit_writing_conf
ipsec_writing_conf
httpd_writing _ssl conf
userhelper_writing etc_security
pkgmgmt_progs_writing_pki
update_ca_trust_writing_pki
brandbot_writing_os_release
redis_writing_conf
openldap_writing_conf
ucpagent_writing_conf
iscsi_writing_conf
istio_writing_conf
ufw_writing_conf
calico_writing_conf
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and not calico_writing_envvars
and not prometheus_conf_writing_conf
and not openshift_writing_conf
and not keepalived_writing_conf
and not rancher_writing_conf
and not checkpoint_writing_state
and not jboss_in_container_writing_passwd
and not etcd_manager_updating_dns
and not user_known_write below etc_activities
and not automount_using_mtab
and not mcafee_writing_cma_d
and not avinetworks_supervisor_writing_ssh
and not multipath_writing_conf
- rule: Write below etc
desc: an attempt to write to any file below /etc
condition: write_etc_common
output: "File below /etc opened for writing (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline parent=%proc.pname pcmdline=%proc.pcmdline file=%fd.name program=%proc.name
gparent=%proc.aname[2] ggparent=%proc.aname[3] gggparent=%proc.aname[4] container_id=%container.id
image=%container.image.repository)"
priority: ERROR
tags: [filesystem, mitre_persistence]

12. root L FIZIE EFIAH : Write below root
| EIE /oot EFD I 7 A ILADEEZAHEHAD

- list: known_root_files
items: [/root/.monit.state, /root/.auth_tokens, /root/.bash_history, /root/.ash_history,
/root/.aws/credentials,
/root/.viminfo.tmp, /root/.lesshst, /root/.bzr.log, /root/.gitconfig.lock, /root/.babel.json,
/root/.localstack,
/root/.node_repl_history, /root/.mongorc.js, /root/.dbshell, /root/.augeas/history, /root/.rnd,
/root/.wget-hsts, /health, /exec.fifo]

- list: known_root_directories
items: [/root/.oracle_jre_usage, /root/.ssh, /root/.subversion, /root/.nami]

- macro: known_root_conditions

condition: (fd.name startswith /root/orcexec.
or fd.name startswith /root/.m2
or fd.name startswith /root/.npm
or fd.name startswith /root/.pki
or fd.name startswith /root/.ivy2
or fd.name startswith /root/.config/Cypress
or fd.name startswith /root/.config/pulse
or fd.name startswith /root/.config/configstore
or fd.name startswith /root/jenkins/workspace
or fd.name startswith /root/.jenkins
or fd.name startswith /root/.cache
or fd.name startswith /root/.sbt
or fd.name startswith /root/.java
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or fd.name startswith /root/.glide

or fd.name startswith /root/.sonar

or fd.name startswith /root/.v8flag

or fd.name startswith /root/infaagent

or fd.name startswith /root/.local/lib/python
or fd.name startswith /root/.pm2

or fd.name startswith /root/.gnupg

or fd.name startswith /root/.pgpass

or fd.name startswith /root/.theano

or fd.name startswith /root/.gradle

or fd.name startswith /root/.android

or fd.name startswith /root/.ansible

or fd.name startswith /root/.crashlytics
or fd.name startswith /root/.dbus

or fd.name startswith /root/.composer

or fd.name startswith /root/.gconf

or fd.name startswith /root/.nv

or fd.name startswith /root/.local/share/jupyter
or fd.name startswith /root/oradiag_root
or fd.name startswith /root/workspace

or fd.name startswith /root/jvm

or fd.name startswith /root/.node-gyp)

CORYBOICEHEEEBMLT (BZo<BDT7AILT, COIYAELEEZLT).
JE=IE/root A TDEED T« LY P UTIZEZAT IO S LDEEDHABHLEEREEIZLET,

CDIT7ALTIH. EXTI/OOEFHDSEDIDERY ., ThEigEYRTZFTTT,

macro: user_known_write_root_conditions
condition: fd.name=/root/.bash_history

hlE, —F—DIL—FL—LUTOEERAHDERTA bR FEILRT 220D TL—RKRILETT,
macro: user_known_write_below_root_activities
condition: (never_true)

macro: runc_writing_exec_fifo
condition: (proc.cmdline="runc:[1:CHILD] init" and fd.name=/exec.fifo)

macro: runc_writing_var_lib_docker
condition: (proc.cmdline="runc:[1:CHILD] init" and evt.arg.filename startswith /var/lib/docker)

macro: mysqlsh_writing_state
condition: (proc.name=mysqlsh and fd.directory=/root/.mysqlsh)

rule: Write below root
desc: an attempt to write to any file directly below / or /root
condition: >
root_dir and evt.dir = < and open_write
and proc_name_exists
and not fd.name in (known_root_files)
and not fd.directory pmatch (known_root_directories)
and not exe_running_docker_save
and not gugent_writing guestagent_log
and not dse_writing_tmp
and not zap_writing state
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and
and
and
and
and
and
and
and
and
and
and
and
and
and

not
not
not
not
not
not
not
not
not
not
not
not
not
not

airflow_writing_state
rpm_writing_root_rpmdb
maven_writing_groovy
chef_writing_conf
kubectl_writing_state
cassandra_writing_state

galley writing_state
calico_writing state
rancher_writing_root
runc_writing_exec_fifo
mysqlsh_writing_state
known_root_conditions
user_known_write_root_conditions
user_known_write_below_root_activities

output: "File below / or /root opened for writing (user=%user.name user_loginuid=%user.loginuid

command=%proc.cmdline parent=%proc.pname file=%fd.name program=%proc.name container_id=%container.id
image=%container.image.repository)"
priority: ERROR
tags: [filesystem, mitre_persistence]

13. BESIATULELVEBE I 74 ILOHEAIY : Read sensitive file untrusted

HEHEDEWNT 74 )L (A—F//IRAT— K/

RELFREST I 7ML E) EmARAL S & LE=HR

[CHH, BERIDEESN-TAI S LOGEFFNEGYET

- macro: cmp_cp_by_passwd

condition: proc.name in (cmp, cp) and proc.pname in (passwd, run-parts)

- macro: user_known_read_sensitive_files_activities

condition: (never_true)

- rule: Read sensitive file trusted after startup

desc:

>

an attempt to read any sensitive file (e.g. files containing user/password/authentication
information) by a trusted program after startup. Trusted programs might read these files
at startup to load initial state, but not afterwards.

condition: sensitive_files and open_read and server_procs and not proc_is_new and proc.name!="sshd" and not

user_known_read_sensitive_files_activities
output: >
Sensitive file opened for reading by trusted program after startup (user=%user.name

user_loginuid=%user.loginuid

command=%proc.cmdline parent=%proc.pname file=%fd.name parent=%proc.pname gparent=%proc.aname[2]
container_id=%container.id image=%container.image.repository)
priority: WARNING
tags: [filesystem, mitre_credential_access]

- list: read_sensitive_file_binaries

items:

[

iptables, ps, lsb_release, check-new-relea, dumpe2fs, accounts-daemon, sshd,

vsftpd, systemd, mysql_install_d, psql, screen, debconf-show, sa-update,

pam-auth-update, pam-config, /usr/sbin/spamd, polkit-agent-he, lsattr, file, sosreport,

scxcimservera, adclient, rtvscand, cockpit-session, userhelper, ossec-syscheckd

]

)

Y
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# COIYOICEHEEBMLT (BZL<BIZ7AILT, SOIXIVBELEELT).
# BEDTOTS LOEAEDETHEIZFAINICTIERATESLSICLET,

# fluentd_writing_conf_files [&. EEFRAAETITATSLLEREZHASIND
# BEDI7AILOBEAZRELTVSDT, TRIZHS DLBRLMITY,

# CDIT7AILTIE, ERIL—ILOTHOQ—D2FZWMoTEFNERYERLTWLET,

- macro: user_read_sensitive_file_conditions
condition: cmp_cp_by_passwd

- list: read_sensitive_file_images
items: []

- macro: user_read_sensitive_file_containers
condition: (container and container.image.repository in (read_sensitive_file_images))

- rule: Read sensitive file untrusted
desc: >
an attempt to read any sensitive file (e.g. files containing user/password/authentication
information). Exceptions are made for known trusted programs.
condition: >
sensitive_files and open_read
and proc_name_exists
and not proc.name in (user_mgmt_binaries, userexec_binaries, package_mgmt_binaries,
cron_binaries, read_sensitive_file_binaries, shell_binaries, hids_binaries,
vpn_binaries, mail_config_binaries, nomachine_binaries, sshkit_script_binaries,
in.proftpd, mandb, salt-minion, postgres_mgmt_binaries,
google_oslogin_
)
and not cmp_cp_by_ passwd
and not ansible_running_python
and not proc.cmdline contains /usr/bin/mandb
and not run_by_qualys
and not run_by_chef
and not run_by_google_accounts_daemon
and not user_read_sensitive_file_conditions
and not perl_running_plesk
and not perl_running_updmap
and not veritas_driver_script
and not perl_running_centrifydc
and not runuser_reading_pam
and not linux_bench_reading_etc_shadow
and not user_known_read_sensitive_files_activities
and not user_read_sensitive_file_containers
output: >
Sensitive file opened for reading by non-trusted program (user=%user.name user_loginuid=%user.loginuid
program=%proc.name
command=%proc.cmdline file=%fd.name parent=%proc.pname gparent=%proc.aname[2] ggparent=%proc.aname[3]
gggparent=%proc.aname[4] container_id=%container.id image=%container.image.repository)
priority: WARNING
tags: [filesystem, mitre_credential_access, mitre_discovery]
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14. rpm T—RA R—ZRLUTADOEEIAH : Write below rpm database
rem UNDBELETOYT S LT rpm T—AR—XANEFAHEHA-IHEIZRA

- macro: amazon_linux_running_python_yum
condition: >
(proc.name = python and
proc.pcmdline = "python -m amazon_linux_extras system_motd" and
proc.cmdline startswith "python -c import yum;")
- macro: user_known_write_rpm_database_activities
condition: (never_true)

# Only let rpm-related programs write to the rpm database
- rule: Write below rpm database
desc: an attempt to write to the rpm database by any non-rpm related program
condition: >
fd.name startswith /var/lib/rpm and open_write
and not rpm_procs
and not ansible_running_python
and not python_running_chef
and not exe_running_docker_save
and not amazon_linux_running_python_yum
and not user_known_write_rpm_database_activities
output: "Rpm database opened for writing by a non-rpm program (command=%proc.cmdline file=%fd.name
parent=%proc.pname pcmdline=%proc.pcmdline container_id=%container.id image=%container.image.repository)"
priority: ERROR
tags: [filesystem, software_mgmt, mitre_persistence]

15.DB7 045 S5 LN T O+ R E &R : DB program spawned process
hiF, T—ER—ZXHG—/\BEED 7O SLABREFLEFRDOHFLNTORZER L5
BIZRELTEELSHVWEDTHY ., WEIMDSQLA P9 a VHEDRIZHELS EDTT,

- macro: postgres_running wal_e
condition: (proc.pname=postgres and proc.cmdline startswith "sh -c envdir /etc/wal-e.d/env
/usr/local/bin/wal-e")

- macro: redis_running_prepost_scripts
condition: (proc.aname[2]=redis-server and (proc.cmdline contains "redis-server.post-up.d" or proc.cmdline
contains "redis-server.pre-up.d"))

- macro: rabbitmq_running_scripts
condition: >
(proc.pname=beam.smp and
(proc.cmdline startswith "sh -c exec ps" or
proc.cmdline startswith "sh -c exec inet_gethost" or
proc.cmdline= "sh -s unix:cmd" or
proc.cmdline= "sh -c exec /bin/sh -s unix:cmd 2>&1"))
- macro: rabbitmqctl_running_scripts
condition: (proc.aname[2]=rabbitmqctl and proc.cmdline startswith "sh -c ")
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- macro: run_by_appdynamics
condition: (proc.pname=java and proc.pcmdline startswith "java -jar -Dappdynamics™)

- macro: user_known_db_spawned_processes
condition: (never_true)

- rule: DB program spawned process
desc: >
a database-server related program spawned a new process other than itself.
This shouldn\'t occur and is a follow on from some SQL injection attacks.
condition: >
proc.pname in (db_server_binaries)
and spawned_process
and not proc.name in (db_server_binaries)
and not postgres_running_wal_e
and not user_known_db_spawned_processes
output: >
Database-related program spawned process other than itself (user=%user.name user_loginuid=%user.loginuid
program=%proc.cmdline parent=%proc.pname container_id=%container.id image=%container.image.repository)
priority: NOTICE
tags: [process, database, mitre_execution]

16. 8L F ) —FT 14 LY M) DEH : Modify binary dirs
NAFUTAaLIRIDEY FUTODI77AIVEEBLES ETBHHA,

- macro: user_known_modify _bin_dir_activities
condition: (never_true)

- rule: Modify binary dirs
desc: an attempt to modify any file below a set of binary directories.
condition: bin_dir_rename and modify and not package_mgmt_procs and not exe_running_docker_save and not
user_known_modify_bin_dir_activities
output: >
File below known binary directory renamed/removed (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline
pcmdline=%proc.pcmdline operation=%evt.type file=%fd.name %evt.args container_id=%container.id
image=%container.image.repository)
priority: ERROR
tags: [filesystem, mitre_persistence]

17. 8L F ) —F 14 LY b )—4ERX : Mkdir binary dirs
NAF)—FT4LIRIDEY FFIZTALY FIEERLES T 5EH,

- macro: user_known_mkdir_bin_dir_activities
condition: (never_true)

- rule: Mkdir binary dirs
desc: an attempt to create a directory below a set of binary directories.
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condition: mkdir and bin_dir_mkdir and not package_mgmt_procs and not user_known_mkdir_bin_dir_activities
output: >
Directory below known binary directory created (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline directory=%evt.arg.path container_id=%container.id image=%container.image.repository)
priority: ERROR
tags: [filesystem, mitre_persistence]

18. thread namespaceDZE®E : Change thread namespace
setns FMUHT LT, TATSL/ALY ROR—LRAR—REFEBL &S T 5HAH (—HRHY
[CZIEaAYTTHFDEBRDO—EE LTITHhRET),

# CODYRARTIE, ALY FR—LAR—ZADEF)L—)L2kZIE—LTLEEETH AL,
# ALY FR—LAR—RDEBEZHATHIAY Y KOy FEBEBICEMT S EMNTEET,
- list: user_known_change_thread_namespace_binaries

items: []

- macro: user_known_change_thread_namespace_activities
condition: (never_true)

- list: network_plugin_binaries
items: [aws-cni, azure-vnet]

- macro: calico_node
condition: (container.image.repository endswith calico/node and proc.name=calico-node)

- macro: weaveworks_scope
condition: (container.image.repository endswith weaveworks/scope and proc.name=scope)

- rule: Change thread namespace

desc: >
an attempt to change a program/thread\'s namespace (commonly done
as a part of creating a container) by calling setns.

condition: >
evt.type=setns and evt.dir=<
and proc_name_exists
and not (container.id=host and proc.name in (docker_binaries, k8s_binaries, 1lxd_binaries, nsenter))
and not proc.name in (sysdigcloud_binaries, sysdig, calico, oci-umount, cilium-cni, network_plugin_binaries)
and not proc.name in (user_known_change_thread_namespace_binaries)
and not proc.name startswith "runc"
and not proc.cmdline startswith "containerd"
and not proc.pname in (sysdigcloud_binaries, hyperkube, kubelet, protokube, dockerd, tini, aws)
and not python_running_sdchecks
and not java_running_sdjagent
and not kubelet_running_loopback
and not rancher_agent
and not rancher_network_manager
and not calico_node
and not weaveworks_scope
and not user_known_change_thread_namespace_activities

output: >
Namespace change (setns) by unexpected program (user=%user.name user_loginuid=%user.loginuid

command=%proc.cmdline
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parent=%proc.pname %container.info container_id=%container.id
image=%container.image.repository:%container.image.tag)
priority: NOTICE
tags: [process, mitre_privilege escalation, mitre_lateral_movement]

19. SN TLVELY 2 )LERESTT B : Runshell untrusted
SILTEBENT TS —S 3 VDTS T LEERLES EF28A, BEDT TUr—> 3
VEEHRLET,

CDYVRAKMZHBBINAFT)EFOREIFT, DTIVEFERTEIENTEEEA, NI, BE
BICEITTRS, BEVILVEERTENNAMFUELEENTT, HlZIE. mod_{php,perl} DF=HD
apache -> php/perl -> W DAD L T LB HFRI S TULWER A

- list: protected_shell_spawning_binaries
items: [
http_server_binaries, db_server_binaries, nosql_server_binaries, mail_binaries,
fluentd, flanneld, splunkd, consul, smbd, runsv, PM2

]

- macro: parent_java_running_zookeeper
condition: (proc.pname=java and proc.pcmdline contains org.apache.zookeeper.server)

- macro: parent_java_running_kafka
condition: (proc.pname=java and proc.pcmdline contains kafka.Kafka)

- macro: parent_java_running_elasticsearch
condition: (proc.pname=java and proc.pcmdline contains org.elasticsearch.bootstrap.Elasticsearch)

- macro: parent_java_running_activemq
condition: (proc.pname=java and proc.pcmdline contains activemq.jar)

- macro: parent_java_running_cassandra
condition: (proc.pname=java and (proc.pcmdline contains "-Dcassandra.config.loader" or proc.pcmdline contains
org.apache.cassandra.service.CassandraDaemon))

- macro: parent_java_running_jboss_wildfly
condition: (proc.pname=java and proc.pcmdline contains org.jboss)

- macro: parent_java_running_glassfish
condition: (proc.pname=java and proc.pcmdline contains com.sun.enterprise.glassfish)

- macro: parent_java_running_hadoop
condition: (proc.pname=java and proc.pcmdline contains org.apache.hadoop)

- macro: parent_java_running_datastax
condition: (proc.pname=java and proc.pcmdline contains com.datastax)

- macro: nginx_starting_nginx
condition: (proc.pname=nginx and proc.cmdline contains "/usr/sbin/nginx -c /etc/nginx/nginx.conf")
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- macro: nginx_running_aws_s3_cp
condition: (proc.pname=nginx and proc.cmdline startswith "sh -c /usr/local/bin/aws s3 cp")

- macro: consul_running_net_scripts
condition: (proc.pname=consul and (proc.cmdline startswith "sh -c curl” or proc.cmdline startswith "sh -c

nc"))

- macro: consul_running_alert_checks
condition: (proc.pname=consul and proc.cmdline startswith "sh -c /bin/consul-alerts")

- macro: serf_script
condition: (proc.cmdline startswith "sh -c serf")

- macro: check_process_status
condition: (proc.cmdline startswith "sh -c kill -0 ")

BEICK-STIE, aVTTATEERTIATWS/ —FT7O0ERZ{REINV I ILRKR—2F L
LTEETDHELNTLLY, HIZIKX, OVTFTFOEEOAYOE LT pm2-docker %2 pm2 start
some-app.js --no-daemon-mode Z{FEA L =Y. /—F7 TN express DE S L DEZFERALTESES
DY —NTHBHIHFEHETT,

LML, 1M TS5A VDOBEIZEEL fznodeDbDFELH Y. FDIHEE. nodeldH—/N—TlE4i <
— B R D) TRY—=ILTT, COESHBE., VI ZHEATIARENEL. ZDOXS5HEE
2. /—F7O®RZVIIVARAR—2FELTRETDERFEZZLLSHY EFHA,

NEDT—ADWVWITNMERBIRLBETNELESHNDT, TIAHIETIE/ —F7OERRIRES
NTWHEWEZZATWET, AVTTRHRTETINATWS/ —FTOERZRESINE=D T IILAKR—
UFEHELIEEWNMERIX, LTI 2 0%A—/\—54 KL T "never_true "§i Z8IfR9T 5 & TED
I2HBYETS,

- macro: possibly node_in_container
condition: (never_true and (proc.pname=node and proc.aname[3]=docker-containe))

BI#R(Z. apachetomcat IZ&E 2 TRKR—V ENFE=VTILIFTRTEDOLLWEEZEANELNLNTL LS,
B4 17 apache struts % (CVE-2017-5638) &, YT ILEZARKR—2 T B EL5GTEETHEHICERS
haaeEErdhY £9,

LML, EL<OT7TV—23 0Tl ELNRNRSATSA0DO—8ELT, FEDD T ILEEFTT S
f=®[Ztomcat #FEA L TLVET,
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node DIFHE LRHKIZ. TDFEH opt-in&E LTLVET,

- macro:

possibly parent_java_running_tomcat

condition: (never_true and proc.pname=java and proc.pcmdline contains org.apache.catalina.startup.Bootstrap)

- macro:

protected_shell_spawner

condition: >

(proc.aname in (protected_shell spawning_binaries)

or parent_java_running_zookeeper

or parent_java_running_kafka
or parent_java_running_elasticsearch
or parent_java_running_activemq

or parent_java_running_cassandra

or parent_java_running_jboss_wildfly
or parent_java_running_glassfish

or parent_java_running_hadoop

or parent_java_running_datastax

or possibly parent_java_running_tomcat

or possibly_node_in_container)

- list:
items:

mesos_shell_binaries
[mesos-docker-ex, mesos-slave, mesos-health-ch]

runsviprotected_shell_spawner &pnamelZ & S HHLDMAIZH S Z LITFELTLZEL, Ch

[&.
)

- rule:
desc:

runVBEIEXD T ILEZRAR—2FT BT ERTEETHA (/runRY Y Tk E fMinishRH 1) T
crunv T ORREV I INEFRR—VTBIENATELRNWIEFEKRLET,

Run shell untrusted
an attempt to spawn a shell below a non-shell application. Specific applications are monitored.

condition: >

spawned_process

and
and
and
and

and
and
and
and
and

)

%y

shell procs

proc.pname exists

protected_shell_spawner

not proc.pname in (shell_binaries, gitlab_binaries, cron_binaries, user_known_shell_ spawn_binaries,
needrestart_binaries,
mesos_shell binaries,
erl child_setup, exechealthz,
PM2, PassengerWatchd, c_rehash, svlogd, logrotate, hhvm, serf,
lb-controller, nvidia-installe, runsv, statsite, erlexec, calico-node,
"puma reactor")

not proc.cmdline in (known_shell_spawn_cmdlines)

not proc.aname in (unicorn_launche)

not consul_running_net_scripts

not consul_running_alert_checks

not nginx_starting_nginx

not nginx_running_aws_s3_cp

not run_by_package_mgmt_binaries

not serf_script

not check_process_status

not run_by_foreman

not python_mesos_marathon_scripting
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and not splunk_running_forwarder
and not postgres_running_wal_e
and not redis_running_prepost_scripts
and not rabbitmg_running_scripts
and not rabbitmqctl_running_scripts
and not run_by_ appdynamics
and not user_shell container_exclusions
output: >
Shell spawned by untrusted binary (user=%user.name user_loginuid=%user.loginuid shell=%proc.name
parent=%proc.pname
cmdline=%proc.cmdline pcmdline=%proc.pcmdline gparent=%proc.aname[2] ggparent=%proc.aname[3]
aname[4]=%proc.aname[4] aname[5]=%proc.aname[5] aname[6]=%proc.aname[6] aname[7]=%proc.aname[7]
container_id=%container.id image=%container.image.repository)
priority: DEBUG
tags: [shell, mitre_execution]

;tﬁvgns UXF' 4

- macro: allowed_openshift_registry_root
condition: >
(container.image.repository startswith openshift3/ or
container.image.repository startswith registry.redhat.io/openshift3/ or
container.image.repository startswith registry.access.redhat.com/openshift3/)
# Source: https://docs.openshift.com/enterprise/3.2/install_config/install/disconnected_install.html
- macro: openshift_image
condition: >
(allowed_openshift_registry_root and
(container.image.repository endswith /logging-deployment or
container.image.repository endswith /logging-elasticsearch or
container.image.repository endswith /logging-kibana or
container.image.repository endswith /logging-fluentd or
container.image.repository endswith /logging-auth-proxy or
container.image.repository endswith /metrics-deployer or
container.image.repository endswith /metrics-hawkular-metrics or
container.image.repository endswith /metrics-cassandra or
container.image.repository endswith /metrics-heapster or
container.image.repository endswith /ose-haproxy-router or
container.image.repository endswith /ose-deployer or
container.image.repository endswith /ose-sti-builder or
container.image.repository endswith /ose-docker-builder or
container.image.repository endswith /ose-pod or
container.image.repository endswith /ose-node or
container.image.repository endswith /ose-docker-registry or
container.image.repository endswith /prometheus-node-exporter or
container.image.repository endswith /image-inspector))

NBDA A= --privileged TOEITE., RRA M I FZFAILDRTLNLDHEZE/NRNZADI DY DM
AL ESNTLET,
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FEICOYXR BRI, HLB—HIL®D falco )L—IL T 7 4 JLT trusted_images [ZIBMN SN TS ATEETE
DHBEZT7AINEDTHEBREDI=OHEIFICREIATOVES, hR4<TA14XT BIZIE,
privileged_images & = (& falco_sensitive_mount_images D WLNTIMIZA A —CZEBMLEANRINT
L&D,

- list: trusted_images
items: []

EE: Oy O, trusted_imageslZF7 R T4 UG LTWAHEEEMED HAHHLNO—H JLfalco/L—IL
T7AINEDTREBRED-HEFICRBEIATVET, HRE2 A4 XTSI,
user_trusted_containers. user_privileged_containers. user_sensitive_mount_containers [Ca > T+ %
EBMLEANBLTL &S,

- macro: trusted_containers
condition: (container.image.repository in (trusted_images))

CORIOICEHEZEMLT(HEELLHNDI7AILT, COIIOFLEEZLT)., EEIATIT,
FNWZICHBEOZNT Y F TOHENL "and* 2T EHFAT SN TVWEEMOI VT 2EET S
£SIZLFET,

trusted_images & BI#kIZ. Z Ml user_privileged_containers & user_sensitive_mount_containers {85t

LTHEEREESNATEY., THEREDEHICOARB SN TVET,

DT 7AITIL, trusteded containers [ZHBA A—PDI3B5NDVEDIDERMYHLTENZRYIRT
I+ T9,

- macro: user_trusted_containers
condition: (never_true)

- list: sematext_images
items: [docker.io/sematext/sematext-agent-docker, docker.io/sematext/agent, docker.io/sematext/logagent,
registry.access.redhat.com/sematext/sematext-agent-docker,
registry.access.redhat.com/sematext/agent,
registry.access.redhat.com/sematext/logagent]

- list: falco_privileged_images
items: [
docker.io/calico/node,
calico/node,
docker.io/cloudnativelabs/kube-router,
docker.io/docker/ucp-agent,
docker.io/falcosecurity/falco,
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docker.io/mesosphere/mesos-slave,
docker.io/rook/toolbox,
docker.io/sysdig/falco,
docker.io/sysdig/sysdig,
falcosecurity/falco,
gcr.io/google_containers/kube-proxy,
gcr.io/google-containers/startup-script,
gcr.io/projectcalico-org/node,
gke.gcr.io/kube-proxy,
gke.gcr.io/gke-metadata-server,
gke.gcr.io/netd-amd64,
gcr.io/google-containers/prometheus-to-sd,
k8s.gcr.io/ip-masqg-agent-amd64,
k8s.gcr.io/kube-proxy,
k8s.gcr.io/prometheus-to-sd,
quay.io/calico/node,

sysdig/falco,

sysdig/sysdig,

sematext_images

]

- macro: falco_privileged_containers
condition: (openshift_image or
user_trusted_containers or
container.image.repository in (trusted_images) or
container.image.repository in (falco_privileged_images) or
container.image.repository startswith istio/proxy_ or
container.image.repository startswith quay.io/sysdig/)

CORVDIEHEZEMLT(BZELLHDTI7AILT, COYIAZEZLEZTLT). HERTZEHATS
NBHEMOIVTFHEREELET,

ZD 774 LTI, falco_privileged_imageslZHd A4 A —TD53EDIDERMY . TNEEYRTFZIFTT
el

- macro: user_privileged_containers
condition: (never_true)

- list: rancher_images
items: [
rancher/network-manager, rancher/dns, rancher/agent,
rancher/lb-service-haproxy, rancher/metadata, rancher/healthcheck

NLDAVTFAA—DlE, RARIFANVATFLNLDEZR/INADIY IV FEHFRIESNATULE
ER

- list: falco_sensitive_mount_images
items: [

\
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docker.io/sysdig/falco, docker.io/sysdig/sysdig, sysdig/falco, sysdig/sysdig,
docker.io/falcosecurity/falco, falcosecurity/falco,

gcr.io/google_containers/hyperkube,

gcr.io/google_containers/kube-proxy, docker.io/calico/node,

docker.io/rook/toolbox, docker.io/cloudnativelabs/kube-router, docker.io/consul,
docker.io/datadog/docker-dd-agent, docker.io/datadog/agent, docker.io/docker/ucp-agent,

docker.io/gliderlabs/logspout,

docker.io/netdata/netdata, docker.io/google/cadvisor, docker.io/prom/node-exporter,
amazon/amazon-ecs-agent

]

- macro: falco_sensitive_mount_containers

condition: (user_trusted_containers or
container.image.repository in (trusted_images) or
container.image.repository in (falco_sensitive_mount_images) or
container.image.repository startswith quay.io/sysdig/)

NS0T FH A A— Tl hostnetwork=true TOEITMNEFRT N TULET,

- list: falco_hostnetwork_images

items: [
gcr.io/google-containers/prometheus-to-sd,
gcr.io/projectcalico-org/typha,
gcr.io/projectcalico-org/node,
gke.gcr.io/gke-metadata-server,
gke.gcr.io/kube-proxy,
gke.gcr.io/netd-amd64,
k8s.gcr.io/ip-masq-agent-amd64
k8s.gcr.io/prometheus-to-sd,

Falco)bL—JL -4

20. 0 > 7 F DB : Launch Privileged Container
BHEQ VT CREBLEVPB TOERAEZRELET.,. BHOEFEINzA A =220 TIEHIS
ELFET,

ORI OICEHEEMLT(EZELLAI7Z7AILT, ZOXRIOZLEEELT). oV T14 TR
YOIV MEERTTELIEMDAVTHERELET . COT7A4ILTIE
falco_sensitive_mount_images|ZH 54 A —PDS5EDIDFWMY ., FhEHEYRITEITTT,

- macro: user_sensitive_mount_containers

condition: (never_true)

- rule: Launch Privileged Container
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desc: Detect the initial process started in a privileged container. Exceptions are made for known trusted
images.
condition: >
container_started and container
and container.privileged=true
and not falco_privileged_containers
and not user_privileged_containers
output: Privileged container started (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline
%container.info image=%container.image.repository:%container.image.tag)
priority: INFO
tags: [container, cis, mitre_privilege_escalation, mitre_lateral_movement]

21. BFEI YV ba T+ %ERT S : Launch Sensitive Mount Container
BEORRARTALI FUDBIIY FEINTVWSaVTHABBLMA TR EHRELE
T, GDECH, /etcDIINII Y bDAHEHELELTERLTVWEY . BEMIZ(E fetc LT D
TRTOYITT4 LY M) ERERIZEET S LT Y FTH, sysdighMER L TULYSglobdDt#R
HETIVNRE—2 DN EHFALTELT ., IXFOAERNLTLET,

- macro: sensitive_mount

condition: (container.mount.dest[/proc*] != "N/A" or
container.mount.dest[/var/run/docker.sock] != "N/A" or
container.mount.dest[/var/run/crio/crio.sock] != "N/A" or
container.mount.dest[/var/lib/kubelet] != "N/A" or
container.mount.dest[/var/lib/kubelet/pki] != "N/A" or
container.mount.dest[/] != "N/A" or
container.mount.dest[/home/admin] != "N/A" or
container.mount.dest[/etc] != "N/A" or
container.mount.dest[/etc/kubernetes] != "N/A" or
container.mount.dest[/etc/kubernetes/manifests] != "N/A" or
container.mount.dest[/root*] != "N/A")

libcontainer AT FDIL— b TOTSLELEY VTV TTBEHICETTEI2RATY FIXLUTD
BYTY,

- clone + exec self to a program runc:[0:PARENT]
- clone a program runc:[1:CHILD] which sets up all the namespaces

- clone a second program runc:[2:INIT] + exec to the root program.

runc:[2:INIT]Dparent(X. runc:[O:PARENT]TY,

1L.CHILDAMER & % & F CICO:PARENTAET T HD T, 2ZINITAIL— b TAT S LERTLI
B TO:PARENTIE T TIZERTLTWLAS D, FLEZDAICWLWEME LAGEWEWSIHRFICHEYFE
T, TOE=HMAZRELEFT.
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F1=. runc[L:CHILD]ZE 7O RELTHDI U T BESIZLTVETA, ChIFARV +F
Kotz REZEBTELLC G 2Y LIz FITRET BAEEELHY FT,

- macro: container_entrypoint
condition: (not proc.pname exists or proc.pname in (runc:[@:PARENT], runc:[1:CHILD], runc, docker-runc, exe,
docker-runc-cur))

- rule: Launch Sensitive Mount Container
desc: >
Detect the initial process started by a container that has a mount from a sensitive host directory
(i.e. /proc). Exceptions are made for known trusted images.
condition: >
container_started and container
and sensitive_mount
and not falco_sensitive_mount_containers
and not user_sensitive_mount_containers
output: Container with sensitive mount started (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline %container.info image=%container.image.repository:%container.image.tag
mounts=%container.mounts)
priority: INFO
tags: [container, cis, mitre_lateral_movement]

22. i@2BhE 1k 0 > FF : Launch Disallowed Container
RIS TWAaVTFOIRAMIBEVWI VT FICE>THBESN -V O E#HBELE
j-o

A=A/ A—HF—)L—LT7AILTIE, COIIOEF—N—F4 FLT, BETETLLNT
UTFAA—DERATMICHIET L EATEET ., CDAA UDfalco)l—ILTF7AILTIE, E
AARER T RTCDIVTFTEMBAEEHYFEADT, BEITFHESNS I EMNMRIESH TS
T4NLEEFERALT, ERIAVTFIHHASINEY ., F—/1\—34 k3 /0OTIE, FHEIRD L
SITBYETS,

(container.image.repository = vendor/container-1 £ = &

container.image.repository = vendor/container-2 or ....)

- macro: allowed_containers
condition: (container.id exists)

- rule: Launch Disallowed Container
desc: >
Detect the initial process started by a container that is not in a list of allowed containers.
condition: container_started and container and not allowed_containers
output: Container started and not in allowed list (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline %container.info image=%container.image.repository:%container.image.tag)
priority: WARNING
tags: [container, mitre_lateral_movement]
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23. 4359 FT 4 TRV AT LL—Y : System user interactive
DRTFLDFEYATAOLTVEN) A—FHARERIT U FEETLELSETEH I L,

- macro: user_known_system_user_login
condition: (never_true)

V= MS& 2 THEMIZRITSN D LD

- condition: evt.type != switch and user.name = root and proc.name != sshd and interactive
output: "Interactive root (%user.name %proc.name %evt.dir %evt.type %evt.args %fd.name)"
priority: WARNING

H OB B H

- rule: System user interactive
desc: an attempt to run interactive commands by a system (i.e. non-login) user
condition: spawned_process and system_users and interactive and not user_known_system_user_login
output: "System user ran an interactive command (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline container_id=%container.id image=%container.image.repository)"
priority: INFO
tags: [users, mitre_remote_access_tools]

24. AVTFTARADAE—SFILS )b : Terminal shell in container
—IFIAFELTWDaAVTFADAYA/ETRSA U FELTO L EFERALEBEICKRE

BEIZCESTIE, Yz NEFaAVTTHRATETINBSZENFEINET, HlzIE. REEEY D
RO F7HRINZTSIBENHY FITHN., ChIFEESATULET,

- macro: user_expected_terminal_shell_in_container_conditions
condition: (never_true)

- rule: Terminal shell in container
desc: A shell was used as the entrypoint/exec point into a container with an attached terminal.
condition: >
spawned_process and container
and shell_procs and proc.tty != @
and container_entrypoint
and not user_expected_terminal_shell _in_container_conditions
output: >
A shell was spawned in a container with an attached terminal (user=%user.name user_loginuid=%user.loginuid
%container.info
shell=%proc.name parent=%proc.pname cmdline=%proc.cmdline terminal=%proc.tty container_id=%container.id
image=%container.image.repository)
priority: NOTICE
tags: [container, shell, mitre_execution]

;tia.?ans UXI" 5
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HAEDAUTTHA T (mesos) TIF. WIIAVTFAA—IUHELK, AaVTFRLEHEREIN LD
T. RELEYIFDZ7ELTOREIHY FEA, COLIBBEEF. HENIAT U FSM 0%
FRITHLIITLET,

- list: known_shell_spawn_cmdlines
items: [

'""sh -c uname -p 2> /dev/null"’,
'"sh -c uname -s 2>&1""',
'"sh -c uname -r 2>&1"",
'"sh -c uname -v 2>&1"',
'"sh -c uname -a 2>&1"',
'"sh -c ruby -v 2>&1"",
""sh -c getconf CLK_TCK"',
'""sh -c getconf PAGESIZE"',
""sh -c LC_ALL=C LANG=C /sbin/ldconfig -p 2>/dev/null"’,
'""sh -c LANG=C /sbin/ldconfig -p 2>/dev/null"’,
'""sh -c /sbin/ldconfig -p 2>/dev/null"’,
""sh -c stty -a 2>/dev/null"’,
'""sh -c stty -a < /dev/tty"',
'"sh -c stty -g < /dev/tty"',
'"sh -c node index.js"',
'"sh -c node index"',
'"sh -c node ./src/start.js"',
'""sh -c node app.js"',
'""sh -c node -e \"require(''nan'")\"""',
'""sh -c node -e \"require(''nan'")\")"",
""sh -c node $NODE_DEBUG_OPTION index.js "',
'"sh -c crontab -1 2""',
'"sh -c 1lsb_release -a"',
'""sh -c lsb_release -is 2>/dev/null"’,
'"sh -c whoami"',
'"sh -c node_modules/.bin/bower-installer"’,
'"sh -c /bin/hostname -f 2> /dev/null"’,
'"sh -c locale -a"',
‘"sh -c -t -i"',
'""sh -c openssl version"',
'""pbash -c id -Gn kafadmin"',
'"sh -c /bin/sh -c ''date +%%s''"'
]

COVRARTIH, AVTFATY L EETTAEHICHFAIATNDAT Y ROEY FE, OVT
FTHRADZ TR O2EKZIE—LTLEEETHI LG, BHITEBMTEZENTEET,
https://github.com/draios/falco/issues/255 AMEIE SN 5 &, HEMNDBBEFED U X FOWTFIANFEMT
EFHESICRYVET,

- list: user_known_shell_spawn_binaries
items: []
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OO, W—ILERKEFF—N—FA FFT5¢EL., AVTTATUIILEERITT H=6HIZF
AENDaAI ROy FEBRICIEMTAENTEET., T4 METEIZfalse DX T, JL—
LD "not. " HBERINDEEICHYFET,

- macro: user_shell_container_exclusions
condition: (never_true)

Falco)L—JL -5

25. System procs R F 7 —%4 749 F 4 ET 4 : System procs network activity
R2YRT—H S T4 VI EEZETEIIENFRINTOVAWSRTFLNRSFYIZE>TET
SNBERY NI—OT7OF4ET 4 5HBE

- macro: login_doing_dns_lookup
condition: (proc.name=login and fd.l4proto=udp and fd.sport=53)

# sockfamily ip [, Unix FAAS2DV7y FTRETIHEDTALR (TL—T] 0&L551D)
# ZBRNATHHDILDTT,
- rule: System procs network activity
desc: any network activity performed by system binaries that are not expected to send or receive any network
traffic
condition: >
(fd.sockfamily = ip and (system_procs or proc.name in (shell binaries)))
and (inbound_outbound)
and not proc.name in (known_system_procs_network_activity_binaries)
and not login_doing_dns_lookup
and not user_expected_system_procs_network_activity_ conditions
output: >
Known system binary sent/received network traffic
(user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline connection=%fd.name
container_id=%container.id image=%container.image.repository)
priority: NOTICE
tags: [network, mitre_exfiltration]

26. BFAI S TLVE LY http proxy env TF A4 5 L EE4T : Program run with disallowed http proxy
env
A SN TUWVEWLWHTTP_PROXY IRIEZE#HZFEAL TITO T 5 LEET LIBICKRE

CDYRKMEI, FY FI—Y LTHBIETAHAENPFEINBD VAT Lproc B EHEIZARTA R
AMEFT B ENTEET,

- list: known_system_procs_network_activity binaries
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items: [systemd, hostid, id]

RV OF, VATFLNAFTINRY FID—H L CRIEFHATIEUZ2EETHENTE
9. BIRIE. $FED procemdline DIEFZ (T ZHFRT 5L E., A SndEHEEZL VMM CIEE
THIENTEET,

- macro: user_expected_system_procs_network_activity_conditions
condition: (never_true)

ST DHELUTOLSIZHEY FT,
(proc.env contains "HTTP_PROXY=http://my.http.proxy.com")
REBEODAR—R(FERMEELEDENDT, EEOTOXF S OBEBEBHRTOIVFUIERITET,

- macro: allowed_ssh_proxy_env

condition: (always_true)

- list: http_proxy_binaries

items: [curl, wget]

- macro: http_proxy_procs

condition: (proc.name in (http_proxy_binaries))

- rule: Program run with disallowed http proxy env
desc: An attempt to run a program with a disallowed HTTP_PROXY environment variable
condition: >
spawned_process and
http_proxy_procs and
not allowed_ssh_proxy_env and
proc.env icontains HTTP_PROXY
output: >
Program run with disallowed HTTP_PROXY environment variable
(user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline env=%proc.env parent=%proc.pname
container_id=%container.id image=%container.image.repository)
priority: NOTICE

tags: [host, users]
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27. @R Ehizprocs7I b9V FRY FI—9F - T4 ET 4 : Interpreted procs outbound
network activity
FEEORREN-TO45 5L (perl. python, rubyZi &) [CE>TEFTENBZT I RNNHUKERY
bD—9EE,

W DOHIDBRETIE, BBIRENT-70%4 5 A (perl,python,ruby % &) BN EEEHEZ ) v AV LT
YU, REBMEETLLS>ETDHE. FEICEINL LIWFERA, SALDIL—ILIETIHILE
TIREMZLE>TOWEREAD, UTOXYYVOFEELTEMCT R ENTEET,

- macro: consider_interpreted_inbound
condition: (never_true)

- macro: consider_interpreted_outbound
condition: (never_true)

- rule: Interpreted procs inbound network activity
desc: Any inbound network activity performed by any interpreted program (perl, python, ruby, etc.)
condition: >
(inbound and consider_interpreted_inbound
and interpreted_procs)
output: >
Interpreted program received/listened for network traffic
(user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline connection=%fd.name
container_id=%container.id image=%container.image.repository)
priority: NOTICE
tags: [network, mitre_exfiltration]

- rule: Interpreted procs outbound network activity
desc: Any outbound network activity performed by any interpreted program (perl, python, ruby, etc.)
condition: >
(outbound and consider_interpreted_outbound
and interpreted_procs)
output: >
Interpreted program performed outgoing network connection
(user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline connection=%fd.name
container_id=%container.id image=%container.image.repository)
priority: NOTICE
tags: [network, mitre_exfiltration]

28. PHILZLVWDP 57 1 v % : Unexpected UDP Traffic
H— 53(DNS)%: & — M ERE A TS H— FTIEELUDP RS T 4 v 4,

- list: openvpn_udp_ports
items: [1194, 1197, 1198, 8080, 9201]

- list: 12tp_udp_ports
items: [500, 1701, 4500, 10000 ]
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- list: statsd_ports
items: [8125]

- list: ntp_ports
items: [123]

TIVr—2avIt&oTIE, BEREETA NSO FICudp V7Y &7 FLRICERL
FY . udpEBRABET HEMEL T, RRICT —F EERET HtepERZEITVET,
COZEZRREITEE, WK OIDRBAMZEFTEH-HIZ, CCTE-MBMICEoNDHL DD
DR—FEVRLT7YTLEL, EBIT AMUIIL—LEATRALAUICLTVWASDT, T4
L TEENZGE>THET,

- list: test_connect_ports
items: [0, 9, 80, 3306]

- macro: do_unexpected_udp_check
condition: (never_true)

- list: expected_udp_ports
items: [53, openvpn_udp_ports, 12tp_udp_ports, statsd_ports, ntp_ports, test_connect_ports]

- macro: expected_udp_traffic
condition: fd.port in (expected_udp_ports)

- rule: Unexpected UDP Traffic
desc: UDP traffic not on port 53 (DNS) or other commonly used ports
condition: (inbound_outbound) and do_unexpected_udp_check and fd.l4proto=udp and not expected_udp_traffic
output: >
Unexpected UDP Traffic Seen
(user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline connection=%fd.name proto=%fd.l4proto
evt=%evt.type %evt.args container_id=%container.id image=%container.image.repository)
priority: NOTICE
tags: [network, mitre_exfiltration]

29. sudo C7 L setuid : Non sudo setuid
setud ZMUHELTA—HYH#EE L LS T BiEA. sudo/su TN ESNFET, setuid DIEEUH L
[L@EEIERDEIBRZHES DT, "root" & "nobody" DA—HFANBLBEHFFHFATLWAEELRIE
nEzYd,

HEDfalcon Y % L X T L — LD IR TI&(HI: read/write/sendto/recvfrom/etc Z BR4% L 1=
58, COIL—ILIEFEBLEEA)

-rule: Ssh error in syslog
desc: any ssh errors (failed logins, disconnects, ...) sent to syslog

condition: syslog and ssh_error_message and evt.dir = <
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output: "sshd sent error message to syslog (error=%evt.buffer)"
priority: WARNING

- macro: somebody_becoming_themself
condition: ((user.name=nobody and evt.arg.uid=nobody) or

(user.name=www-data and evt.arg.uid=www-data) or
(user.name=_apt and evt.arg.uid=_apt) or
(user.name=postfix and evt.arg.uid=postfix) or
(user.name=pki-agent and evt.arg.uid=pki-agent) or
(user.name=pki-acme and evt.arg.uid=pki-acme) or
(user.name=nfsnobody and evt.arg.uid=nfsnobody) or
(user.name=postgres and evt.arg.uid=postgres))

- macro: nrpe_becoming_nagios
condition: (proc.name=nrpe and evt.arg.uid=nagios)

AVTFH TR A—FRFA VT FRICEFEET MR FEICEFEELAZ L UdDI=HD D H
H LnFEH A, (https://github.com/draios/sysdig/issues/954 S HR), £ DIGE (X setuid ZEFAT L
TLIZELY,

- macro: known_user_in_container
condition: (container and user.name != "N/A")

setuid#MF UV L TCaA—H—Z2ZET 5705 S LOBEDHAESHOEERREICT 5=HIZ. ZD
RUOICEHEZEMLET (BZ6<KHDT7AILT, TOIXYVAELEEZLEYT) ., CDT7
AITIE, R—=REBBIVODEHDSEDIDERY ., TNEBRYRITIFEITTT,

- macro: user_known_non_sudo_setuid_conditions
condition: user.name=root

sshdDIFE. A*—)ILTOF S ALlEFEroot E LTEEL TV THroot ITERELELSELET, BEE
KA FP 2R T 501, SITIEHEBHALTULET,

- rule: Non sudo setuid
desc: >
an attempt to change users by calling setuid. sudo/su are excluded. users "root" and "nobody"
suing to itself are also excluded, as setuid calls typically involve dropping privileges.
condition: >
evt.type=setuid and evt.dir=>
and (known_user_in_container or not container)
and not user.name=root
and not somebody_becoming_themself
and not proc.name in (known_setuid_binaries, userexec_binaries, mail_binaries, docker_binaries,
nomachine_binaries)
and not proc.name startswith "runc:"
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and not java_running_sdjagent

and not nrpe_becoming_nagios

and not user_known_non_sudo_setuid_conditions
output: >

Unexpected setuid call by non-sudo, non-root program (user=%user.name user_loginuid=%user.loginuid

cur_uid=%user.uid parent=%proc.pname

command=%proc.cmdline uid=%evt.arg.uid container_id=%container.id image=%container.image.repository)

priority: NOTICE
tags: [users, mitre_privilege escalation]

30. 1 —YEHE/A F ') — : User mgmt binaries

A—H—, NRAT—F, FLEHFAE%EETELT705 S5 LICKSEE, sudo &suldgatanzE
. ALTFAOEBLRASAET, 2T FORIE, BEBICA—RERS linux T4 X K
JE2—23 vDLEICARALA—YHFERTHEDEHYFET, ERICIEMEZEERELLGVES

BAR R4 VIS TVET,

- macro: user_known_user_management_activities
condition: (never_true)

- macro: chage_list

condition: (proc.name=chage and (proc.cmdline contains "-1" or proc.cmdline contains "--1list"))

- rule: User mgmt binaries

desc:

activity by any programs that can manage users, passwords, or permissions. sudo and su are excluded.

>

Activity in containers is also excluded--some containers create custom users on top

of a base linux distribution at startup.

Some innocuous commandlines that don't actually change anything are excluded.
condition:

>

spawned_process and proc.name in (user_mgmt_binaries) and

not
not
not
not
not
not
not
not
not
not
not
not

proc

proc.
proc.
proc.
proc.

.name in (su, sudo, lastlog, nologin, unix_chkpwd) and not container and

pname in (cron_binaries, systemd, systemd.postins, udev.postinst, run-parts) and
cmdline startswith "passwd -S" and

cmdline startswith "useradd -D" and

cmdline startswith "systemd --version" and

run_by_qualys and

run_by_sumologic_securefiles and

run_by_yum and

run_by_ms_oms and

run_by_google accounts_daemon and
chage_list and

user_known_user_management_activities

output: >

User management binary command run outside of container
(user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline parent=%proc.pname
gparent=%proc.aname[2] ggparent=%proc.aname[3] gggparent=%proc.aname[4])
priority: NOTICE
tags: [host, users, mitre_persistence]

)
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31.devBlFIZC7 7M1 ILZEERLT B : Create files below dev
TINA REEBTARANDTATSLUND /dev L FIZT7 7AIILEERLET, IL— XY D
FIZE/devIZT7AILERERTEOAHY £9,

- list: allowed_dev_files
items: [
/dev/null, /dev/stdin, /dev/stdout, /dev/stderr,
/dev/random, /dev/urandom, /dev/console, /dev/kmsg

]

- macro: user_known_create_files_below_dev_activities
condition: (never_true)

# (BRHMIIHATEF v I ZEBMTILENHIN L LNERA,
# https://bugs.launchpad.net/ubuntu/+source/rkhunter/+bug/86153)

- rule: Create files below dev
desc: creating any files below /dev other than known programs that manage devices. Some rootkits hide files in
/dev.
condition: >
fd.directory = /dev and
(evt.type = creat or ((evt.type = open or evt.type = openat) and evt.arg.flags contains O_CREAT))
and not proc.name in (dev_creation_binaries)
and not fd.name in (allowed_dev_files)
and not fd.name startswith /dev/tty
and not user_known_create_files_below_dev_activities
output: "File created below /dev by untrusted program (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline file=%fd.name container_id=%container.id image=%container.image.repository)"
priority: ERROR
tags: [filesystem, mitre_persistence]

32 AVTFMNBEC2A YR B VA AR T—3Y—EXADEEH : Contact EC2 Instance Metadata
Service From Container
AVTFIOBEC2A VAR VAR AR T—AY—ERIZBERLES ETHHAZRELET,

A=A/ A—HF—=IL—ILTF7AILTIE, SOIIVBEFF—/IN\—F4 FLT, EC2AZT—E~D
FORRZHALEZWVWAVTFAA—DERATRMIZFHET LI ENTEET, CDA A 2O falco
IW—=ILITF7AILTIE, FOEREHFAITREITRTOAVTFTFEHMBHEIELG VDT,
"container' ¥V OZFEYIRT ZET, ERaVTFHFEHFAINET, A—/N\—54 Fanf=<¥
AT, FHERDELSIZHYFET,

(container.image.repository = vendor/container-1 £ = &

container.image.repository = vendor/container-2 or ....)
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- macro: ec2_metadata_containers
condition: container

EC24 VAR VR TIE. 169.254.169.2541F4 YRR VRIS B A 3 T— R WMIGT 51-0IZ&E
RAENBRFANGIPTY, AVTFALIDIPIZT I ERATELVNKSICT A ENEF LMD L
nEtA,

- rule: Contact EC2 Instance Metadata Service From Container

desc: Detect attempts to contact the EC2 Instance Metadata Service from a container

condition: outbound and fd.sip="169.254.169.254" and container and not ec2_metadata_containers

output: Outbound connection to EC2 instance metadata service (command=%proc.cmdline connection=%fd.name
%container.info image=%container.image.repository:%container.image.tag)

priority: NOTICE

tags: [network, aws, container, mitre_discovery]

3B.aAVTFFIBITYERAET—a9—EXARAH : Contact cloud metadata service from
container
AVTTHIBITIR A VAREZ VR ART—A H—EXICHEELELI ETHHA TR
LET,

ZDIL—ILIEY T FIREBE(GCP, AWS, Azure) DA ERER E LTSIz, TI+ I L TIEERIC
HOTWEERBA, COIL—ILEZAMILENGER. RO/ AT EEELTLEEWL, L
T.22BDORVAFLEZTTEHILT, AZT—EAADTIRREHFALEZVIAVTFE T4
BYTFTBENTEET,

- macro: consider_metadata_access
condition: (never_true)

- macro: user_known_metadata_access
condition: (k8s.ns.name = "kube-system")

GCP. AWS. AzureTI&. 169.254.169.254l&, 41 VA AV RIZET B AR T—2 MBI 518
[CEASNBZEANEIPTT, AT —R ([IRBEICKIERBEBROMEFICEOLNSEAEEENHY T
ERS

- rule: Contact cloud metadata service from container

desc: Detect attempts to contact the Cloud Instance Metadata Service from a container

condition: outbound and fd.sip="169.254.169.254" and container and consider_metadata_access and not
user_known_metadata_access

output: Outbound connection to cloud instance metadata service (command=%proc.cmdline connection=%fd.name
%container.info image=%container.image.repository:%container.image.tag)

priority: NOTICE
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tags: [network, container, mitre_discovery]

34. O VT FH BK8S APIF—/S—~ D LVvE 4 : Contact K8S API Server From Container
AVTFFMNSDKSSAPI H—N—A~ADEWNShEFRELET,

A—AI/A—H—)L—ILT7A4ILT, A2TTAMSK8sAPIServeréEDA A Y FEHFRIESA T
WBR—LAR—RFEFAVTFAA—DFYVRA MY T LET, ChiE. K8BSAVITIFTRA S
DFv—BENO VT FTHTETINTWBREEZHN\—FE5818HYET.

- macro: k8s_containers
condition: >
(container.image.repository in (gcr.io/google_containers/hyperkube-amdé4,
gcr.io/google_containers/kube2sky, docker.io/sysdig/falco,
docker.io/sysdig/sysdig, docker.io/falcosecurity/falco,
sysdig/falco, sysdig/sysdig, falcosecurity/falco) or (k8s.ns.name = "kube-system"))
- macro: k8s_api_server
condition: (fd.sip.name="kubernetes.default.svc.cluster.local")

- macro: user_known_contact_k8s_api_server_activities
condition: (never_true)

- rule: Contact K8S API Server From Container
desc: Detect attempts to contact the K8S API Server from a container
condition: >
evt.type=connect and evt.dir=< and
(fd.typechar=4 or fd.typechar=6) and
container and
not k8s_containers and
k8s_api_server and
not user_known_contact_k8s_api_server_activities
output: Unexpected connection to K8s API Server from container (command=%proc.cmdline %container.info
image=%container.image.repository:%container.image.tag connection=%fd.name)
priority: NOTICE
tags: [network, k8s, container, mitre_discovery]

35. FHI L 75 L \K8s NodePorti&#i : Unexpected K8s NodePort Connection
AV T+ 5 K8MD NodePorts ZERAL K3 ETHRAZRELET,

A—AI/A—HFIL—ILTF7A4IILT, A2TFAMNSNodePortr—EXR LDV R Y FEFHFRISH
TWBaAVTFAA—DFVR MY TILET, ik, K8A VISR SV Fry—BERAOY
THTATEELTWAEEZNWN\—F 5L LnEFA, TIAILETIE, IRTOAVTFN
NodePortH—EX &MV A Y FEHFAISNTUVET,
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- macro: nodeport_containers
condition: container

- rule: Unexpected K8s NodePort Connection

desc: Detect attempts to use K8s NodePorts from a container

condition: (inbound_outbound) and fd.sport >= 30000 and fd.sport <= 32767 and container and not
nodeport_containers

output: Unexpected K8s NodePort Connection (command=%proc.cmdline connection=%fd.name
container_id=%container.id image=%container.image.repository)

priority: NOTICE

tags: [network, k8s, container, mitre_port_knocking]

- list: network_tool_binaries
items: [nc, ncat, nmap, dig, tcpdump, tshark, ngrep, telnet, mitmproxy, socat, zmap]

- macro: network_tool_procs
condition: (proc.name in (network_tool_binaries))

36. AVTF TRy r—UBB IO ADFEEE : Launch Package Management Process in Container
Nyr—CEB 0w R0 0T HFHATRITERE

A—AI/A—HF—I)L—ILTF7AIT, AVTTRONYr—SEB IO ADOELLFERICT Y
FFEEHZEZERLET. BIZIX, ULTOELSIZHYFET,

- macro: user_known_package_manager_in_container

condition: proc.cmdline="dpkg -1"

- macro: user_known_package_manager_in_container
condition: (never_true)

# AVTTRIFETHDCENFNR, Ny T —VEBEFA A —DEBETIRICTOLENHYFET,
- rule: Launch Package Management Process in Container
desc: Package management process ran inside container
condition: >
spawned_process
and container
" apt"
and package_mgmt_procs

and user.name !=

and not package_mgmt_ancestor_procs
and not user_known_package_manager_in_container
output: >
Package management process launched in container (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline container_id=%container.id container_name=%container.name
image=%container.image.repository:%container.image.tag)
priority: ERROR
tags: [process, mitre_persistence]
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37. A>T FRTDNetcat ) E— b a3— F=£T : Netcat Remote Code Execution in Container
Netcat 7OV S LXK, YUE—FI—FOERTE#ARIZT DT FTFATHELET,

- rule: Netcat Remote Code Execution in Container
desc: Netcat Program runs inside container that allows remote code execution
condition: >
spawned_process and container and

((proc.name = "nc" and (proc.args contains "-e" or proc.args contains "-c")) or
(proc.name = "ncat" and (proc.args contains "--sh-exec" or proc.args contains "--exec" or proc.args
contains "-e "
or proc.args contains "-c " or proc.args contains "--lua-exec"))
)
output: >

Netcat runs inside container that allows remote code execution (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline container_id=%container.id container_name=%container.name
image=%container.image.repository:%container.image.tag)
priority: WARNING
tags: [network, process, mitre_execution]

38.aAVTFTFATELLRY F7—9Y—)LD#EE) : Launch Suspicious Network Tool in Container
AVTTFRATEHLERY 7= Y—ILDKRH

- macro: user_known_network_tool_activities
condition: (never_true)

- rule: Launch Suspicious Network Tool in Container
desc: Detect network tools launched inside container
condition: >
spawned_process and container and network_tool_procs and not user_known_network_tool_activities
output: >
Network tool launched in container (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline
parent_process=%proc.pname
container_id=%container.id container_name=%container.name
image=%container.image.repository:%container.image.tag)
priority: NOTICE
tags: [network, process, mitre_discovery, mitre_exfiltration]

39. KRR P ETHFELRY FT7—9Y—)L%ZE : Launch Suspicious Network Tool on Host
CDIL—=ILET I CTIFEDZLE>TLWEREA, AHZLEWEEIE. ULTOYY OFEIE
LTLESLY,

- macro: consider_network_tools_on_host
condition: (never_true)

- rule: Launch Suspicious Network Tool on Host
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desc: Detect network tools launched on the host
condition: >
spawned_process and
not container and
consider_network_tools_on_host and
network_tool_procs and
not user_known_network_tool_activities
output: >
Network tool launched on host (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline
parent_process=%proc.pname)
priority: NOTICE
tags: [network, process, mitre_discovery, mitre_exfiltration]

- list: grep_binaries
items: [grep, egrep, fgrep]

- macro: grep_commands
condition: (proc.name in (grep_binaries))

40. 754 R— pFX—F=F/SXT— FDHEFE : Search Private Keys or Passwords
grep TCHTSAR— b X—F=FNRRT—FOFEHZERELET,

- list: grep_binaries
items: [grep, egrep, fgrep]

- macro: grep_commands
condition: (proc.name in (grep_binaries))

# IR T—K/ssh/A—H—GL EDTREMED H DL DEIERT 5 -ODFIRD DL LGSR,
- macro: grep_more
condition: (never_true)

- macro: private_key_or_password
condition: >
(proc.args icontains "BEGIN PRIVATE" or
proc.args icontains "BEGIN RSA PRIVATE" or
proc.args icontains "BEGIN DSA PRIVATE" or
proc.args icontains "BEGIN EC PRIVATE" or
(grep_more and
(proc.args icontains " pass " or
ssh " or
user "))

proc.args icontains
proc.args icontains "
)
- rule: Search Private Keys or Passwords
desc: >
Detect grep private keys or passwords activity.
condition: >
(spawned_process and
((grep_commands and private_key_or_password) or
(proc.name = "find" and (proc.args contains "id_rsa" or proc.args contains "id_dsa")))
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output: >
Grep private keys or passwords activities found
(user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline container_id=%container.id
container_name=%container.name
image=%container.image.repository:%container.image.tag)
priority:
WARNING
tags: [process, mitre_credential_access]

41. 05274 )LD% )7 : Clear Log Activities
BELOYI7A4ILDY ) 7 EBRE

- list: log_directories
items: [/var/log, /dev/log]

- list: log files
items: [syslog, auth.log, secure, kern.log, cron, user.log, dpkg.log, last.log, yum.log, access_log,
mysql.log, mysqld.log]

- macro: access_log_files
condition: (fd.directory in (log_directories) or fd.filename in (log_files))

# VUTARELGRTA FYR AT I7AILNDTL—RARILETY,
# ¥ 0Al% (fd.name startswith "/var/log/appl*") D& ST ST LEHELET,
- macro: allowed_clear_log_files

condition: (never_true)

- macro: trusted_logging images
condition: (container.image.repository endswith "splunk/fluentd-hec" or
container.image.repository endswith "fluent/fluentd-kubernetes-daemonset” or
container.image.repository endswith "openshift3/ose-logging-fluentd" or
container.image.repository endswith "containernetworking/azure-npm")

42. AT 79T 4 ET12D%Y )7 : Clear Log Activities
BEELROTI74ILDY ) 7 E#HRH

- rule: Clear Log Activities
desc: Detect clearing of critical log files
condition: >
open_write and
access_log files and
evt.arg.flags contains "O_TRUNC" and
not trusted_logging_images and
not allowed_clear_log_files
output: >
Log files were tampered (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline file=%fd.name
container_id=%container.id image=%container.image.repository)
priority:
WARNING
tags: [file, mitre_defense_evasion]
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43. T4 R 5309 T—242 ZHIk& : Remove Bulk Data from Disk
TARIMNONILIT—R2%EZ9 ) T7T5EHICETHROTOLREZRE

- list: data_remove_commands
items: [shred, mkfs, mke2fs]

- macro: clear_data_procs
condition: (proc.name in (data_remove_commands))

- macro: user_known_remove_data_activities
condition: (never_true)

- rule: Remove Bulk Data from Disk
desc: Detect process running to clear bulk data from disk
condition: spawned_process and clear_data_procs and not user_known_remove_data_activities
output: >
Bulk data has been removed from disk (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline
file=%fd.name container_id=%container.id image=%container.image.repository)
priority:
WARNING
tags: [process, mitre_persistence]

44. Sz JVER M) —ZHIBRET-IXBBIZZEE : Delete or rename shell history
DT )LER M —HIBRERE

- macro: modify_shell_history
condition: >
(modify and (

evt.arg.name contains "bash_history" or
evt.arg.name contains "zsh_history" or
evt.arg.name contains "fish_read_history" or
evt.arg.name endswith "fish_history" or
evt.arg.oldpath contains "bash_history" or
evt.arg.oldpath contains "zsh_history" or
evt.arg.oldpath contains "fish_read_history" or
evt.arg.oldpath endswith "fish_history" or
evt.arg.path contains "bash_history" or
evt.arg.path contains "zsh_history" or
evt.arg.path contains "fish_read_history" or
evt.arg.path endswith "fish_history"))

- macro: truncate_shell_history

condition: >
(open_write and (

fd.name contains "bash_history" or
fd.name contains "zsh_history" or
fd.name contains "fish_read_history" or
fd.name endswith "fish_history") and evt.arg.flags contains "O_TRUNC")

- macro: var_lib_docker_filepath
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condition: (evt.arg.name startswith /var/lib/docker or fd.name startswith /var/lib/docker)

- rule: Delete or rename shell history
desc: Detect shell history deletion
condition: >
(modify_shell history or truncate_shell history) and
not var_lib_docker_filepath and
not proc.name in (docker_binaries)
output: >
Shell history had been deleted or renamed (user=%user.name user_loginuid=%user.loginuid type=%evt.type
command=%proc.cmdline fd.name=%fd.name name=%evt.arg.name path=%evt.arg.path oldpath=%evt.arg.oldpath
%container.info)

priority:
WARNING
tags: [process, mitre_defense_evasion]

45.BashE X k1) —DHIER : Delete Bash History
bashE X 1) —HIRZ R H

CDIL—ILITEHETHY ., RLT R HINBZRETEHBY FEA. NV IR—FEDE#RME
FREDEDIZ, CTITBVTBLTLES WL, L—IL YT ILDOBRZEIBRLEYEZBZZEELE
YT DL, METIEIDIL—ILEFESISONFELLTLELD,

- rule: Delete Bash History
desc: Detect bash history deletion
condition: >
((spawned_process and proc.name in (shred, rm, mv) and proc.args contains "bash_history") or
(open_write and fd.name contains "bash_history" and evt.arg.flags contains "O_TRUNC"))
output: >
Shell history had been deleted or renamed (user=%user.name user_loginuid=%user.loginuid type=%evt.type
command=%proc.cmdline fd.name=%fd.name name=%evt.arg.name path=%evt.arg.path oldpath=%evt.arg.oldpath
%container.info)
priority:
WARNING
tags: [process, mitre_defense_evasion]

- macro: consider_all_chmods
condition: (always_true)

- list: user_known_chmod_applications
items: [hyperkube, kubelet]

46. Setuid F1=I% Setgid E v F Z#ERE : Set Setuid or Setgid bit
coxyalk BEIZELTA—HF—IL—ILTH—N—=34 FTIRENIHBYET., ThiF. 5
ZbNt=7 T4 — 3 Uhluser_known_chmod_applications 1) R F TREICEHINBZRETIE
T BEDEBTOHERINIRNEZTHIGHEICENTY,
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- macro: user_known_set_setuid_or_setgid_bit_conditions
condition: (never_true)

- rule: Set Setuid or Setgid bit
desc: >
When the setuid or setgid bits are set for an application,
this means that the application will run with the privileges of the owning user or group respectively.
Detect setuid or setgid bits set via chmod
condition: >
consider_all chmods and chmod and (evt.arg.mode contains "S_ISUID" or evt.arg.mode contains "S_ISGID")
and not proc.name in (user_known_chmod_applications)
and not exe_running_docker_save
and not user_known_set_setuid_or_setgid_bit_conditions
output: >
Setuid or setgid bit is set via chmod (fd=%evt.arg.fd filename=%evt.arg.filename mode=%evt.arg.mode
user=%user.name user_loginuid=%user.loginuid process=%proc.name
command=%proc.cmdline container_id=%container.id container_name=%container.name
image=%container.image.repository:%container.image.tag)
priority:
NOTICE
tags: [process, mitre_persistence]

47.BLI72 74 ILT 1 LY MY DR : Create Hidden Files or Directories
ERENFEBLIZAILOT ALY B ZHRH

- list: exclude_hidden_directories
items: [/root/.cassandra]

# ZOI—I)ILEFERT HIZIE. consider_hidden_file creationZEETIZHEMNHY ET,
- macro: consider_hidden_file_creation
condition: (never_true)

- macro: user_known_create_hidden_file_activities
condition: (never_true)

- rule: Create Hidden Files or Directories
desc: Detect hidden files or directories created
condition: >
((modify and evt.arg.newpath contains "/.") or
(mkdir and evt.arg.path contains "/.") or
(open_write and evt.arg.flags contains "O_CREAT" and fd.name contains "/.
(exclude_hidden_directories))) and

and not fd.name pmatch

consider_hidden_file_creation and
not user_known_create_hidden_file_activities
output: >
Hidden file or directory created (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline
file=%fd.name newpath=%evt.arg.newpath container_id=%container.id container_name=%container.name
image=%container.image.repository:%container.image.tag)
priority:
NOTICE
tags: [file, mitre_persistence]
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48. A TFTTYE—FI7 74 )LaE—Y—)L%EE : Launch Remote File Copy Tools in Container
AVTTFRTEHLEZVE—FI7AIILaE—Y—LEHKE

- list: remote_file_copy_binaries
items: [rsync, scp, sftp, dcp]

- macro: remote_file_copy procs
condition: (proc.name in (remote_file_copy binaries))

# A—Y—FIOI/0ELEELT, AVTFFRATYE—+IF7AILIE—Y—ILE
# ERATE-ODHRELEHERET PLEASAHYET .
- macro: user_known_remote_file_copy_activities

condition: (never_true)

- rule: Launch Remote File Copy Tools in Container
desc: Detect remote file copy tools launched in container
condition: >
spawned_process
and container
and remote_file_copy_procs
and not user_known_remote_file_copy_activities
output: >
Remote file copy tool launched in container (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline parent_process=%proc.pname
container_id=%container.id container_name=%container.name
image=%container.image.repository:%container.image.tag)
priority: NOTICE
tags: [network, process, mitre_lateral_movement, mitre_exfiltration]

- rule: Create Symlink Over Sensitive Files
desc: Detect symlink created over sensitive files
condition: >
create_symlink and
(evt.arg.target in (sensitive_file_names) or evt.arg.target in (sensitive_directory_names))
output: >
Symlinks created over senstivie files (user=%user.name user_loginuid=%user.loginuid command=%proc.cmdline
target=¥evt.arg.target linkpath=%evt.arg.linkpath parent_process=%proc.pname)
priority: NOTICE
tags: [file, mitre_exfiltration]

49. — BB A F—T—ILR— bADT Y b9 Y FE#HZ R : Detect outbound connections to
common miner pool ports

A F—ILEE,. —BHGER— TS F—T—ILICERLET,

- list: miner_ports
items: [
25, 3333, 3334, 3335, 3336, 3357, 4444,
5555, 5556, 5588, 5730, 6099, 6666, 7777,
7778, 8000, 8001, 8008, 8080, 8118, 8333,
8888, 8899, 9332, 9999, 14433, 14444,
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45560, 45700

- list: miner_domains
items: [
"asial.ethpool.org","ca.minexmr.com",
"cn.stratum.slushpool.com","de.minexmr.com",
"eth-ar.dwarfpool.com","eth-asia.dwarfpool.com",

"eth-asial.nanopool.org","eth-au.dwarfpool.com",

"eth-aul.nanopool.org","eth-br.dwarfpool.com",

"eth-cn.dwarfpool.com","eth-cn2.dwarfpool.com",

"eth-eu.dwarfpool.com","eth-eul.nanopool.org",

"eth-eu2.nanopool.org","eth-hk.dwarfpool.com",

"eth-jpl.nanopool.org","eth-ru.dwarfpool.com"”,

"eth-ru2.dwarfpool.com", "eth-sg.dwarfpool.com”,

"eth-us-eastl.nanopool.org","eth-us-westl.nanopool.org",

"eth-us.dwarfpool.com","eth-us2.dwarfpool.com",
"eu.stratum.slushpool.com","eul.ethermine.org",
fr.minexmr.com",

"mine.moneropool.com", "mine.xmrpool.net",

"eul.ethpool.org",

"pool.minexmr.com", "pool.monero.hashvault.pro”,

"pool.supportxmr.com","sg.minexmr.com",

"sg.stratum.slushpool.com","stratum-eth.antpool.com",

"stratum-1ltc.antpool.com","stratum-zec.antpool.com",

"stratum.antpool.com", "us-east.stratum.slushpool.com",

"usl.ethermine.org","usl.ethpool.org",

"us2.ethermine.org","us2.ethpool.org",

"xmr-asial.nanopool.org","xmr-aul.nanopool.org",

"xmr-eul.nanopool.org","xmr-eu2.nanopool.org",

, "Xmr-us-eastl.nanopool.org",

"xmr-us-westl.nanopool.org","xmr.crypto-pool.fr",

"xmr-jpl.nanopool.org

"xmr.pool.minergate.com"

]

- list: https_miner_domains
items: [

"ca.minexmr.com",
"cn.stratum.slushpool.com”,
"de.minexmr.com",
"fr.minexmr.com",
"mine.moneropool.com",
"mine.xmrpool.net",
"pool.minexmr.com",
"sg.minexmr.com",
"stratum-eth.antpool.com",
"stratum-1tc.antpool.com",
"stratum-zec.antpool.com",
"stratum.antpool.com",
"xmr.crypto-pool.fr"

- list: http_miner_domains
items: [
"ca.minexmr.com",
"de.minexmr.com",
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"fr.minexmr.com",
"mine.moneropool.com",
"mine.xmrpool.net",
"pool.minexmr.com",
"sg.minexmr.com",
"xmr.crypto-pool.fr"

#

YT RIAZ T DICIZEDNTIL—ILEEMNT S

- macro: minerpool_https
condition: (fd.sport="443" and fd.sip.name in (https_miner_domains))

- macro: minerpool_http
condition: (fd.sport="80" and fd.sip.name in (http_miner_domains))

- macro: minerpool_other
condition: (fd.sport in (miner_ports) and fd.sip.name in (miner_domains))

- macro: net_miner_pool
condition: (evt.type in (sendto, sendmsg) and evt.dir=< and (fd.net != "127.0.0.0/8" and not fd.snet in
(rfc_1918 addresses)) and ((minerpool_http) or (minerpool_https) or (minerpool_other)))

- macro: trusted_images_query_miner_domain_dns
condition: (container.image.repository in (docker.io/falcosecurity/falco, falcosecurity/falco))
append: false

# COIL—ILET T4 FTREHCHE>TOET,
# JEE: falcold, HHEDRETT 7 — FESIERCTAIREEDHDIYA T —T—IL KA VEMBRT HT=HIIDNSY VTR FEEEFEL
F9,
- rule: Detect outbound connections to common miner pool ports

desc: Miners typically connect to miner pools on common ports.

condition: net_miner_pool and not trusted_images_query_miner_domain_dns

enabled: false

output: Outbound connection to IP/Port flagged by cryptoioc.ch (command=%proc.cmdline port=%fd.rport
ip=%fd.rip container=%container.info image=%container.image.repository)

priority: CRITICAL

tags: [network, mitre_execution]

50.Stratum 70 FaJLEFERA L= U T AL F—O#HRH : Detect crypto miners using the Stratum
protocol
YA F—IXEE. 'stratum+tcp' TR E AURITHEBEEDIA VT T—ILEEELET,

- rule: Detect crypto miners using the Stratum protocol
desc: Miners typically specify the mining pool to connect to with a URI that begins with 'stratum+tcp'
condition: spawned_process and proc.cmdline contains "stratum+tcp”
output: Possible miner running (command=%proc.cmdline container=%container.info
image=%container.image.repository)
priority: CRITICAL
tags: [process, mitre_execution]
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51. A>T 7R Tdocker? 54 7 > FMEITE 1= : The docker client is executed in a container
AVTFTAHATKES Y 5470 MY—ILDOETHERE

- list: k8s_client_binaries
items: [docker, kubectl, crictl]

- list: user_known_k8s_ns_kube_system_images
items: [
k8s.gcr.io/fluentd-gcp-scaler,
k8s.gcr.io/node-problem-detector/node-problem-detector

- list: user_known_k8s_images
items: [
mcr.microsoft.com/aks/hcp/hcp-tunnel-front

# Whitelist for known docker client binaries run inside container
# - k8s.gcr.io/fluentd-gcp-scaler in GCP/GKE
- macro: user_known_k8s_client_container

condition: >

(k8s.ns.name="kube-system" and container.image.repository in (user_known_k8s_ns_kube_system_images)) or

container.image.repository in (user_known_k8s_images)
- macro: user_known_k8s_client_container_parens

condition: (user_known_k8s_client_container)

- rule: The docker client is executed in a container

desc: Detect a k8s client tool executed inside a container

condition: spawned_process and container and not user_known_k8s_client_container_parens and proc.name in
(k8s_client_binaries)

output: "Docker or kubernetes client executed in container (user=%user.name user_loginuid=%user.loginuid
%container.info parent=%proc.pname cmdline=%proc.cmdline
image=%container.image.repository:%container.image.tag)"

priority: WARNING

tags: [container, mitre_execution]

52. AT FRTINTY FYSy FHRMER S hT= : Packet socket created in container
AVTFTHRDTNARARSAINOSILL N2 LRILT/INT Y FYS Y FERELET, N5y bY
7y bE, MEHIZK D ARPR T—T 4 2 J O4FEF K (CVE-2020-14386) IZFIFH S L D ATEEMEA
HYEI,

# COIL—ILIETIHILFTERITE>TUVET,

# EBHIZLEVSEE, UTOYIO0ZBELET,

- macro: consider_packet_socket_communication
condition: (always_true)

- list: user_known_packet_socket_binaries
items: []

- rule: Packet socket created in container
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desc: Detect new packet socket at the device driver (OSI Layer 2) level in a container. Packet socket could be
used for ARP Spoofing and privilege escalation(CVE-2020-14386) by attacker.

condition: evt.type=socket and evt.arg[@]=AF_PACKET and consider_packet_socket_communication and container and
not proc.name in (user_known_packet_socket_binaries)

output: Packet socket was created in a container (user=%user.name user_loginuid=%user.loginuid
command=%proc.cmdline socket_info=%evt.args container_id=%container.id container_name=%container.name
image=%container.image.repository:%container.image.tag)

priority: NOTICE

tags: [network, mitre_discovery]

53. O—AIY TRy DRy k77— E# - Network Connection outside Local Subnet
A—AILY TRy FADAA—AD S Ta v EBRHELET,

# O—HILF TRy MO RY FT—98E] L—ILEZEDIZT BIZIE. (always_true)lZEBELET,
- macro: enabled_rule_network_only_ subnet
condition: (never_true)

#TIOMNOURRZI T4V EFDIEEHASN TS A—D
- list: images_allow_network_outside_subnet
items: []

#IL—INERAESN S R—LAR—R
- list: namespace_scope_network_only_subnet
items: []

- macro: network_local_subnet
condition: >
fd.rnet in (rfc_1918 addresses) or
fd.ip = "0.0.0.0" or
fd.net = "127.0.0.0/8"

## TRAMDAE:

# # <% HOenabled_rule_network_only subnetZ&{4: always_truelZZEEBLFET

# # namespace_scope_network only subnetlZ'default' ZEMNT %

# # Run:

# kubectl run --generator=run-pod/vl -n default -i --tty busybox --image=busybox --rm -- wget google.com -0

/var/google.html
# # ETHOOTEFI VY

- rule: Network Connection outside Local Subnet
desc: Detect traffic to image outside local subnet.
condition: >
enabled_rule_network_only subnet and
inbound_outbound and
container and
not network_local_subnet and
k8s.ns.name in (namespace_scope_network_only subnet)
output: >
Network connection outside local subnet
(command=%proc.cmdline connection=%fd.name user=%user.name user_loginuid=%user.loginuid
container_id=%container.id
image=%container.image.repository namespace=%k8s.ns.name
fd.rip.name=%fd.rip.name fd.lip.name=%fd.lip.name fd.cip.name=%fd.cip.name fd.sip.name=%fd.sip.name)
priority: WARNING
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tags: [network]

5. 79 FRO U FERRBA VNIV E RS T4 v I BEAShizd—"—DF0ER &KR— FTH

U\ : Outbound or Inbound Traffic not to Authorized Server Process and Port
HA SN —N\TOERER—FUND S T4 v ERELET,

- macro: allowed_port
condition: (never_true)

- list: allowed_image
items: [] # BERICA A—T%:BM, #l: bitnami/nginx

- list: authorized_server_binaries

items: [] # A9 %/N1F)—~3EM, #l: nginx

- list: authorized_server_port

items: [] # A9 %H/R— bZiBM, fl: 8o

# TR MDFE

kubectl run --image=nginx nginx-app --port=80 --env="DOMAIN=cluster"

kubectl expose deployment nginx-app --port=80 --name=nginx-http --type=LoadBalancer
# On minikube:

minikube service nginx-http

# On general K8s:

kubectl get services

kubectl cluster-info

# NginxDY—ERXER—FEBRBLTIEEL,

# L—ILERDR—FERBL, TOEREBZERLT. BETAMLTAHTLIEELY,

H OH H OH HF O OH OH H H

- rule: Outbound or Inbound Traffic not to Authorized Server Process and Port
desc: Detect traffic that is not to authorized server process and port.
condition: >

allowed_port and
inbound_outbound and
container and
container.image.repository in (allowed_image) and
not proc.name in (authorized_server_binary) and
not fd.sport in (authorized_server_port)
output: >
Network connection outside authorized port and binary
(command=%proc.cmdline connection=%fd.name user=%user.name user_loginuid=%user.loginuid
container_id=%container.id
image=%container.image.repository)
priority: WARNING
tags: [network]
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55. 3T FRDSTDOUT/STDINE Ry R T—V &I #4 LY FT 5 : Redirect STDOUT/STDIN
to Network Connection in Container
AVTFTFRHEDRY D —SEEAD stdout/stdin DY) B4 LY F&EE () /N\—X o )LOAEEM
HY)

- macro: user_known_stand_streams_redirect_activities
condition: (never_true)

- rule: Redirect STDOUT/STDIN to Network Connection in Container

desc: Detect redirecting stdout/stdin to network connection in container (potential reverse shell).

condition: evt.type=dup and evt.dir=> and container and fd.num in (@, 1, 2) and fd.type in ("ipv4", "ipvé")
and not user_known_stand_streams_redirect_activities

output: >

Redirect stdout/stdin to network connection (user=%user.name user_loginuid=%user.loginuid %container.info

process=%proc.name parent=%proc.pname cmdline=%proc.cmdline terminal=%proc.tty container_id=%container.id
image=%container.image.repository fd.name=%fd.name fd.num=%fd.num fd.type=%fd.type fd.sip=%fd.sip)

priority: WARNING

56. A>77F F') 27 F#H (chmod) : Container Drift Detected (chmod)
chmodIZ& Y aUTFRHIZERSINEHLWLWETIZ7M4IIL

AVTFTRIZHELOLDETI7ZAUNMERESNZ E. UTO200TF KU T RL—ILHAEE L
Fd, ETIT7AILNEERT BICIE, ETEREZH -7 ILEERTSAEL. BBFEDO D 7
AIVD¥ERZEB L TERT DHED2ODHENHY F9, F LU sysdig 7 « /LA is_open_exec
ZHEALT. ETHERDOH L 77 M ILBMER SN ESINERAX, I TFHADETD chmod
#rL—RLET, CTTE—HFY FELTWARI—RY—XRIE, avTFO—EHELTIOYT
SENTVWEVLWI—FZEETLEISETEHHATT (FUTH) -BEOHD. HHWEar T4
TURICEIML TWVEWATREMD HDEFEETY .

2ODFERBHBYET,

DNIFEAEDFE. 'dockercp' (IEFEINFEAUN. REENAVTTDSUEALT—EVIC
TORALIIGE., T TICHEHEZE>TLWAERELTVLET,

2AVTFAREILREINTWVBRRETIERFY 7 FL—ILH/ 4 X275 (dockerEJL R7E &

IND2DDIL—ILIET 74 IL FTIEEDIZE>TOWERA., ¥ OEHT never_true’ ZEAL
TEMZLET,

- macro: user_known_container_drift_activities

\
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condition: (always_true)

- rule: Container Drift Detected (chmod)
desc: New executable created in a container due to chmod
condition: >
chmod and
consider_all_chmods and
container and
not runc_writing exec_fifo and
not runc_writing_var_lib_docker and
not user_known_container_drift_activities and
evt.rawres>=0 and
((evt.arg.mode contains "S_IXUSR") or
(evt.arg.mode contains "S_IXGRP") or
(evt.arg.mode contains "S_IXOTH"))
output: Drift detected (chmod), new executable created in a container (user=%user.name
user_loginuid=%user.loginuid command=%proc.cmdline filename=%evt.arg.filename name=%evt.arg.name
mode=%evt.arg.mode event=%evt.type)
priority: ERROR

57.a>77F FY 7 F&EH(opentcreate) : Container Drift Detected (open+create)
opentcreatelZ &k Y AV TFRIZER SN LWVET I 71

Container Drift Detected (open+create)|ZIZFALCO_ENGINE_VERSION 6 5\ ETY,

- rule: Container Drift Detected (open+create)
desc: New executable created in a container due to open+create
condition: >
evt.type in (open,openat,creat) and
evt.is_open_exec=true and
container and
not runc_writing_exec_fifo and
not runc_writing_var_lib_docker and
not user_known_container_drift_activities and
evt.rawres>=0
output: Drift detected (open+create), new executable created in a container (user=%user.name
user_loginuid=%user.loginuid command=%proc.cmdline filename=%evt.arg.filename name=%evt.arg.name
mode=%evt.arg.mode event=%evt.type)
priority: ERROR

58.C2H—/\AD T b/3™2 > FEEH : Outbound Connection to C2 Servers
ORIV FA— LY —NRADT Y bNH Y RiEGEERH

- list: c2_server_ip list
items: []

- rule: Outbound Connection to C2 Servers
desc: Detect outbound connection to command & control servers
condition: outbound and fd.sip in (c2_server_ip list)
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output: Outbound connection to C2 server (command=%proc.cmdline connection=%fd.name
user=%user.name user_loginuid=%user.loginuid container_id=%container.id
image=%container.image.repository)

priority: WARNING
tags: [network]

59.Linux A—RILEDa—ILDA P x93 %KY : LinuxKernel Module Injection Detected
(AVTFFIDB)A—RILED2a—INM 0PI bEhi=lEEBRELELT,

- list: white_listed_modules
items: []

- rule: Linux Kernel Module Injection Detected
desc: Detect kernel module was injected (from container).
condition: spawned_process and container and proc.name=insmod and not proc.args in (white_listed_modules)
output: Linux Kernel Module injection using insmod detected (user=%user.name user_loginuid=%user.loginuid
parent_process=%proc.pname module=%proc.args)
priority: WARNING
tags: [process]

60. A>T+ %I— ba—H & LTEST : Container Run as Root User
root I—H—¢L LTEHEL TSV TR

COL—ILEFTIAIETREREDITLE-TEY., FIL—ba2TFRY—DERAEIN TS
BIEAMTIDELHYET, I—HFR—LRR—ZANFEHINTWEEE. HIZE
userns-remap NEMIZHE > TWBRBELZEX, COIL—ILITHFAEYICIEEELGZWLI EITEE
LTS,

- list: run_as_root_image_list
items: []

- macro: user_known_run_as_root_container
condition: (container.image.repository in (run_as_root_image_list))

# COIL—ILETIHIL FTREMCAES>TEY, FL—FIVTHFRYS—DBRASNTVIEEFENCT ILENHYET,
# A—HPR—LAR—ZANBEAINTWNSEE, HZIEL userns-remap DNEAMIZHE > TNEIBAELEIX. ZOIL—ILIZEEEY (CIXE
FELAENWZ LITEEL TS,
- rule: Container Run as Root User

desc: Detected container running as root user

condition: spawned_process and container and proc.vpid=1 and user.uid=0 and not
user_known_run_as_root_container

enabled: false

output: Container launched with root user privilege (uid=%user.uid container_id=%container.id
container_name=%container.name image=%container.image.repository:%container.image.tag)

priority: INFO

tags: [container, process]
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