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Sysdig Labs

Here you can find new functionalities or improvements we have in beta. Try them out and tell us what you think!

: Validate your container infrastructure against regulatory compliance frameworks. Currently PCl is available, with SOC2, NIST, and
Compliance m .
more to come
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Reports.

Compliance  PCI3.2 & Download CSV

Commeon Fixes
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55% 14 I ' 7ot Coircs
@ Enable a Policy with Falco Rules >
R Pass silec
Affects 11 centrol(s)
@ Create a Policy with Falco Rules >
Affecna & controle) @ Build and Maintain a Secure Network and Systems c ssed >
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O joti > @ Protect Cardholder Data > >
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@ Maintain a Vulnerability Management Program C )ls Passed >
@ Implement Strong Access Control Measures C C )ls Passed >
@ Regularly Monitor and Test Networks [ Is Passed »
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Reports

Compliance  PCI_3.2 & Download CSV

Common Fixes
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o 55 70 1 4 I ;1 Total Controls
@ Enable a Policy with Falco Rules v 5 s
Affects 11 control(s) ass .
2.4 Inventory of system components e et §

« Check Proofs

€ 2.6 Shared hosting isclation protection 2 s Passed >
© Remediation Procedure

Enable "Unexpected Process Activity” Policy with Falco rule *Change thread namespace’
wable a Policy with Falco Rules
@ Create a Policy with Faleo Rules v
Affects 4 control(s)
Enable ‘Payment Card Industry Data Security Standard (PCI DSS)" Policy with Falco rule ‘Change thread namespace
Enable a Policy with Falco Rules

@ Protect Cardholder Data Controls Passed %

@ Enable a Policy with Falco Rules and 5
Notification Channel @ Maintain a Vulnerability Management Program ¢ ls Passed >

Affects 2 control(s)

@ Implement Strong Access Control Measures 32 ¢ Jls Passed ¥
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https://www.pcisecuritystandards.org/documents/PCI_DSS-QRG-v3_2_1.pdf
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