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Sysdig SecureDLUURIN/NA—L 3 U TlE, COED2—LIFaVTSATUREFEEINhTWNELT=,

Center for Internet Security (CIS) [, ITVRTLEBENDREUEZHER T HE-ODEELLINERDF
I—=9. HARSA2, RR+TSU T4 REFHTLTWET, £, RedhatlEOpenshift 3.10/3.11
DSRBEEATEEODRRA N IS O T A AOBERZFTEO-aAVTFEXL) T4 H4 FERT
LTWLWFEY,

Sysdig SecurelZlE. BEHKDIRFEICH L TEITRIEELGADDR U FI—VDEENEENTVET,

e CISDocker 1.2

e CISKubernetes 1.3/1.4/1.5

o CISTARKM)EA—=3 AT RUT Y PLinux1.1.0
e Redhat Container Security Guide 3.10/3.11

NEDRUFI—V(E, 320D TOT I LA TENLTEITTEHIIENTEET,

e DockerR>F<T—4% : CISDockerf
e KubernetesR > F<T—% : CISKubernetes&Redhata 57+ +xa) T4 HA K
e LInuXxRUFT—4Y :CISTARM)EaA—3rD=HDOML LT Linux

SysdigR VU FI—I TR FOEREA

CISRUFI—H1F, 23— Y b RTLDRELEBEDOAR TS0 F 4 ATY, Sysdigld.
Kubernetes, Linux. DockerWE#4A/\—2 3 V([ LT, ThoDZEEIh-ar brO—)LEEE
LTWET,
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https://www.cisecurity.org/
https://www.cisecurity.org/benchmark/docker/
https://www.cisecurity.org/benchmark/kubernetes/
https://www.cisecurity.org/benchmark/distribution_independent_linux/
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html/container_security_guide/index

2R DERE

FLOWARVEFERALT, TR MOBE, BEXRI—T, 8LUVIAVTSATURFIVIDRY
CA—LENEEERELEY., Tz, BRUKR—MORTAEZETAILEIUITTHIELTE
FT AVFI—V FRIVDBHLSRL TSN,

TR FDEST
BRAIDERESND E. SysdigSecure (FUTD LS IZHYET,

o I—CxVrDFIvIERIBL. VATLERZCISODRR N TSV T4 RIZBLLTHHLE
ERR
o NDRARIVDEREZRETS

LAR—FMERODLE 21—
BROMNEfFTENBE, BER—JIZRFRESN, LIR—bELTHERTEHENTEET,

Results » Kubernetes Compliance Check s Download C8Y

16 A Completed on Result Schema  Kubernetes Benchmark 1.5
ail Host Mac = = Host Name =
4.1 Worker Node Configuration Files 4.1. Worker Node Configuration Files
4.2 Kubelet © 41.1 @ Ensure that the kubelet service file permissions are set to 644 or more restrictive (Scored)
©® 412 @ Ensurethat the kubelet service file ownership is set to rootroot (Scored)
©® 413 @ Ensure that the proxy kubeconfig file permissions are set to 644 or more restrictive (Scored)
© 414 © Ensure that the proxy kubeconfig file ownership is set to rootroot (Scored)

e

4.1.5 @ Ensure that the kubelet.conf file permissions are set to 644 or more restrictive (Scored)
@ 476 @ Ensure that the kubelet.conf file ownership is set to rootroot (Scored)
41.7 @ Ensure that the certificate authorities file permissions are set to 644 or more restrictive (Scored)

©® 4.1.8 @ Ensure that the client certificate authorities file ownership is set to root:reot (Scored)

= M 430 M Concesshed ke by halat configuration file has permissions set to 644 or more restrictive (Scored)
sure.sysdig.com/#/benchmarks/6b701131-f361-470e-9502-6e122c¢15352d/4.1

XVFI—V AR IRDLVEa—

Consolidated Benchmark A Y Z R (&, TI7AIL DAV TSATUORE S aR—FEREIFARAE
VARXREN-aAVTSAT7URE Yy aR— Ko, SysdigMonitor THLHERT A ENTEET,
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Explore

=: Hosts & Containers + [ Compliance (Docker)

Q Search environmen Scope: Entire Infrastructure
~ Entire Infrastructure (1)

> ip-172-31-63-204 (23)

3

Benchmark Score Benchmark Score Over Time

No comparable data for 1 day ago 05:45:

More options

Overall Pass % 5 Pass % Over Time

68.3

.
No comparable data for 1 day ago 05:45
Time: Maximum Group: Average Metric: compliance.docker-bench.pass...

Pass % By Section Pass % By Section Over Time

Back to Explore Table

LR— D1 L2 ZBBT S

TRAMLR—FDRTRENREITAXLT, HIZE, BEEOSWMEROAZRTLEZY., BIRLT-

AV FO—ILDERERRLEYTEHIENTEZET,

T4ILE1E. LR—FDRRIZOAFEEEZSZEHEMB LNFRFEAL (ZT—Dz 2 b - /N\—2 32970
LR « EIZTRAMZERETSHANE LG EIZEELTLEFEW (=Y b N—=23 Y

9.70LUF%) HAREZLEBERIZODNWTEHLEBREL TS,

B ULWA—2 3 U TlE. Benchmark TaskR— < DReportD FT. Lik—rZ 74 RV LET,

o HRAELGERZER
o RUFI—IUDN—2arEERL
o FATFAINTAIILEAEERT B,
o HAaMaY FA—LERIRNBIRFBHRLET,

&) sysdig



Results » Schedule > Kubernetes Compliance Check cancet | ([N I

Name Kubernetes Compliance Check

Type Kubernetes Benchmark

Schedule Twice a day 6am, 6 pm UTC I
Scope

Report All Tests @ Custom Selection

Kubernetes Benchmark 1.4

All - Profile Level

> 1
Level 1 Profile
3 > 1
a Level 2 Profile
Sl TR

> 1.4 Configuration Files

> 15 Eted
> 1.6 General Security Primitives
M 3 17 PodSerurity Policies

SOtV Va EHREEALT, BEROPRZEMBEL TS,

HRZ2LERICDONT
TZ4NLR2 )T L—ILIFLAR—FIZERINA, TR FERIZITERASINEEA,

o EEHTRAIMIEFTINFTH, BRE2L—IIH/ESNFET,

o FTICIETINTWSIBREDIRVIZTA LA EERTDE., T4 Ea—FBERELR—F
[CH->TERAINET,

o JAIILZDEREMBRISE. BELHENBURTREINET,

RUOFI—H/I\—23I[ZD0L\T
CISI&. Kubernetest°DockerY 7 bz 7D/N\N—2 3 VIZRIET B--F=12L. B—TIXHEW--R2F
I—9N—=a3 EFEITLET, UTOIYEVIRESHELTLESL,

nN—=oavi—j

o LIR—FZEHREIARX/T4ILEY) VT LIEWEE., SysdigT—2 x> MIREN—C a0 %
BERHE L., }ied 23/ 3 —2a DAV FT— ar bO—)ILEZETLET,
o RUFT—HUN—U a3 FEELEBA,. LIR— I IIL2 5 BRI ZIENTEET,

&)sysdig /



o TRAMN=U3aUABREN—U3VE-HLABMER, T4 EREN, $XTOTR b+
ARREINEY,

Kubernetes D/A\—< 3 oy EVY
¥) CIS1.0. 1.1, 1.203F#E TS,

CIS Benchmark Ver. Kubernetes Ver. Sysdig Agent Targets

CI51.3 Kubernetes v 1.11-112 all Master control plane, Node, Etcd, Policies
CIS 1.4 Kubernetes v 1.13-1.14 all Master control plane, Node, Etcd, Policies
CIS 1.5 Kubernetes v 1.15- all Master control plane, Node, Eted, Policies
RH 0.7 Red Hat OpenShift  OCP 3.10-3.11 va.7- Master node

hardening guide

CIS1L6e Kubernetes v1.16- v10.6- Master control plane, Node, Etcd, Policies
GKE 1.0 GKE v10.6- Master control plane, Node, Etcd, Policies, Managed services
EKS 1.0 EKS v.10.6- Control plane, Node, Policies, Managed services

Sysdigld LA FTDT 4 A MY Ea— 3 vDKubernetesR o FI—I FA REHR—FLTULET,
e [BMIKS: IBM Kubernetes Service

FECISARUFIT—V % IKSICH LTETTHE. IBMBAFEDIVR—FRY FEEBRET H5HE
IZEY. —HORKOBRENSRET ZTRMMS Y ET. BMH S OF )
f2E L

e Rancher RKE: Rancher Kubernetes T> < >

¥ : RKEIZ® L TCISAR U FI—Y #F1TF 5 &, RancherbMED I VHR—R > bZE2T 704
THIAEIZKY ., KBROBEENRET EENHYET, L CI[FRancherE ZE -
Ly,

Linux ROF/I—S 3>
Linux Benchmarks (f51: 20 & 1.1) (I ELELHLFEBD Linux TA A M) Ea— 3 UTEMELET,

\
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https://cloud.ibm.com/docs/containers?topic=containers-cis-benchmark
https://cloud.ibm.com/docs/containers?topic=containers-cis-benchmark
https://rancher.com/docs/rancher/v2.x/en/security/rancher-2.1/benchmark-2.1/#known-scored-control-failures
https://rancher.com/docs/rancher/v2.x/en/security/rancher-2.1/benchmark-2.1/#known-scored-control-failures

Docker®/A— 3w vEVY

CIS Benchmark Version Sysdig Report Filter

CiIS_Docker_Community_Edition_Benchmark_v11.0 Docker 1.0

FA77AILLRIIZDINT
CISTIE. UTDELII2DDLARNILDTRACEEHZELTVWET,

Sysdig Secure Tl&, FIARUVFI—V[FEICETINEFTHA. LR—FDRTEIT4ILRYTL
T. REBE(LRALLITOT7M4IL) DFERODAERTLIZY., EhoF ) (LRII2ER) DEROA %
RRLI-YTBIENTEET,

CISFAQ& Y
o LRANITATPAI : A vy—LBEICRE

NEYRECEETE, NI+ TV VRICKELGEEZEZ LV SICHRH SN TLWAERY
BERZEIFLEZONET, LRANL1TOT7AMILORUFI—DEBIE. U OERT
B ML, ECRABEFETHITFEVESIZLENDS., HBoREREEFR ST T,

o LRL2TATFZAN: KBBRLEF v, JYRELFI VY

MAHDRS ] EZALGNTEY ., EFXF1 U TAHAREERSNIBEREZMRELTVET,
LAN2TO T 74 IVICEES HERFREF, BUICKRESATOERWNES, FLETLEEER
ZIHOTICERE LGS, BBICEEZEEZRIFIAREENAHY FT,

FEER

SysdigSecure 1 23—z —RX T, [AlZFBIRT D&, LRILLELRL2O\ADIY FE—IILE
SUHEMLLKR— EARTEIAET,

BEENOSVNIY FO—ILDHEELLKR— FERTT BICIE, [Level 1]ZRRLFET,

&)sysdig 7


https://www.cisecurity.org/cis-benchmarks/cis-benchmarks-faq/

LRW2ERRT D& LALLM SNEBEEDENI Y FO—LDAZEL LR— FART

SNFEI,

RVFI—VBZRYDERTE
RUFI—Y BRVEFERALTERLET,

o ERITTEINUFI—V - TALDEH

o FrIyINRDREDEHH

o FTEINIHRME

o BWRLR—IFERTISHIA—T Y FZEELET,

BRRAIDNBEEINDE, AT V21— ILENEF A LAV ETHEMICTRA MARTENFET, 2R
DEFETrIA—FTEIELEHTEETS, FEARNVFI—ITALE M) H—F% (RunNow) %%

BRLTCEEE,

BRIRVFI—VTRAMERTY21—LT B
829 DR

1. Benchmarks E¥ a1 —ILH 5, Schedule 74 2V #FEIRLFET,

RAra—I—E BFEDEZRID) NRERSNFET,

T—?és'u'\'is > Schedule

o Docker Benchmark - Everywhere Twice a day - 6 am, 6pm UTC
Entire Infrastructure docker-bench-security

A Kubernetes Compliance Check Twice a day - 6 am, 6pm UTC
Entire Infrastructure kube-bench

o Linux node checks Once a day - 6 am UTC
kubernetes.cluster.name = "demo-kube-aws" linux-bench

A Store-frontend CIS Docker bench Twice a day - 6 am, 6pm UTC
kubernetes.namespace.name in (‘store-frontend") docker-bench-security

2. [BROVZEEMZEI VI L, HBREFRAIIR—UTERIDNS A2 ZEFELETS,

&) sysdig

€ Add Task

10


https://docs.sysdig.com/en/configure-benchmark-tasks.html#UUID-7d934619-5e0b-484f-091e-72a3edd1ed5f_UUID-d8ce0fdf-2d4f-3f52-07a3-fc3594b22e62

Results » Schedule > New Task cancel | ([

Name my task

Type Kubernetes Benchmark

Schedule Twice a day 6am, 6 pmUTC
Scope

Report All Tests (® Custom Selection

OpenShift Hardening Guide
Kubernetes Benchmark 1.3
Kubernetes Benchmark 1.4

Kubernetes Benchmark 1.5

e Name: ERDHAHBREERLET,

o Type: 34 TH#IEELET, BREIZHK LT, Docker Benchmark, Kubernetes Benchmark. Linux
Benchmark® WWFhhZZEIRL T £ &L,

e Schedule: R Pa—)LERELFET. TRAMEETTOIHEELHEZRIRLES,

e Scope: ROA—T%EIRLZET, EverywhereZEIRT SH., BEICKRLTRI—TE#RYZET,

(ARVODRADTIL—T M, Ra—T, €5 A TF—TaviE8BLTLESL

e Report: LIR— FEERT 2AEFERLET, LiR—bF: LIR—FTTRMERZRTT DA%
FERLET,
o AllTests: LIR— M7 4 LE2ABHINEWNEZEKRLET,

Sysdigld. T—2 x> bA A VX b—)LEN TLVSKubernetesF fz[EDocker@ /A —< 3
VIZEDWT., BEHROREICEEELWIWN—S3 VDAV FI—I TR NE2EHER
[CEALET,

o CustomSelection : LEGACY: &, LAIR—MMERZ T4 IILR) VT FTBHELEEKRLE
ER

\
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I—Cx2 R970LRETIER, HRZLERE., TALCDEDHONETEININLER
LEJT. LR—F T L2 ZEET D] LSRBLTIEE,

3. REZV VYU LEYT,
1D2DBERY ., 1D2DTR b, 1DNDAIE

Kubernetes®/A\—2 3 VARG BABREBETRUFI—YVFETITBICZIE. FOROA—TEN—230HA
[ZRIDAZE R ZEBLTLEEL, SysdigTld, 1DDE R TEBDN—C 3 VDTRAMNEERTT S
_EIEXTEFEA

LiR— MERD DB VYT

LIR— bk - Ea—DNT74IL2) 5 ENTNWREAETEH, BRE2HCISRUFI—Y - TR MRETSHI
HEITEELTLIEELY,

1. RUFI—DVEDa2a—IDD, RVa2a—ILT7A4aAVEFERL, RV EERFEFERLET

BRVBER—UDBNRTENFET,

\
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Results » Schedule > New Task Cencel m

Name my task

Type Kubernetes Benchmark

Schedule Twice a day 6am, 6 pmUTC
Scope

Report All Tests (® Custom Selection

OpenShift Hardening Guide |

Kubernetes Benchmark 1.3
Kubernetes Benchmark 1.4

Kubernetes Benchmark 1.5

LAR—FIZDWTIE, THRALZEIR) Z2RIRLET,
KAy 7489 A= 2—h 58 4CISbenchmark/A—< 3 V& ZBIRLET GER LI=TypelZ&HD
\a)

HMIZOWTIX, RUFIT—ID/NN—23 22DV T] #8BLTLCESLY,

4. BEICISLTHREZ74WLR2 )T LET,
a. A7 ar . Jadgr gL LA AFEIF2) Z&ERLET,

TOT774) - LRNLVIERRT &, SHBEORKROANKRTENET,

TOT7A4IL LRIL2EEIRTBE., LRIVIDSBRASNETELANILOERDOHAN
RERINFET,

SEERBERERTT BICIE, [TATHUTAT7AIL - T2 HL) EERLET.
CHELLBRBLTLLESL, AT 7ML - LARLIZDONT,

b. #7Y3y  REIZGLCLTEAOOY hO— )L EBIR/BIRBRLET,
c. AT a [T RTIEERLET., IRTHEEIRLT, LETOBIRZZUTZLTH LR
YELZET,

&)sysdig 2



5. ®REEV VY ILET,

RFTa—LEhi=2 XY DEE

1. Benchmarks E¥ 2 —J)Lh 5. Schedule 74 IV &ERLET
RTD21—IENRRID) X BRI ENFT,

2. DA BBERVERBRLTHELFT,

FEER

BRICETEADIARIDLUR—F T4 ILIEREEZERTDHE. BHEOLER—FEa—P#B->-TIaL
BYUTENFET,

3. REZVIVYILET,

Rroa—iEhi=4 XY ORI

. BenchmarksE®Y a—JLh 5, Schedule7 A4 2 &&EIRLZET,
2. BUTBERYT, [ZFOMDA T3] 300HE) FA4avEv vy LET,

Results > Schedule © Add Task

o Docker Benchmark - Everywhere Twice a day - 6 am, 6pm UTC o :
Entire Infrastructure docker-bench-security N

- Kubernetes Compliance Check Twice a day - 6 am, 6pm UTC Delete Task
Entire Infrastructure kube-bench

= Linux node checks Once a day - 6 am UTC
kubernetes.cluster.name = "demo-kube-aws” linux-bench

o Store-frontend CIS Docker bench Twice a day - 6 am, 6pm UTC
kubernetes.namespace.name in ("stere-frontend®) docker-bench-security

3. BRVDHEIRZERERL., YeszV v LTHRLEY (FENoEI )y I LTEEZRICRL
FY) o

‘Qhwmg 1



FERVFI—I9FTAFD ') H— (Run Now)

RUFI—YPTAIEERTTAEOICRORA T D a—LEBZFOOTEGEL, 21— —FFEHTA

UFR—DTARAMNEEFTITBRIEEZRBIRTAIENTEET,

. BenchmarksE®< a—JLh 5, Schedule7 A 2V E&EIRLET,
2. 49542 X9 T, [RunNow] (XEN) 7422 00y LFET,

Results > Schedule

n Docker Benchmark - Everywhere Twice a day - 6 am, 6pm UTC
Entire Infrastructure docker-bench-security

a Kubernetes Compliance Check Twice a day - 6 am, 6pm UTC
Entire Infrastructure kube-bench

= Linux node checks Once a day - 6 am UTC
kubernetes.cluster.name = "demo-kube-aws' linux-bench

= Store-frontend CIS Docker bench Twice a day - 6 am, 6pm UTC
kubernetes.namespace.name in ("store-frontend") docker-bench-security

TARDPEEICETEIN-C LEERTBIMARTEINET,

3. WRATIZRY., BARIIR—DZEHIT HEBENRTEINFT,

\

Q) sysdig

7é

€ Add Task
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RIUFI—IYITAMEROLE 21—

TFAMEETTSESIZBenchmarkZ RV 2R/ EL TS BE. 4RV EEFTTHE. LR—FKIC
BELEYRMERENWET, COR—UTHE, FRIVRMNEBEETSILR—ER=DICEET S
BEREICDWTEHRBALEY,

wmE) X FOER

RUFI=IDI0TAVIR=VEHRIVALTEHY . TRLEBRERELAR—FN) I ENT
WEJ,

Results [ Schedule

Q Dashboards: nchmarks (K8s Yocker/CIS @

Kubernetes Compliance Check
5 4 hours ago
® Kubernetes Benchmark 1.5

ip172-20-40-16

Kubernetes Master | 32/65 tests failed

Kubernetes Compliance Check
4 hours ago

16/23 tests failed

Kubernetes Benchmark 1.5
gke-derno-kube-gke-default-pool-f141e1d0-zvsn
Kubernetes Compliance Check

4 hours ago
Kubernetes Benchmark 1.5 .

16/23 tests failed
gke-demo-kube-gke-default-pool-f141e1d0-5sm1
Kubernetes Compliance Check

4 hours ago
Kubernetes Benchmark 1.5

16/23 tests failed
gke-demo-kube-gke-default-pool-f141e1d0-vsb0

Kubernetes Compliance Check

i 4hours ago
Kubernetes Benchmark 1.5

14/23 tests failed
ip-172-20-46-222
Kubernetes Compliance Check

4 hours ago
Kubernetes Benchmark 1.5

14/23 tests failed
ip-172-20-54-228

Kubernetes Compliance Check
4 hours ago

Kubernetes Benchmark 1.5

14/23 tests failed

COR—=UTIE, UTOZENTEFT,

e LIR—Fr~ADT7HIEXR

o RFTA—)TFTAAVUNLRRIEERB/TI R

o BEN—DLEARVBZTLR—F—EZRETD

e SysdigMonitorM A v a2 R— FEBRET DA LYV R~ADY VY

AR TAMERIZRRLEGE., LR—FJVIDORDYICIS—ATBRRENET,

&)sysdig 1o



Kubernetes7 X k Tlk. #21J X FIZlEKubernetest A2 —/ — FHRFTEINBZD T, #HAIZH/IL
9,

Kubernetes Bench Test - every 12 hours

@

12:80:da:b0:f1:58

RRBSEOFA

HBRUVXLDERZEI Vv I LT, ST HBRLUR—bEFREET,
LTI ENTEET -

o HAVTSAF7ROAY FA—)LMPass/Fail/Warn$ER =R T 5
e Warn/FailD{ER THEREZHIET S
o MEIZGELTLER—FECSVIF7AILELTHAYYO—FKT B

Results » Kubernetes Compliance Check € Download GSY

"‘ 6 " Completed on Result Schema Kubernetes Benchmark 1.5

Fail ’as Host Mac - - Host Name [

4.1. Worker Node Configuration Files 4.1.  Worker Node Configuration Files
4.2 Kubelet 4.1.1 @ Ensure that the kubelet service file permissions are set to 644 or more restrictive (Scored)

4.1.2  Q Ensure that the kubelet service file ownership is set to rootroot (Scored)

4.1.3 @ Ensure that the proxy kubeconfig file permissions are set to 644 or more restrictive (Scored)

e e o o

4.1.4 Q@ Ensure that the proxy kubeconfig file ownership is set to rootroot (Scored)

@

4.1.5 @ Ensure that the kubelet.conf file permissions are set to 644 or more restrictive (Scored)
@ 416 @ Ensurethat the kubelet.conf file ownership is set to rootroot (Scored)
417 @ Ensure that the certificate authorities file permissions are set to 644 or more restrictive (Scored)

©® 418 @ Ensurethat the client certificate authorities file ownership is set to root:root (Scored)

5 ~— A 410 A Caaeathatihaly halet configuration file has permissions set to 644 or more restrictive (Scored)
sure.sysdig.com/#/benchmarks/6b701131-f361-470e-9502-6e122c15352d/4.1

Kubernetes® L7k— DY > FIL, (B8 : https://www.cisecurity.org/benchmark/kubernetes/)
ek

FREROY Ty FERARTT HOIC, LR—FE2—Z2T74 LB YYD TTHIEEERLE
BENHYFET.

&)sysdig v



TA4ILEE, BFERIR—COITARTOEE) R MMIBRINET, FHE. TLR—FEREDI AL
A—] ZBRBRLTLESLY,

LAT4I—2a3 DV b EFIVIT S
HEDEL S, MBEEBRAT 2EHICERBELC EO—BMEBEZRELTVETS., JOFH
BBEESOLOTIEAS . HEOBRFIBTERC . HA FE LTERT 2BERHY ET,

LAFAI—30DEY M, LK— FOWarnEfFFalTY FYDBIZHELUFFAIAUDD
TOERTEET,

BENCHMARKS

Results » Kubernetes compliance check

43 23 Completed on Dec 5,2019-12:18 pm
Fail Pass Host Mac 02:6d:14:9f:bc:52

Remediation

Follow the documentation and configure alternate mechanisms for

authentication. Then, edit the API server pod specification file

/etc/kubernetes/manifests/kube- apiserver.yaml on the master

node and remove the —basic-auth-file=<filename> parameter. ith argument is set to false {Scored)

& Download CSV

Kubernetes Master
1.1. API Server

1.2, Seheduler ©® 112 © Ensure that the --basic-auth-file argument is not set (Scored)

1.3. Controller Manager © 1.1.3 Ensure that the —-insecure-allow-any-token argument is not set (Scored)

1.4. Configuration Files @ 1.14 Ensure that the —-kubelet-https argument is set to true (Scored)

AooA—FLECSVLAR—RIZIE, LATAI—2aViEREEFENTLET,

LER—FZCSVIFPALTAOO—FT 5

LiR—bR=Uhis TCSVESF D O—F] 20 vILET,

\

Q) sysdig 18
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BENCHMARKS

Results > Kubernetes compliance check

\

Q) sysdig

7é

Completed on

Host Mac

Dec 5,2019-12:18 pm

02:6d:14:9f:bc:52

& Download CSV

19



AVTFATVADE Y aR—FEA R IR
EERTD

Sysdig Monitor @ ComplianceDashboards ~® 1) >4 (&, Sysdig Secure Benchmarks €22 — /LD
Results YU R H LIRS TLET,

— <
AVTSAT ORIy aR—F
Sysdigl&. SysdigMonitor®—EE LT, AV TSA T R&EF2 T4 E v aih—FERHELT
WET,

e Compliance (K8s)

e Compliance (Docker)
Docker@a > TS5 A4 7V RE Yy aR— KDYV T)L .

Compliance (Docker)

Scope: Entire Infrastructure

Benchmark Score Benchmark Score Over Time

3.12 i

No comparable data for 1 day ago

Overall Pass % Pass % Over Time

635.5

No comparable data for 1 day ago

Pass % By Section Pass % By Section Over Time

compliance.docker-bench. 1.host-configuration.pass_pct

+compliance.docker-bench.2.docker-daemon:configuration.pass_pct

Kubernetes®aA > FTSA 7 U ARE Yy atk— KDY T)L

&)sysdig 20



Compliance (K8s)

Scope: Entire Infrastructure

Overall Pass %

13.0

No comparable data for 1 day ago

Pass % By Section

compliance k8s-bench.1.1.api-server.pass_pct

compliance k8s-bench.1.2.scheduler.pass_pct

compliance k8s-bench.1.3.controller-manager.pass_pct
compliance k8s-bench.1.4.configure-files.pass_pct
compliance kBs-bench.1.5.etcd pass_pct

compliance k8s-bench.1.6.general-security-primitives.pass_pct
compliance.k8s-bench.2.1.kubelet.pass_pct

compliance k8s-bench.2.2 configuration-files. pass_pct

Overall Pass % Qver Time
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Pass % By Section Over Time
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Test Details (Qverall)
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Test Details (1.1 - API Server)
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