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T A=I ¥y
AVTF7FIVT—oauPas 230V R—3VME, TCIKHBTEZINYT—IDEICEBES
NTWEYT, TR A—TVY—RY TV T7THY ., dVWSATSVUDN=-JavhiEFh
TWBAEEMRHY ET, NSOV T—INETH SR, #ENME>TZDH. ZULTEDH
ICEEHORBUENHZNESHEMBCEIZEETT,

AWSHHREHT 2 D IF....

Amazon Elastic Container Registry (ECR) (. ZBEICEE I N/cDockerAVTF LI A KUTH
Y. FARENDockerV TFHA AV = GHIRE. BE. 7701793 TEFT, Amazon
ECRIZ. ECSYEKSREDAWSOA VY TFH U —EREMESINTHY . AEINSARFFTTCOD—0 7
O—z@&RILLET,

1—HY—NRAWSETOVTHFEHRALIBOZ L. ECRRF v ViFMHEMNEEF 2V TV TST
TYV2RAERBTIEHOBRYNDORATY TR YFET, ECRIF. A—FVV—ADChairyOY z 7 M
RHT 3 CVE (Common Vulnerabilities and Exposures) 77— X—X&FHALT. XF v VROV
ARERHELEF T, AWSETENET 27V —Ya VBRI hARVWE SIS, ECRIMSEREBLEL
A=V ERBUEELBREIRDOMAICDOVWTHERICRFY VI ZHERHY T,

Sysdigh® BT 3 Did...

Sysdig Secureld. KubernetesD 51 7B 1 7D ITRTCOBECEF2 VT AV TSAT7 VR %E
ERUET, 15U EDCVEBR 7 « — R &JER U, Sysdig SecureldfgBtEvrtE+2 V7. VTS5
17V ABEDREI RERHETZIE—DD—I 70— ERHLET, F—LRXT7TVIT—-YaV %
BT 3R, SysdigldfEssa 1 A—IMCI/CONATSA U TTYI21dndDEHE. AERETH
R EBEMERELE T,

Sysdig Secureld. ECRDT 74 DA A=Y « RF v VICIA T, ECRORFv VHREZRHEHLF
¥, ECRE—#EICERTE T D & . Sysdig Secureld L YRRV ICREFESNTVEI A A—I ERITDHIC
IVIVIKBRYRA#HFET, chickY ., FTOCANCHESE. AVTSAT7VRFIv I, REIRX
REEAF VY UTBIENTEETT, BHBMHEE. R—RAMA=T OSNXYT—I PIPOPython/Vy

&)sysdig e



T—=IREDY—RNR=FT 1514735V, MEENERBANCT TV IT—Y 3 VA A=V ICRYRAAT
WBAIBEMEDH B Java JARD 7 T IV R ENSRETE T T,

FIOAAY RO RF v VICEL T, Sysdigif22 DAV FF A A—IRF v VI TV 3y £iRfl
LTWET,

o REMLAETIE. T A—TJ&SysdigilE>TRAFrY/ULTESLWVET, XF v /¥, Sysdig
Secure UITRF v VHEREHIB I CENTEFT,

o TVUSAVAFvEEMHINZO—-HIVRAFv Vi, CI/DNN1TTFS1VPECRLIYRNUAT
BEAA—VERFvVULET, COATYavTlE. LYY DOREIBERY1 A—T0aY
TYUYVEAWSEEOHTHRETZIHENDRWEZYD, LYRSLT7IO—-FIHETT, T, X
FrveE#LL. ECRATCEELR—FEERTDIET. AF v U/RBREARIBZIC N
TEET,

Sysdig Secureld. T &RAIFILLET ¢

o OSRAANYIT—I DiEHEM

o JERRGNYIT—IDHEHEMN

o BEDFzvY?Y (fl:DockerfileTSSHZ AL TW3., 1—Y b root TEITLTWVB L)

e Javascript®NPMEY 2 —Jb. Python®DPiP. Ruby®GEM. Java® JAR7 —AA 7D Y—k
N—=T18>1T7 > DEEHEMN

o GEM. Java JAR7—HATREDY —R/IN—F 1 S17'S5 U DR

o V—ULvyhk., =Y UVERAELLEDRIER. HLUEOMMOKET—5

o BIHOREBELFAAEREHR 07> A

o AZTF—H (A A=IVDYAIGL)

e NIST 800-190. PCIRED T L —LD—9DAVTSATIVAFIVY

CNSOMRMIRESN. WEDL IR, URIKI, ERBAA-IFTIHBETESZNHR
SLRAFv VR —(ICBS U TFHETNFT T, Sysdig SecureD AF v VRU Y —F, 1 A—JAD
festE. REIR, AVISA7VREOBEZREL. UTERSERRZERLT T,
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Scan Results » docker.io/redis 2.8.19 —10/22/2018

sha266:990e157798f433364379cf2583702d843defb7630d8d1 bb1 2dedescead 1 ddb

990e1f577981433364379cf2583702d843defb7630dBd1bb1 2dedebee3dd1ddb

€ July 1,2020 404 PM
Summary

~ Scan Policy

summary d 51 233 329
Default Audit Policy - NIST 800-190 FAILED STOPS WARNS WuLs

Default Configuration Policy - Dockerfile

DefaultPolicy Breakdown

bl v Default Audit Policy - NIST B00-190

Operating System

vulnerabilities : package
MNon-operating System

files : suid_or_guid_set

~ Content
dockerfile - instruction
Gem
dockerfile : effective_user
Npm
Pythan ~ Default Gonfiguration Policy - Dockerfile Best Practices
Files dockerfile : instruction
Java dockerfile : effective_user
Operating System ~ DefaultPolicy

vulnerabilities : package
dockerfile : instruction

dockerfile : effective_user

Fargatef A—YDO—HIVAF vV

=4 Add to List

October 22, 2018 8:04 AM Sia 46,16 MB

debian / 7 18

© Download PDF
05 Vulnerabilties == E— 329

Mon-0S Vulnerabilities 0

STOPS WARNS
0 84
0 51
0 29
0 3
0 1
0 4
0 3
0 1
51 145
51 143
0 1
0 1

Fargate 1—Y' —IC& > T, SysdigDV 21— 3 Va5 TIEDOFFEIZ. Fargatey X 7 DREEFIC
ECRADA A—IDRFv ek UH—F38EETT, Amazon EventBridge& FIFA L T. Sysdigid
FargateDJ VIR EEZ L. A A—VZBAILTIRFr VEEFTLET, COBEMLEINZO—-H
WRFv VgL, T—N—LRTFSyhD+—LLTRFIBZCEZzERLEOYTFOEF2 Y

TAERRTIDIDIRIULET,

\
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Cl/CODNRNALTSADEF2 VT«

CI/CORAT S Vid. EIWRPTRALGEDY IRz 7TINI-TOCRDRTY T = B8
U, FLhPBERLTYT T ELVR SUBBICRBTEZLSICLET., 7TV -V 3
VEBETIRIC. FUNUNRITSIVICEF2 YT EBARAET LT, BBUDIFTE L WLE
BEICITV, BREOEEMEMFTZC LN TEET,

AWSHRStT 2D IZ...

AWSTIEZ, VI oz 7FIUN)-—TFOLReBE8MLT B HIC, MGEHTYTIL— 3y /i
BTZUNI—RATSAVERETZICENTEFT, WK DOHDY—)bi&. DevOpsF—LMNY T~
Dx77IUN)—TOLREBEFETIDICRIUEET, N\—Y 3 VEBDZHDCodeCommit, I—
FOBEE TR Dz DCodeBuild, A—FDBEET O D7zd DCodeDeployTT, CNSD

W —)VITHA T. CodePipelineldCNS5NERZRT—I &AL L. BEbT 3 eNTEFT,

AWS CodeBuildid. V—XROA—F&3VNRC1I)LL. TREXETL, FAOCAERY DT
NOT—IVEERT S, ZIIR—I ROMBINT >V TIL—a P —ERXTT, CodeBuildid. i
AN RT =7y 7L, EROEINEERRFICAET S, EIENF1—DFTHFELZINBC
ciEdbY FEA.

AWS CodePipelineld. 77V =3V PA VIS AN IVFv—DEFHFOROHD VIV —-ANR1TS
1883, 2R —Y ROMKHATUNNY —H—E X T9, CodePipelineld. EEI Nz
)=+ EFIVICEDWVWT, O—RPEEIhBZETIC. VU= - FOLRDEILR, TR,

7O DE 7z —XEBELLET,

Sysdighi8ins 3 Did...
AWSTERINZCI/CDNNT FSA VEDA A—=—IRF v /id. 1T >4V OHIRBERME TR DAE
PHEERHEL, OVTFOEIWRBRERIITZCET. T7OMAVERDEF2IUFT1ICHT 3
DevOpsF—LNDEFEMZEHE T, T A—INAVFTFLIRMNIVICREINEY ., ABREBICTS
O 3INEY ITIRICCNSOEEELZRHETZ LT, BEEZRRISER L. AFBRBEADTUN
) - aETZ LN TEFT,
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Sysdig Secure Image Scanningld. AWS CodeBuild. AWS CodePipeline. Jenkins. Bamboo. GitLab
. CircleCl. Tektonm&', HFEVDCI/CONA FS1 VICEEMETEEFT, Y—tbN—FT1D>517
SV BRBERADOSPNY T —I BEFzVI. JLTVIv DR, AYT—52EDHE
PUEPREIREF VvV FITZIENTEET, SysdigPnA—AITVSAVRFv Vv EFEZL, 1
A=INLIZARVILTY YV adn3aIcHEEERETEF T,

Cl/CDIRT TS 1 VICHMAB I N/ZSysdigN ¥+ v id. FARENVEL T31FH%ECI/CDY—ILATE
EBRHEL. RF v UK UZEBHEEBEITREREZERIZICENTEFT, JUT1HILTIER
WRUY—BRICFULTE. "1 TSAVERIfTZ <, AVTFAIA=IDEFa2VT1%
METERLHICAEEREIRNENEESLIET,

Sysdigz £33 C & T. AWS CodePipelinez U TBRINZAA—JF, f1 A=AV T>
ARSVFv—DmoANT e, FRAT—IVILIRMNIEFERATIC LR RFYUTSBC
ENTEFET, T, BEORFrvV/EWITLUTRITTESZZH. A—Ty SPEELEFT,

@
Commit @ ’ @
Builds Scans
@ € O,
Triggers Triggers Send Scan
Pipeline - Build AvA Results \,
(/) </> “ ,
@
Publishers

\
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TA=IFPYaTF7353V/R

AA=IT72aTIVRE ERBINTVWRVWA A-INAVFTFREICTTOCTNBDEMCC
CIREREBVTIWVE T, ABFRETCRITI BN, EBINLARV Y —ICEIVWTI ATV %2
ffi- MELT BT, BEPIS—ERBOIENTESTT,

AWSHHREHET 2 D IF....

Kubernetes® 7 FXwv <3V NAO—5ZEKSEHET R CET. A—F XL =Y avdnkO
VTFISRI—ICERINTVWERVWAA—IRTFTTOMTNZIDEFCCENTEFT, D
KubernetesD#§8E % £ > T. EKSIZKubernetes APIND ) VIR ~DFHfiz U R—K L. ERINE
TF21VT 1 BGEEZR/IRVWIIIRNEEELET,

Sysdigh® BT 3 Dld...

EKSIESysdig Securez Fx v 7 LT, A1 A=—IDBRESNLEF2UT 4RI —ICEHMLTVBZD
EShEMET BN TEFTT, PRIy YavyaAVEO—SEEALIWVWRHE. COotFal
T 1 REEDHIMT IZAPIT G ST N, APHETTOBEREFIGRIEL, T A=—INRNF v IICERULIEHBED
HAT I UL EetcdT—IR—RIHHTSIEFT,

LIYZARVUEF2UFT+1
AVTFAA=IDEF2VUTAICMAT, LYZRNVB&KRDEF2 VT 15, B0V RV EIER
TREHOEERRTYITY, RBACEFERLCAVTFAA—IETI/ TV 1TEZIANEE
BUEY, 75AR—=KFLIYRMVEFERLEY T2 LI, BBERETILEOHDOFROVEDT
EDS

AWSHHRHtT B D IL...
Amazon ECRIZ. ©Fa27TRT—>T )b, 2 EFEHEDE VI R—I KAWS DockerL I X kU H—
E X9, Amazon ECRIEZ. AWS IAMZFERULZVY —ZAR—ADN—IvI UV EHFEOITSAIR—
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kDocker U RIY KU EYR—KLTHY . FEDIL—P —PAmazon EC21 VR H VANV KRI K
PAA=IILTIERTEET, MAREE. Docker CLIEFER LTI A—TVETvva, 7L, EE

BN TEFTY,

Amazon Elastic
Container Registry

2 & [Ek

R T Amazon Elastc ey
i ) lect container images an
other repository Container Service caos Niciad for Vel

application

(L

Amazon EC2

Launch containers
on EC2

D>
D@
AWS Fargate

Launch containers
on Fargate

(B

Manage containers
Amazon ECS scales your
application and manages your
containers for availability

Sysdigh®iBins 3 D ...

Sysdig Secure® AV T+ A4 A—I XF v &, CoreOS Quay. Amazon ECR. DockerHub Private
Registries. Google Container Registry. Google Cloud Artifact Registry. JFrog Artifactory.
Microsoft ACR. SuSE Portus. VMware Harbor’ &' Docker V2E#ED L IRV 2T RTYR—K

LTWET,

AVFSATUR

AWSETRA V7 OY—ERZXRITIBREDAVE2—T 1« VI REIZ. AT, ATHOMEEERS
NE77V5—rarvPt—ER, ELTKBARTSHRAL LT -—CBRINTVET, COLEKRR
BEOLF1VT42BETIRHICIE. YRTLBEF2IUT ARV —ICEHALTWVBEINE DD

ERAF v VT BIRENLHENDETT,

\
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AWSHRHtT 2D IZ...

AWS Configld. BFRDAWSD Y —X DB Z M. BEE. EE I3 &N TEBZIT—-—ERTT,
AWS Configid. AWSY Y —Z DY — 2B EMBIICER - 582U, BRI NLBREET LVE
e DML QEMLT 3 ENTEE T, ChICEY . AV TSATYRESE. £F+2UF 1 5.
EEEE. FLOERLORS TN Y 1—F (VBRI TZCENTEET,

Sysdigh®i BT 3 Did...

Sysdigid. NISTRPCIAREDHFRICRISLIZIVTFOSA 7Y VIV EEKD IV TSA 7V R &k
RUET, 77O AVRPEFUVEREICEMLTWBIHNESHhERIICEZ CEid. AV TS50
TYVADBMDATYTDIDTT, UHNUL., AVTSAT7VRBHEIENRETTEHY FHA, OV
THFOAVTSA TV RITIIMEBDOEHFRHY . MLLRRA VN TORBETIHENRHY FT ¢

e AWS. Docker. Kubernetes[allF ®Center for Internet Security (CIS) XV FIX—U &FEHRL T,
VSR, AVTF AVIZARSIFv—DEF1VTADRRN TS OT4REF Y
7o

o EIVREFICIE, AVTFAA=IDRF+VRYT—%NIST 800-190. PCl. HIPAAL &' DIFEHE
KXy EVY,

o SVUHTLRICIE. MITREATTACKD L SBKRED L —LAD— 7 Zi#iGRICIRH T 2 HDKRY
V—&FERLEY. FOCRICAVTISATVREF VI ULEYLET,

e SOC2. PCl. ISO. HIPAADEHD—ETH 3. AVTITREDHLWIERFEEET 3,

SysdigTlE. AV TSAT7VRI YV aR—ReE> CEBRRERERTd e N TEFT, Sysdig
&, TVI2SZARS9Fv—LAV—&3RHELT, KRR, SV bTx—A, QVTFFOAVT
SATVAFIVvIEITVET, HIZIE. AWS Foundation XY FI—% . KubernetesRY FIX—% .
Docker CISRY FI—IRRENRBY ET, e, RUY—EBREEBETIEZHDOL AT I -3V
HA GV ZBRBLET, CNICLY ., BRELOBENREULBRIC, LURERICEBRTZENT
FFT,

\
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RCSL'JILS > Docker Benchmark - Everywhere

O Completedon  Sep 3,2020-11:00 am Result Schema Docker Security Benchmark
Fail Host Mac 02:5f:1f:ca:3b:0c Host Name ip-10-0-0-116
42 Ensure that containers use trusted base images

1. Host Configuration
43 Ensure unnecessary packages are not installed in the container

2. Docker daemon configuration
4.4 Ensure images are scanned and rebuilt to include security patches

3. Docker daemon configuration files
g 4.5 @ Ensure Content trust for Docker is enabled

4. Container Images and Build File 46 @ Ensure HEALTHCHECK instructions have been added to the container image

Images w/o HEALTHCHECK:
- [sysdig/agent:latest]
- [wordpress:php7.1-apache]

5. Container Runtime

6. Docker Security Operations - [amazon/amazon-ecs-agent :latest]
- [nestorsalceda/recurling:latest]
7. Docker Swarm Configuration - [bencer/hash-browns :metrics-1]

- [bencer/example-voting-app-voter:8.2]

47 @ Ensure update instructions are not use alone in the Dockerfile

Update instructions found:
[sysdig/agent :latest]

- [wordpress:php7.1-apache]
[nestorsalceda/recurling:latest]

- [bencer/hash-browns :metrics-1]

Sysdig Secureld. AV TFAA—=IDtF+a2 Y7« &. NIST SP 800-190. PCI DSS. DockerfileZ: &
DAVISATIVADRAN TS VT4 RAEEMT3LODY —IVERHELF T, Sysdig Secured 1
VTFFAA—IRF v VRV Y —&FHTICET, V75VRDAVTSA TV RERIEL. UITD
E2BRRARTSIVTAREAA=I LRI TEETICENTEFT,

o 1A= - Y1 XDHIR
o GPV2SAEVRDTSYv U URKME
o AVTIIMEBTEBIR-—RAA—JERBELGNYIT—IDHE/RBTZLIICT 3,

Sysdigld. NIST SP 800-190, PCIDSS. CISXYFY—% . HIPAA. GDPR. MITRE ATT&CKZ L —
LAD—OREDEEREF1UT(EBEEBRHFOLF1UT(RUY—EY NCBERTZCET, S
VEALLAVTSATYAERELET, Sysdigit. TFOCEDIAVTFOBEEMFL, SV %
TLRYDF (VT EBEELET, Sysdight. YRFAETETENEHS5DZ ARV R (KA kL

\
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AV T FADMEA. docker execoc attach’a &) ©Kubernetes API 2 EEBITHIBLE T (—72

LY bUY—=XANDT7 IR,

FRICE/ OV T 1 ANBCVERRBATNB L. TCIRIVRR—TIv—%

HFalAnTWVWEWI—HITLBIVIIRNGEDER)

HEydCcEeNTEFTT,

WEEFILY—CRPHAREOHZF—LEREIHECE T, HREPTSUS—Yav0
FE&E. ¥—ER. FFOTAV R, 7FUT—Ya Y REDKubernetes®IS5IRDASF— 5

EESTHEIN, A A-IPRBEHEMETZL 575K HINITT,

Runtime
Deployments and Pods

Entire Infrastructure

> admission

cloud-connector

cryptormining-demo

example-go-app

example-java-app

example-voting-app

exporters-test

grafana-sysdig

istio-bookinfo

istic-flasknginx

istio-system

jenking

kube-system

monitoring

nginx-crashloop

null

sensitive-info-exfiltration

sock-shop

suspicious-network-1ool

sysdig-admission-controller

eysdig-agent

\
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Image Overview

107

Total

Q

A
Image Status
Unseanned
Unscanned
Unscanned
Unscanned
Failed
Failed
Failed
Failed
Failed
Failed
Failed
Failed
Failed
Failed

Failed

o 9 0 9 9 0 9 D ©® O 0 O

Failed

3.7%

57.0%

39.3%

Unscanned W Falled Passed
Registry Image Name
602401143452 dkr ecr.us-east amazon-k8s-cni
602401143452 dkrecrus-east-.  eks/coredns

dockerio

dockerio

dockerio

dockerio

dockerio

dockerio

dockerio

dockerio

dockerio

dockerio

dockerio

dockerio

dockerio

dockerio

amazon/amazon-ecs-agent
protokube
bencer/example-voting-app-voter
bencer/hash-browns
cassandra
istio/citadel
stiofexamples-bookinfo-details-v1
stio/examples-bookinfo-productpa.
istio/examples-bookinfo-ratings-v1
stio/galiey
istio/mixer
stio/pilot
stio/proxyv2

stiofsidecar_injectar

Currently viewing resuits from: 200 pm - 300 pm

Tag
v1.6.4
V131
latest
1160
02
metrics-1

2016

Running Containers
2
2

1

Last Evaluated At
Never
Never
Never
Mever

2 days ago
7 days age
7 days ago
7 days age
7 days ago
7 days ago
7 days ago
7 days ago
7 days ago
7 days ago
7 days age

7 days ago
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RYKD—OtFa2 V5T«

PV —3uyRay s+ oSoRCBiTIdCEid. EFa VT4 ETIVERET EoMTIC
BYET, VSORF—LDHL (. BBEBRNORYND—UTh->CERALHFTEZHELTZEO
hSZRD7FO—FEE>TVET,

XYRD—0%& T AVNEL, DL, FIHTZREHIZ. POMSIAMDOHDEELHIERT
kTdHY. VT FPKubernetesIREBETL U IERMNBREF 2V T E&FKBIT3HIC. TTFTERA
RICBE>TWVWET,

BURY =B R I NE DevOpsF—AFZAVTFHUEINET TV IT—2aVREDLSICRIELT
WM EHERIZCENTES A—TURYKD—IRVY—2FHUZBEDOHZHA#ERAL
TULESHRERDYE T, 7TV IT—ravRnEnLSICERSTNhTWBI M EFMBZ il
KubernetesCEOR SR EDRY LD =0 EFa2 VT4 ETFIVEBER TS IZEHETT,

AWSHHREHET S D IF....

AWSEDOAVTHESNET TV I—ravid, B8, V3 A5—ANTRITTN VW3 OY—EXR
P, ABOAWSY SV RY—EZRANDT7 IR EREBEELET, AWSIE. HEDEQREF2 VT4
IW—TEEKSY SR 5 —CHET 3Ry FICEZEYXHTSB & T, KubernetesD Ry kD -2t
Fa2UTAICHBLTVET,

RYRDEF2VTATNW—TE. TEITERRY DI EFa2 VT BHEROT TV -3
VEHBEIVELI-FMIY—RETERFTTZICET, XY KDV EF2VTADAVTSATVR
EXRBALTT,

XYKRD—=0€F21VTFAI—=IZEECQEF 21V T 1T IV—TFATEZL. Kubernetes®- 7 1 7 API
EFO7 V- avnRy REABLURY ROSHMLDAWSY —ERAND ST 4 v 7 ICEET
gFEY, CO7FO—FTlE. AWSEF2UFT 1IN —TRYY —CERMBEY—ILEBFRAL
T RYRD—OLRBED LAY —CEFaVT1&2RETIEeENTEFT,

\
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Sysdigh®i BN 3 D ...

KubernetesD Ry b D=V R Y —id. VSRY—RADRY D= LS4y Z2&IHL. XV bk
D—IF1VT 1 ERRIZIEODORATATRATVaVERHBELUE T, Kubernetesk1 7147
REIENC & Y. KubernetesB® Ry KD —0DRA VO I AV T— a3V EERET IO, N7+ —
IVR, EfEH. TF2VT74MAEALELET, ULH L. KubernetesD Ry kD —2U R ¥ —E, B
BR7FVT—2 3 OFHE E KubernetesD BTN TV EERTIONE LV EWVWSRENH Y F
¥, SysdiglFZn s DEEEZEYFRE . KubernetesIV hO—VICL2FORSRAARYED—V 1
FaT 1 DEEEBHRILLET,

Sysdig Secureld. Y AT ALAOA—IVEAIRILTZ LT, EKSRY R, ¥—ER, 77U — 300
ITRTCORY D=V RS T4y 0 28FHNNRHEBULET, T7—FdKubernetesD IV FF AL ES
NIV TEFY T FF TN, Kubernetes®ty kD —UR) Y —DREZHRIL T ZHICFERINF
ER

amy W cm ,/ canp
- -
5 KLU S0 ol e i v ST
s o .
= e ] | S LT ot el 35 607
~— -
e — S

FA4FIvIRRAY -V I T, 7FVT—3 VP —ERBOITRTORY D —U@E%:
ARLL . HEORBBRTORS 71y o 7O0—%Y TP CHRBIZLNTEET, COERE
SUFNWRUITHRATZCE T, B AV T—Yave@RAL., EReFIFLEE7TOVITIRY
RDO—ORVY—2BEItTZCENTELT, Sysdigid. R —%&Kubernetes? > X % —IZEH
TREOIFERTEZIYAMLY 7 1)L E BEIMICER LE T,

\
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Network Security Policies

Cluster (s demokube-aws Namespace is examplejava-app
We| Service ~ Ingress  Egress Generated Policy Topology

(D Below you see the network connections we have detected for example-jave-app-javaapp organized by i

G IN-CLUSTER ENTITIES General egress rnules X v
examplejava-app-cassandra
I Allow  CLIENT SIDE SERVER SIDE BLOCK all egress

example-java-appjavaapp T =

Client process name  Namespace Nl T G e Tacs Pod controller labels
example-java-app-mongo ALLOW all egress

apg
3 - D AP kubernetes. o/
jova example-java-app Deployment examplejava-app cassandra

example-java-app-redis app kubernetes. o,

app lubernet
app kubermet

java example-java-app Deployment: example-java-app-mongo

app=raw
chartsraw-0.2.3 app kubernetes.io/name=example jave

java example-java-app Deployment: example-java-app-redis
5 e heritage=Heim . b

releasesnamespaces

app kubernetes io/instance=example ji

Ingress  Egress  Generated Policy  Topology

E UNRESOLVED IPs
Network Policy Mame: | generated-network-policy & Download Policy

apiversion: networking.k8s.io/v1
2 kind: NetworkPolicy
3 metadata:
name: generated-network-policy
namespace: example-java-app
6 spec:
ingress:
- from:
- namespaceSelector :
matchLabels:
app: raw
chart: raw-8.2.3
heritage: Helm
release: namespaces
podSelector
matchLabels:
app.kubernetes.io/instance: example-java-app
app.kubernetes_io/name: example-java-app-jclient
ports:
- port: 828e
protocal: TGP
- from:

@ 54111 pm-B:41:11 pm Last 3 hours 34 12H 1D 30 7D

T 5I(CT. Sysdig SecurelF TR T DEMEFMmMERILL CWVWBITOCRD T A VATV RERSBC
ENTEFT, COBEFYYIHWREICLY ., V75U RBYEEG, SNIVEZECIVTFAMERRIC
ARELIELET, RYRD—V 79T 1 ETAEEODMDNRLARNITHRETZICEMNTEFT, NIST
PPCAREDHFEZ T TVWBIREL. COWREERY MDD —I I AV T3V EBITERL.
AVISAT IV REGERETCENTETT,

Sysdiglid. AZ a2 =T A ICL>TBHKRSINEA TV RIEER-X07FO—-FICEITVTEOLS
ARRYKRD—=0FFa2)F 4 EFH L. KuberneteshP T 74— AV NERHITZ LT, IV
J4—<X VR, EfEHE., tFaVTFqs&ERLEIEFET, CNICELY, IVIUTPIRIVOTI Y D% —
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AAYRAAZZILDRREICRY FT, FOPTWVA VY IY—T 1 —XERBF L. KubernetesD EFIH]
BEBLERVWF—LDEOHICH—RL—ILEBELT 3 & T. SysdigitAWST —H — DR & &9
U RYRD—9FEF2UF1DIVRIEERLVLET,

771 IVESEESR (FIM)

D27 INEBEEHE=ZSVVTE. BEEOBWVW I 7 I IVEBEDT7 VT4 ET 1 ZIRTHEFILLLE
T BEERVRATL77MILPTAL IR DRTA. FELGEELREE, BEDOHIRETHD
. EHESNDEREEICHINCELSTRHEULET,

Sysdig SecureTld. HFED 7 7 T IVEBHEERF v LT, CI/DRAITSAVADAA—IRF vV
R —D—8E UTEODADCENTEFT, CNITLkY . FIMARY =@l nTcVwiangs.
EIVREBRHEICKHRIEZCENTEFET, 777V BEMERR) Y —TlE. UTOZ EHAIET
ER

o J7MILNEETIMNESH. HIVWERIMSBVMNE S ZFIv I L. FHICHUTT
S—hEeRESTES,

o WEDT77MILEEDSHA256/\Y Y 2 EBBEUVTIREET 5, IV TFTRADNAFUICEENMR
SNFBE. oLV, BENICBRLGEDLE LTIV NMIUTEHNET,

o J7AMILDN—=IvIaVERIELET, BIZAIE. 727 7ILICFHILAWE C 32 TETAIEEE Y
B IBERICEET I TEFT,

o ERRBICEIVWTCI7IINBEFIVILET,

o AVFTVUVEREL. BHUENRRD—RPILTV/IvIDI—0%2ULET,

\
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Files Attribute match Checksum: 275a021bbfb6489e54d471899f7db9d1663fc695ec2fe2a2c4538aabfe51fd0f; Check... Stop X

Checksum (optional) 275a021bbfb6480254d4718..

Checksum algorithm sha256
(optional)

Checksum match (optional)

Filename feicar.com.txt
Mode (optional)

Mode op (optional)

Skip missing (optional) true

Fle. SYSTLICFIMARY Y —2FEUT, 77TV RTALANDERHOUVWERE.2EEI2EHT
EFET, CNSiIF. BABREF2IVFT A RBBZBLTZILEHICIL—IVELTEDHZIRE, —KRIR
271 W EBEYERFIVITT,

o TJrPANERET 1LY DEREZIZHIR

o 771IPTALIRNYDREIDER

o N—=Ivyay, F—F—Iv7 #MERLE, 271N PT4LI278VDEF2VTABREDE
)

o AVTFDI77AILDERE

o AVTFDNRAUTDIZ771IVDEE

e bashiBEBDHIFR

SysdigP 7Sy k74 —Lld. BEALK—NEERTZRI TR, EF1UFI(RYFI—V %
—EOEFLUTFAARYIZPY YV aR—RICEBRULET, ABSLUABOIV TSI T7UR
BLUBEEF—LIZ. BHOEF2 VT4 RREDHL. XY—VUPRLYRERRICHEI/LLL T,
AVFSAT7 RFFICEAT 2 E8ERARE/I I CLeNTCEFT,

o BHOEFI1VFTARRNEBEDIEEDORRELIRT S
o PV —YavBIUREREARDIRIELVIAVISA TV RADRKRAEIBET S
o AVISATUVRFIVINRFIANSNZRY Y —&TESLEBRICEETS
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e AWSOVTFUSRAI—MENIVI«4FalL—

Docker Compliance Report @

Team Scope  + hosthostName in

385

+0.06 compared to 1 day ago

7212~

-0.11 compared to 1 day ago

Benchmark Score

Overall Pass %

Pass % By Section

4:00 am - 4:00 pm Last 12 hours (10 minute in

SVS1LtEFa VT4

a2 VF1ER

vavRUZ kot

7 € AddPanel }

Benchmark Score Over Time

Jul 1, 4:00:00 PM value

B avgiavg(complia

Pass % Over Time

Jul 1, 4:00:00 PM value

B avalavgicomplia.. 7213

Pass % By Section Over Time

tervals) uTtc 10M TH 6H 12H 1D 2w

AWSOAVTFH—ERXDERELF1VT 1 OWMAZARET I}, EEDRERNTEZ D
ICBETY, IR, EF2VTaF—LlF. ZUTRIAZV TP —ERET (DoS) WEH, #F
EDNRT7#—VAARV I RDEEGRBICE > TETSICHATEZINESHZFBIDENDY F

ERS

ETEIIC. ABFREBEICASTHSE. RIBROERE 7V EREFRITCT7T IV -3 v eBHRL. UR
VEBRTZCENEETT, ARFIC. D— 70— FDOEFHHREL. BELT7IVT1ET1 28T

&) sysdig

33



SUSALLRI) Y —EER - #IFLT, CI/CDPLIRRNUDRF vV TRIRES NGNS RERBPR
BETONOVITEBRLSICTBIRENHYET,

BEWRA

Sysdigid. CNCF Falco Yz Vb DA —TF VYV —-RREI VIV &FRALT, AR KPPV TFLE
DERELBTIVT1ET1.2S /91 ALATERLULET, /2. AWS CloudTraild A7 ¥, Kubernetest
EKSWEBT 23U —EREFRLTWVWRHEIE. A—FT AL =23V LAY —No7974ET1
ZEYAA, BERHLEFET,

Runtime Policies > Create/Modify Configmap With Private Credentials (Copy) conce | [

Create/Modify Configmap With . x
Name Create/Modify Configmap With Private Credentials (Copy) Falco

Description Detect creating/modifying a configmap containing a private credential (aws key, password, etc) Updaier 16 days ngo
= rule: Create/Modify Configmap With Private
Credentials
Enabled conditiol k and ap and  kmodify
and
Severity ® High utput: KBs configmap with private credential
(user=%ka.user.name verb=%ka.verb
Scop¢ | Custom Scope f. q.confignap, name
conf onfigmep. obj)
es ating ifying
Figma 3 pri ered 1
key, password
Rules [ import from Library €3 New Rule o
Name Published By
Create/Modify Configmap With Private Credentials Sysdig 0.8.2
Actions
Containers @ Nothing{notify only) Kill Stop Pause
Capture

EKSH 5 DKubernetest —/N\—APIAT XY R DEY AH ICDOWTIZCES & BEL I,

CI/CDZOERAIC—ERTIVTFERF v UIY .. AWS Elastic Container Registryh™ 5 X ¥+
VIBLRITRERTRTEDY FEA BFOVI R 7 OBBERREINT TN W<o2hDE
FaVT4BRIZ. TOREL SVIMLRICOABEEILTZEDTT,

&)sysdig o


https://github.com/sysdiglabs/ekscloudwatch

o TOTFAIBHMELEHY 7D 7ICHEDIEARDIESEME
o FRERBEPLUY-—XDRRESIEECITV IV TONT
o AEMTOERFEROHAAL. BNZ/BOATNEIIND T

BOBEMU EDT T4 VR DS Y 9+ AtF 1T 1K —hSysdig SecureS 175U £BLTT <
CFIRTE., SYSTALF1 T HBICERUCBRERBTZCENTEET, ThITIE
THETNET,

o BHEINTWRIVFTFAVISAT7VRABEIIHIGLEIVTFSVYMLEF 2T 14RY
< — ¢ NIST SP 800-190. PCl. CIS. FIZMITRE ATT&CKZ L —ALD—7,

o RELKERLTWRZAVTFIRBOSVHALRA : VVTRIAZVT . =0 Ly DR
H, AVTFOREEER. ST3IVA—T AV RQE,

o FHAEATOAVRT7IVT4ETa. PORNDVRER. y—IFII Iy aviaot
Fa1)T71ER,

Rules Library ) e
Q
Rules Published By Last Updated Tags
All K8s Audit Events Sysdig 0.7.5 9 days ago kBs
Ananymeous Request Allowed Sysdig 0.7.5 9 days ago PCLDSS 658 |kBs | PCl | NIST | NIST_
Apache writing ta non allowed directory Secure Ul an hour ago filesystem
Attach to cluster-admin Role Sysdig 0.7.5 9 days ago kBs
Attach/Exec Pod Sysdig 0.7.5 9 days ago kBs
Blacklist commands Secure Ul an hour ago filesystern
Change thread namespace Sysdig 0.7.5 9 days ago process  mitre_lateral movement  PCI | m
Change thread namespace (WP) Secure Ul an hour ago process
Clear Log Activities Sysdig 0.7.5 9 days ago mitre_defense_evasion  [file! PGl [PCLDS
ClusterRole With Pod Exec Created Sysdig 0.7.5 9 days ago kBs PCI | PCLI0D.2
ClusterRole With Wildcard Created Sysdig 0.7.5 9 days ago kBs PCI PCIL10.2
ClusterRole With Write Privileges Created Sysdig 0.7.5 9 days ago k8s PCI | PCLI02
Contact cloud metadata service from container Sysdig 0.7.5 9 days ago container | mitre_discovery  network
Contact EC2 Instance Metadata Service From Container Sysdig 0.7.5 9 days ago contginer  |aws | milre discovery  network
Contact KBS AP Server From Container Sysdig 0.7.5 9 days ago container  kBs  NIST | NIST_ 342 |mir
Container Drift Detected (chmed) Sysdig 0.7.5 9 days ago
Container Drift Detected (open+create) Sysdig 0.7.5 9 days ago

&)sysdig %



F—FVYV—RDFalcox HA LIBRATGEERR) O —T /I VIc kY BREF—LYPEF2VUT1
F—Lid. EVaT7NWA V59— —ReNUVUTHBDI -V EARIIAALEZYE®RLEZY L
T, BHICEREDMI BRI Y —2BRITIZCENTEFT, A2 =7 1ICL>TERET N
Falco)b—JUi%. Cloud Native Security Hub CH|ETE F T,

Policies > Add Policy > Import from Rules Library

Rules Published By
All K85 Audit Events Sysdig 08.2
AnoMyMoUS Request Allowed Sysdig 08.2
Apach sllowed directory Secure Ul
Attach to cluster-admin Role Sysdig 08.2
Attach/Exec Pod Sysdig 082
ure Ul
sdig 0.8,
Secure Ul
Sysdig 08.2

SYSLLAA=ITO271IVT

Sysdig 08.2

Last Updated

Ta Contact EC2 Instance Metadata Ser... %

Falco
|

Updated 16 days ago
ile: Contact EC2 Instance Metadata Service
From Container

and fd.sip="169.254.169.254" and

onnection to EC2 instance metadata

=%proc.cmdline connection=%fd.name

ABBREICHITZS VYT LEF21VT A OBELHMIFTOEIBERFE T 272HIC. Sysdig Secureld
SUFLLAA=ITOAT 7 AV THEBEEEATVWET, 1 A-IO7 77V V7. aVTT
SV Y1 LADEMEE BEINICETIVIE, 2. ZBL T, 8NV TFHSU91L7O07 7 1)
B L. BEIICARY Y —2BELUE T, ChiCld. kubeapiserver® 7 ¥ 7 1 £ T 1 Ysyscall & 2
U, ECS. EKS, 95UV RSARNGEDRLBAIT—HITIUYFLTICENEFNFET, CO7
TO-FIT& Y., ERETICLZIEERAMEBT N, BEIMEETIRICTOVITEIELENTE

FY,

\
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https://securityhub.dev/

Image Profiles

Q High Confidence B Confidence Levels
Status  Image Metwork : .
quay.io/coreos/addon-resiz... t %
k8s_ger.iofcluster-proportional-autoscaler-amd64:1.1.2-r2 mEm Done Leaming
kBs. ger io/prometheus-to-sdvD. 5.0 umm ~ Network EEE High
quay.io/coreos/addon-resizer1.0, (1 1] TCPIN Ports Low
B TCPOUT Ports HEE Hgh
mysql:5.7 (1 1] . 9
B UDPIN Ports Low
quay.iorsysdig/sysdigcloud-backend:3.2.0.5799-nginx (1 1]
& uoPOUT Ports Low
dockerio/library/mysql:5.7 amm
v Process EEE High
kBs.geriofkube-controller-managerv1.15.0, (1] ]
Processes detected HEEBE High
kés.ger lofkube-schedulervl 15.0 (1] ]
v File System (read only) EEE Hgh
registry.ng bluemix.net/armada-master/kubernetes-dashboard-amdbd.v1.10.1 L L]
Files Read EEB High
S 1 5:1.3.1 mmm
i Sl A Files ReadWrite EEE Hgh
quay iofcoreos/kube-state-metricsvl 3.1 (T 1] Directories Read EEE High
mysql:5.7 (L] ] Directories ReadWrite HEENE High
traefik:marcilles (T1] > System Calls Low

registry.ng bluemix.net/armada-master/keepalived-watcher. 169 Ll L] Create Policy From Profiles

Kubernetes® X 5«47V bO—)VIC & 2 BREDPALE

Sysdigid. Ry FEF 21U F4RU— (PSP) &' KubernetesD X7« 7V ~O—JLERAV
TEBZBAE F T, Kubernetes Policy Advisorid. PSPOERz BEIMLL. 77O RIICIREET 3 C
ET. PSPEBERULEBRICZ IV I— a3 PMBIBLAVWESICLET, chickY, 2P —F=K
BRIECPSPEIENDBRBICEHRATZCeNTEE T, T2, PSPIdKubernetes® 4 7 1 7 Dl fH
ANZXLERHEL,. RRAMEDTRCTDT7 IV a3V EEZLRITNERSRVWI—I TV NEIRE
RY, NI+ —IVRIHEEEZ B LR BREBCIENTEET, Sysdig Secureld. PSPD
& S7%KubernetesR 1 T4 7R AV RO—IVE IV 74+ —RAAVKNERLUTCWE T, SMz700
Pod Security Policies in production with Sysdig's Kubernetes Policy Advisor CCEWEZRITE T, F
e, SysdigD SV Z1 LEFa2 VT A BEEICODVWTIRCELEELLRT,

\
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https://www.scsk.jp/sp/sysdig/blog/sysdig/sysdig_kubernetes_policy_advisorpod_security_policies.html
https://sysdig.com/products/secure/runtime-security/

Pod Security Policies > nginx-psp
Import:
kubemetes. namespace.name

apiVersion: policy/v1betal
kind: PodSecurityPolicy
metadata:
creationTimestamp: null
name: nginx-psp
spec
privileged: false
feGroup:
rule: RunAsAny
runAsliser.
rule: MustRunAshanRoot
seLinux
rule: RunAsAny
supplementalGroups:
rule: RunAsany

Y sysdig

‘. Cancel } Save :

(=) Stop Simulation

© PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
agent.tagrolescluster and kubernetes cluster.namesdemo-kube-aws and kubernetes. namespace. nameskub..

PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
agent tagrole=cluster and kubernetes cluster.name=demo-kube-eks and kubernetes namespace.name=exa,

PSP psim_134 Violation (runAsUser=MustRunAsNonRoat) System Activity
agent tag.role=cluster and kubernetes cluster name=demo-kube-aws and kubernetes namespace. name=exa.

PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
agent tag role=cluster and kubernetes cluster name=demo-kube-aws and kubernetes namespace name=exa.

PSP psim_134 Violation {runAsUser=MustRunAsNonRoot) System Activity
agent tag role=cluster and kubermetes cluster name=demo-kube-aws and kubernetes namespace name=kub.

PSP psim_134 Violation {runAsUser=MustRunAsNonRoot) System Activity
Hi_]lﬂﬂl lalj role=cluster and kubernetes cluster name=demo-kube-aws and kubernetes namespace name=exa.

PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity

agent tag.role=cluster and kubernetes cluster name=dema-kube-aws and kubernetes. namespace nameskub...

PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity

agent tag.role=cluster and kubernetes cluster.name=demo-kube-gke and kubernetes. namespace.name=sysd...

PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
agent tag.role=cluster and kubernetes cluster.name=demo-kube-eks and kubernetes namespace name=exa..

PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
agent tag.role=cluster and kubernetes cluster.name=demo-kube-aws and kubernetes. namespace name=exa.

@® 7:15:10am-81510am Last 1 hour oM 1H 6H 24H 2w 14 @ Live

Sysdig SecureZ T3 C & T, ERF—LYPEF2VT+F—AWFAVTFOEF2 VT 1R
Y—ERDNBEEERL. RYRXRY NATAMEBC >TVWI e L UEMICBEETZ LT, VA
WEREEREEZBd e N TEFT,
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AWS 95U R #Fa U714 RRAF¥—IRIAVE

Sysdigit BV L BRICET 3 BEIC L3 L. V59K, D—s0—R, IV7+%&—THICHBE
TB3CET. EFIUT A BEORETHERAIN TV Z— BT ETHE57 5 A—T AV LK
BOREE NSOMACHD ZBEEIEMT 2 ENTEFTT,

BR3050ReaAVTFIOEF2VT4V—IVEFRTZ L. EFa2 VT 1 BRELTRICERL.

HEEZIEVRTLAEHASHCTZIEDIC, BRZT—HYV—REFHTHEIBEINENH D
B, BF1UFAFRL—> 3V hERICHRY ET, Sysdigid. 759 REF1UF(KRFv—<
RIAVE (CSPM) ¥ USURDERE®RME. IV T FPKubernetesDF 1) T 1 #gEE2 STV S
DRD—V0—-FREZE—DTSY LT —LTRT7IVILET,

CVIFYRDILLSAVEM—L, URIR—ZDA VY1 NEBIT S & T, SysdigidAWS
VSO RY—ERPOAVTFICHBITZIEBDORMICHH 2 EE 2 HBERH SHEFRICEBLET, 7
SURREF—LIZ. RBENECHNS RS- U, REBAEZBENTBOR X7y T ERICIEE
TN TCEFTT,

950 R7EY T4 RXAHIN)—
ISURT7EYNIEROFBRESITTICEMELET, T, UY—RIFAPIPEDOMO ORI Y —%
BUTAWSEE ICHHEICEBATFNZ O, E07ty FHERICBEEHEEERALTWSHEM
ZHERHYFT, PEIZ. AWSEBELAEAICEF2V T 2BRIZILHIC. CNETRTOTF—4
V2R LS ICERIN, BEERLTVBRI3NCOVWTDAVYTFIUITVREEDL., 7Y hD
AURYRN)—ERBELTVET,

AWSD 77V T —2 3 VI3BE. FHEDHEEZERITIZEBOY —EXTERINTSY . APIZE
UCC79RTEET, FY—CERICIF. VSV RBEAVMOUY —IADEHKHRHYEFT, CNn
5DUY—RITE, ATV IVRET7. X170 —ER, T—I9R—=X, SA\Tv K, ZOfttD
DRI KRUPUY—-INEENET,

&) sysdig %



FEAEDIEBTIE. ChoDUY—X, EDOBEMR. $LUBRERET ZHOICFHO7IO—F
EEALTWE Y, MFAYICHEK - fENT2RBETCOFERICLZBERRIR T —>TIVTRARWVE
b, CNEDT7EYEZDEMEDA VYRV YU —%ERE - BHT 272D BEMES NI —EXR
WHEERY I,

AWSHHREHET S D IF....

AWS Application Discovery Servicesid. V7L I RDY—N—PEDMD ISV R 7Y ~DEA
WRPEBRHRT—YENELE T, AWS Migration HubEFEEINTH Y . MEFLIZBIOFE TREEIC
ADTCERFLWI Y NERIEICHER T2 e N TEFE T, Application Discovery Services APl %
FRHTZ L. I—T—RBREINLEITRTCOT—N—DIRTLNRT+—I VR EFAERDT—FIC
TFORRTEFT,

Application Discovery Service APIZ RT3 &, REHSNEY —N—DIYRFLNT+—IX VR LF]
AROTF—5&IVRAR—KTEIET, COT—HZIARRETIVICAALT, TEnsDod—N—%
AWSTIHREITEZIZBENDIRNEHELE T, 2. U—N\BoxRy b —JEKICETZT7—5%
IVRAR—bFBZENTETT, COEBERS. Y—NEORY bD—7KEFFBREHML . BITEH
BOEDICTTIVIT—avicdW—FIHTZDICRIEET,

Sysdigh*iBhnd 3 D ...

959 REF2UF 4 F—LAld. Sysdig&fFE>T. AWSY SO RBETEHEULTVWE Y RTA, 7
Vg—2ay, Y —ER RVVTHBE8NICKREL. EFa2 VT FHIZEBETICeNTEF
o CNIZEKY., 7ADV KR VPC, V=T33V, SBNTY K~ RDSBREDISOVRT7EYREIY
EvyL, Vo747 07— (BET—5. AVITSAT7V/RARHORRERZT—572E) B
ECITREIN, WEBINTWBIHhE LY RCEREIZICENTEETT,

COWEEX. VORIV DISDEFIVT A EERTZEODA—T YV —RY—)LTdH 3 Cloud
CustodianZ N—X[CLTH Y. BEFRDODAWST7HDV Y FTEREINTVWBR VY -7y~ &V
V=P T7OJVz IV MHEHFATNTVBRZIRTOT7EY R EVTIVIAATY Y 2 R—RICRR
LET, REDEAREDOR—ISAVEIERTZIC LT, REEXGEBRIEETI ST —ERE &
DE@EEMIEIRL, BEEZMET SN TEFT,

&)sysdig 0



Campuia us-aast-1

Al Activity

Summary

Events

s Mar 18 2071 81 183908 | 4 days ags %
FA
480 79bE0A362B65001 2E5E2F

® @ Logged in without Using Logged in without Using M
L] Y 1650808-

e name
© Console Login Without

® @ Logged inwithoutUsing 0

© Update Lambda Functio
© Update Lambda Functio

@ Create Lambda Functior  |[SERSiaey
NIST_B00-53

© KBs Secret Deleted
NIST_BOD-53_AC-2

@ KBs Secret Created

® @ Logged in without Using

@ Console Login Without

SysdigTid. BAWSUY—XPTFOVT Y EEY FPT, MIET3REEHAT I ENTEE
¥, Sysdigid. AWSTHDY FADT LY REREL. OV RTFANSDF—YEADETHET
26T, USYRADTRTOY—ERICOVTIDOEEDNERELEY 7,

Ty hERBIZ, AV I4F2L—YavVAVISATVRADERRERTY, 757 RREIHN
THEETYT, BRLEELFHTEY - RHT 3 & IERATEET Y, Sysdigid. PCI-DSS¥NIST
800-53DHA RSA VEAWSRED 7Y MMV EVI L. BERNCNSDEEDIAVTSAT YV
A7 —LD—VDBHEEHELLTVWRWVGEE, MENICFzv I L. PS—hERHLET,

SysdigP 2 —Hid. T YRV KNVEBTREINZIITRTDT—HE2HRIIAXTIIENTE,
ARV NEREFENTCHEESIZVDERZHS T EMNTEETT, Sysdig SecureldKubernetes® 7 7
TAETAICEATIEEERDIBHIZILEH. AWSIR—IRISOURY—ERDEF2UT11AR
vhEHITULT, D—V0—RTRAMEC>TVEI DL E L Y RSEBFETZICENTEET,

\
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BV sFa2L—YavER

TFVT—3 & 300HETBR9STVRR=—RDIVRTLNEF 2V T4 Z2ER UK INTL
TH. V5V RREBOZEILICHD. HURTEUVLRELERNBEYI TR A3 ENMHYET, €D
ER. RBENSEELLEY .. FBT7 TV EERIZIBRENCF2 VT4 LDV RVICR-EY TS
CEPBHYET, TECTEELRDIZ. BREEEZAWSY Y —XITHERTZICE T, BEDORFT L —
LAD—=OADAVTSA TV REBRTZ I TR, BEROAWSTHV VY NIRRT 22+ U
TARBEHIETIZICELTT,

I9SOROD—VO—-RET7FIVIT—yaVRAENBRICEAT IR T, 77 ORI HGEIC 1
ELET, TORR. FHTREBHTCELVEBREENIRELET YT, AWSICHBWTSysdig& ERT 3
& VSURHNAER. AWSTAD Y CEROMEING Y SV R BREREEELR—FDREER
F2CEMNTEFT, CNICEY . AWST Y ISAKSYFvyr—DRY D=9 A=Y, 11—
Y70, OVORREICHE IRV TS 7V RAERDBRENHES LSV FT,

AWSHREtT S D ...

AWS Configld. AWSY Y —X DR ICE T 2 MGMAETHE. BEE. $LTLR—KE2TVWET, RE
DAWSDU Y —XDEMEERL OV 28 L. ZENMDEBELBSIIFMNICERESINBREBERT
32ehTEFT, BEEEL. BROZTEE., ZOTENMBOAWSY Y —BOBERICED L 508
BrE525N BRI cE, EREDEREPNIZCEeNTCEFT, 21—V —1Z. BHD
D—V0—RN—FHERICED LS BBRTENMEL TV Az B L. WD (READECT)
AWSDY —ZDEBEIEBRICHELEAH XTI e N TEET,

AWS ConfigldBRICT & BESNLET7Z AUV MIHERETZITR—EINZAWSY YV —X 2 1&H
L. BVY—RICHULTRIANSNTZEEHRL R—bEEHRLE T, AWS Configld. I —HDEET
PR—ETNTVBIIRTDOVY —RICH U THERT7 I TLEEHR LT T,

Sysdighi8ins 3 Did...

AWST7HOVETIE, £WEBLDD—70-RPEMNTZ377V -3 VEomENITHNS 2
H. IRV SPEROEBOENERNICEZL BV ET, RT—>TIVTEEMLTNEZ7FO—FH
RN, DTEFRE[EET Y, Sysdig Secureld. YRV DHBIEREBEERFEL. /57 KPaVT
TREORAEDEF 1V T BBEARLTIDICRIUIEET, chickY, XKTVUYIREL—=Y

&)sysdig .



Ny b, AEENtF1 VT4 —F BRLEY—ILY N/ ILTYY vV REDBRED
REAMERILE N, AV 74 FaL—YavRUIRRHIHESHERRICHMTZENTES
R

Sysdigld. HEKRD U S R#ERL & AWS Foundations CISRY FX— 2 & LR U TERAIIC DI L F
T, ChiF. BERODAWSZ AUV EDF Vv VEBE2FTEHZENT, EDY—EXPERICE
FaVT1 EOBERHINESMOSBELET, CNICLY ., EOY—EXPEBENEF2UT £
DFEBEERS>TVIIRDONNFT, Fe. /5VR7EY ~DOEBRLEOBEEIEIET 32 DEL)
BRFIRERITHI YV ABRHT NI,

TF21UT14F—LYDevOpsF—LDERAN SRS & . SysdigldBRICEET 2 AR ZHA# T < AR
AR TIREL, BEEAXIBIZCL T, AVTSAIT7VRAPRUY —DBETFEBHHELL. &
EOREVRIAAVY R EEEZSULET, Chid. BEMEINEAETCBEEERT I LNTES
. EFa1VT 14 F—ALIKES2TFEFTEFITRARBYRIEBR>TVET,

; > AWS Foundations Benchmark

513680393384 us-east-1 & Download CSV
Type Aws_foundations_bench-1.3 *
98% 26 .
Schedule Daily 50!
f Resources Pass

Summary

© Remediation Procedure
“ Identity and Access Management

Q

1.4 Ensure no root user aCCOUNt aCcess key exists

to it ]
05 t Console and open the IAM console at
o e hardware MFA is enabled for the root user acc. d then click Create New Group
© 1.7 Eliminate use of the root user for administrative and dai e Do M0 s O 1 SEEs Es
@ 18 Ensure IAM password policy requires minimum length ect the check box for each policy that you
- X embers of the group. Then click Next Step
© 1.9 Ensure IAM password policy prevents password reuse
@1 ctor authes tion (MFA) is enabled for

user to a given group
© 112 rnused for 90 days or greater are di nt Console and open the IAM conscle at
© 113 En e is only one active access key available for

114 Ensure access keys are rotated every 90 days o less

direct association between a user and

e @ o 0 0o @

pen the IAM console at
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AWS CloudTrailo O %' Ic & 2 @R DA

AWS CloudTrailid. AWSIREDHNF VY REAVTSA 7V REBEZARBICT DRI TATY—ER
TY, 2—Y— O—J)b. FLIFAWSY—ERD7 Y 3 VidCloudTraill DA RV k& UTEERINF
T, CHITIE. AWSKRI AV ROV Y—)b, AWSORVKRSA VA1V =T 21 R, HLTAWS
SDKEAPIIRT 2 H5WBIEENZTFNFT,

AWSHRHtT 3 D 13...

CloudTrailh 585N 2RV RERIZ. tFXFa VT4 2. VY —XZEEDEE. ~>7)VYa1—
T4V EBRILLET T, CloudTrail MRH T 2 BERMEFIA LT, HFERDOAWST AV MCHITBE
BIEBERAML. BERPRTCRSTIN Y1 —T1 V7 eBRIETZ N TEZTT, CloudTrailld.
BERDODAWS) Y —RDEF2 VT A EBNIT7HOV NP IOT4ET « DEBMENMIGERREICLE
ER

Tz, AWSOD—20—R, 7ADV L, APIO—)b, S3N\TY RSN T —2ICHB T3 EE
DHBDT7I7T1ET A PEBREEZER T 3BRRMT —E R TAWS GuardDuty | £7FH T3 &
£TEET, COY—ERIE. CloudTrailh 5> DEEENV z5EY IS, EF2 VT 1 EOMEERET S
LOREBEELRT7IVTAETAERELET,

Sysdigh*iBhnd 3 D ...

1Y 7 SDBEICHED. CloudTrail A SEETEZ ANy N PEROY DRIE. FETOHHPRGHN
FARELG YA XICETEBINT S AEMENH Y TT, BEAORIGHEND L. KELFELZRIZTH
BEENDHY F T,

Sysdigid. I 7 FKubernetesD 77 O4A AV h2RDEBRHEZRMITZIDERMUIV IV THD
F—=T VYV —RADFalcoBBRAMERN—RICLERBRREF 12V T1I—IVEFERT 3L T,
CloudTrail ¥ XY b DFHEiz U 7ILH 1 LATEEET I EVWSFBEEZBHRLFET,

Sysdig& CloudTrail D#&IC & V. BRICERESNEZRV Y —&2FRALEY . HBORHEERLTF
HEAT7 9T ET12BETZIEHETEET, 100UEDAZI 2 =74 FED, TCICFERD
Falco)l—IL D BIEMNR LY hEFRAT 3L T BEEZENTZCENTEFT, 51, DevOps
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EFaVTF4F—LAld. AWSEREEREINZ C &<, AWS Security Hub T RV k% BiERERT %
CET, REERB<L B3 TEET,

—ERE T NIL. Sysdig Secureld. BEHEDTARTDI SO RT7HDU Y LDIAM, RDS. EC2.
RedShift. VPCRED Y —ERICDOWVWT, REBRYISVRTIT 4 ET 1 P11 RV b & MBHGAICHRE
L. BELET, CCTiE. WD DERBIEBNLET,

o FBERIAM7VT1ETAPEBQN-IvIaVERZHT,

o JTOLRDEFTNY—VEBRHL., FHEABEPLUE—FI—-RDOERTERET S,

o VLTVUIVVILDEE. BICEWRORWILT VI VILPEERD I LTV Vv IV DB+
RT3,

o USTURVUY—X (S32Y) . REBUV—ND1VI7S5R—k, AVFF+, AVTFF—5X b+
L—3av7Sybho4—LDBROEREZRET 3,

o BEFULRWERNBHICLZEET—YDRAVERTET 3,

o BEDAVIYTUVRDT—HER/EL. NF¥—VERET S,

Events

Everywhere

Fri Mar 19 2021 at 1:58:48 PM | 4 hours ago X
Delete Bucket Policy
t 166dd9fe75ea222¢4946710b40e3a8%

CloudWatch Delete Log Group

Schedule Key Deletion

CloudTrail Trail Deleted name Delete Bucket Policy

ruleType AWS CloudTrail
Delete Cluster

ruleName Delete Bucket Policy

Delete Subnet The policy of a specified bucket has been deleted. (requ
esting user=arn:aw: 845151661675 :user/alvaro.iradie
i onaws.com, AWS regio

uesting IP=c
est-2, bucke anning-cloudtrailsta

Delete Subnet c-cloudtrailbucket-p@gzwk1irhéh, policy=)
clou

Delete Subnet
aws

Delete Subnet wasd

mitre_TADOOS-defense-evasion

Delete Bucket Policy - e
mitre_T1070-indicator-removal-on-host

CloudWatch Delete Log Group

Mar 18, 5:57:57 pm - Mar 19, 5:57:57 pm Last 1 day 10M 1H 6H 12H 1D 3D 14 o Live

\
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AWSDD 2 7P+ bTld. CloudTrail MR- T3V —EXD—EBEZRZ3CNTEET,

Static Cloud Posture Management Continuous Threat Detection
4 N

Asset Discovery Static Configuration Threat Investigation
aWS Exposed -
~ =) - E storage service -

Cloud APIs Cloud APIs Cloud Activity Logs

User without
MFA logged in

e Analyze user, workload or

o Identify cloud assets across * Flag cloud misconfigurations service behavior
AWS and GCP accounts * Validate compliance e Continuous compliance
. > . i \. 7
1 : T T
— \
5 =
@ Cloud Custodian 7 Falco
\_ _/

\
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https://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html

AWSOYVFTFH—EXDER

AVTFHIEH T, Y1FIv I BIREMKLTWVWET, IVTFHFIRRRABE, FOBL DRI TARTA
K@Y FEY, SSHPOT 2R3 TEFEAL. B/ VIV IRTTIVIT—YaVICEDONTE
REDY—IVDEFEAL R, AMEEIRELLE EICFEBFEAERICILEER A, AVTFHIE. 7
TV 3veNyT—IJLTHEEL. ECICTE—BULTT O/ TE307T. BERICIIRE
T,

UNUVERIC, ST a—T1a VI PRBRT SV IRV IRICHBR>TLEVET,

AVTIR=RDT7FVIT—a V08N eHEZERTZICLE. V75V RT—ERDETAKL
N7+ —RVRAICE->TEETY, AVTFLETENET R0 —ERXR7—FFI0Fv—1. 7
TV —aVDihREERBEEREZRLIE. 1/ R—Y 3V DRFEE FEEDOTIBIRAZTTOD
R ZAIREICLET, UL, 77U —YavVADRI 7O —EXRDEMEZZ L. b
DBEBEADABEEBIRTZIENB LBV ET, I717OQY—EAR-RDT7TVI— 3V
E. ROV RIVRIIPBESEZ CeNTcE, AVTFRBEILISUTRIVFISORDA VD
SERBEFTZICEMNTEET, KubernetesDA—T AL —Y 3 VDIREEERT S L.
Kubernetes IR TD Y —ERAM VXYV RAEBESERMITVWINE S EEBET I LHORE R
DEJ,

AWSHHRHT 3 D(3...
AWSHYHR#ET B Amazon CloudWatchid, 07 ARV R, ARV~ &EBUCTAWSY Y —XP7
DI—Y 3V nERREEER - BAlT30—EXTT,

CloudWatchld, 77V T —2 a3V DER. YATLREDND # =XV ADELADRIG. VY —X
FIAD&EL. EROREMEM—IICIBETZLHDT— Y EEANLRI VY M ERBELE T,
CloudWatchid. 07\ ARV IR, ARV FDETERSLUERT—YENEL. UTDLS5%
AWSUY =R, 77V —ray, ¥Y—EXD#H—GE1—&ERHLIT T,

AWSUY =R, 77V 5=y, $—EXe—TaMICBET 2N TEFT T, CloudWatchid, &R
BICHT2ERDEEORE. PS—LADRE. QT ARV IRDUARTOERI. BELE N
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TUavOERT BEORSTNYa—TaV7 7TV —2aVeRLA—XICBIESE RO
DAVYALEDERBRENAETT,

F7/z. Prometheus® A~ 2 X %&CloudWatchTIRET 3 & T, 7FVT—a3 v RXRT74+—IXVAD
BTLEEDER. STV Va—FaV7,. 75—hrEeRRIITOENTEFET,

Sysdigh®iBhNd 3 D ...

Sysdig Monitorid, V5O RA VIS AKSVFv—, BY—ER 7FVI—-3VDNT7+—-I VR
EAAMERA{LLF T, Prometheust DEELEREEHALARIREL ISV REREERRL, &
RIS T2V TFREBEISEVAREEBONE T, V57 K E&KubernetesD IV 7F X kTt
SNEYVRTALAOA=IDSBONZINEOMIWT—YEFRATZCET. MEERRICERTZC
ENTEET, . \NMTVYRBLPIIWVFISVRDEZSZV VI DEDIC. F—LRBTT—
YEMBTICLET. YAOEMYURKCELETEFT,

Kubernetes& OV T FHICHITIER

Sysdigid. #5325 —. FTOMAY R, R—LAR—R, D—YO—ROT—VFVIF5FIES
U, BE7>— M EeEFMRBEMRLUN DAV RIBEREIVSUVRF—LICRBLET, V57
R &KubernetesD AV FF ARSI NZOAVTFT7 VT4 ET 1 DRVAIBFEICEY . F—AF
BHLAVTFTFTAAMAV RN EBEEBTZCENTEET, ChickY, AT eMNagEichy) F
EDS

o AVISRARSIVFv—, U—EXR, 77V =3 VT IRVAREICLY . B@2HEL N
D4 —XVREEHRTS

o KubernetesA—— XL —3vDaVTFANEAWVWT., VS5 RAY—DERRRZTRILLT S

o AVTFEYZVRDIAVTFRANEFERALT. BEEERDIZOH DA —F—&BIEICHE

o BREVY—REHEHBULTIWVWBIRYREREL., Fv N\ T 1D EREER

o TFVT—avVDA—RRT=—V VT DIMEELERL. FTHEHRESEZIFILET

o USRIV ISVUREARDFv NI T4 2HREBILLTOARMZHEIRE

\
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7 @ Add Panel

EKS Services Dashboard @

Edit Scope

Team Scope
No. of Deploy... No. of Replica ... No. of Pods No. of Services No. of nodes No. of Contain...
86 84 -~ 147.57 ~ 91 10 182.48
. .
Nochangecompared 1 waek 3 00e:3 compared o) wask age 073 comoweats 1weskags Nocmng:: nnnnn ed 1::& r\ammf:moma 1:::u 4040 comparedto 1 weskage

ago

Containers per Hosts Response Time by Service

Aug 13, 10:40:00 value

Aug 13, 10:40:00 AM  value

\/ S

-
Y

N\ A A s |
AN v AV
\/ \/ v v ¥

—
\"A
Top Namespaces (container count)
Host Capacity Utilization Top Resources (request count)
@ 9:40am-10:40am Last 1 hour (1 minute intervals) Uutlc 1M 10M 1H 6H 12H 1D 2W <« @ Liv

FFVIr—avey—ERDER

LATYY— I5— b374v 7, ¥Fa2L—YaVDEARIVIRE, Y—EROEEMZE
B[IBEOOI—INWNTV/ITFINELTHENTVEY, CNODARIIRIE, Y—EXZFAT
21—V -—HmoRE. 7TV —YaVDRBROREMRENT -V RERLET, ABICEED
tDERT. 77V —YaVnAREOBEERULCLESLS>LRERITIZ LT, KEEZENT
32N TEFTT,

Sysdig MonitoridIATFDC & ERIBEICLET ¢

o 7FXVI—yavouAEtEFaIVTAICHATIERE—TEETI LT, HEBRETO
REEEELE I,

o 7TVT—=3VDNNT7+—IXV/RA%&MELEIHE. Kubernetes® 7>V RNV FFA L Ti{LE
NEEMAZ Y TFOAREE EHMHARARNY IRICELY, BEERERICHERLET,
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https://www.scsk.jp/sp/sysdig/blog/kubernetes/kubernetes_119.html

IS0 RY—ERPT—HIR-—AE AWSEREBDEFELRIAVR—RXVEDARNIIRE, <
X235y a1 R—RCORERATEET,

BEDLF1VT A1 VYT YRN LIV —ADY—ERRMICEZIZIHELERTIENT
EFY,

F—LI. SSO. RBACREDIVH—TFSA AT L —RDT7 /R FHEER T LICFHIRY S
CET. VRVEBRLET,

729 B2 =)V TDPrometheus& PromQLO T2 G EREICL Y . BEOHREENRELER
LET,

Prometheus& BN HBD LTI RR—5—, v raR—k, 75—h&FHALT. @AEHED7
TV —y 3P —EPRICEZS IV I ERLET,

PromCat.ioh' Rt 9 2 Kubernetes 72V b 74 — AP ISV RRA T4 T —ERDRZHD. 15
BIN, XEMRIN, UR—FIhEEERESEFERTICLT. £EHzEHI LN TEF
E

Explore
[ Kubernetes Service Golden Signals i X
Scope: kubernetes.namespace.name = 'sock-shop'
Response Time per Service Request Rate per Service Error Rate (4xx/5xx) per Service

Slowest Endpoints Most Requested Endpoints Endpoints with most efror rates

|- front-endicart/B08adda - 1ana-fc25-adb 66 1 Jabizad8 b front-enciidetas herml b front-enciicart
SoftinS3ndBicn 10001 bebaid toms hamd - front-anciicart/d3588E30-aciBe-49di-bod7-3 187 Tefb2ar

11 36
jearts U i bbd7-316TT6ME 46
/3580500-adBe- 400731671 el 246
Se£1aS3MB4CE 1000 156041 MOma/EiSABE0-noe-4901-000T 3161781746

U 20i6B-40da-005H a0Da 16020850

carsicaris/SeldaBlataice 10001 bebs
- tront-endicart/@{Be11bl-8b 7466 1
b cansicanssetosaaadsace 100015et:

9o 1 b B Te-416c)B111-BA36I4T 1 Babb
0007 0-8083-4103-5483- 02T e 00000340
B6Tu-4160-81 116035340 Basb

My Services
kubernetes.deployment.name net.http.request.time ns net.http.request.count /s nethttp.error.count /s net.http.statusCode
sock-shop-front-end 0 126 30 200,201,202, 500
sock-shop-loadgenerator 0 99 1.5 200,201,202, 500
sock-shop-carts 0 12 1.0 201, 202, 500

LIVE: 5:04:40 pm - 5:04:50 pm (10 S) PDT S 5M 10M 1H 6H 1D 2W CUSTOM T I - Z00M2x +
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https://www.scsk.jp/sp/sysdig/blog/sysdig/sysdigprometheus.html
https://www.scsk.jp/sp/sysdig/blog/promcat/promcat_prometheus.html

SysdigidZ < DAWSH—ER&R1 T 147 ICHR—K LTH Y. Prometheus& Amazon CloudWatch
DHABEHICRY F9, Sysdig Monitorld. PrometheusfZEH TAWS CloudWatch® A kY ¥ 2 & 1
HU. 50 UHEBESNSysdigPGrafana® ¥y ¥ 2 R— R &> CRAIGILLET, TV59—T>
1 X9 S XDPrometheusE=5 V7 DlzbDFA—TFVYV—AD)Y—AH0OY TdHSPromcat.io
TlE. AWSH—E R D7z DR E NizPrometheusT YV AAR—F—, v aR—RK, 75—k, &
LTLIA—F 17— OBEBEINZURINVZFATEFT,

RF21AVKNCLBIBEEEFEADTR—ENHNIL. Prometheust V7T L—Y 3 VDREEVPAY TF
VRICBYPIHEEOREEZES U, MBEEDFAHEEHNTICENTEFT, AWSTUTFTY L —
> avnfle UTiE. AWS Fargate. AWS Lambda. AWS Application Load Balancer (AWS ALB).

AWS Elastic Load Balancer (AWS ELB). Amazon Simple Storage Service (Amazon S3)DH7R— KAt

HYFET,

AWS Fargate Cluster Overview @ Y7 @ AddPanel

Team Scope it Scope
Pending tasks Running taiqks CPU utilization Memory utilization

Desired l{J!}‘kH

Task by Service

Aug 21,11:00:00 AM value Aug21,11:00:00AM  value

Aug 21,11.0000AM value

Aug 21, 11:00:00 AM value

® Aug 20,11:00 pm - Aug 21,11:00 am Last 12 hours (10 minute intervals) UTC 5M 10M 1H 6H 12H 1D 2W 4« @ Live

7é
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https://www.scsk.jp/sp/sysdig/blog/promcat/promcat_prometheus.html

B—EAAY S alcHITB5AHRE

47O —ERDEBEMRWKL. BEREZBHICTSHIC. Istio. Linkerd. AWS App MeshZz &
DU —ERAAYv Y2y Ya—auvR, AVFFLEICBEI NI 70V —CER1I V75D kD3
TEWTFA4 VIOV IER>TVET, T—EXRAYYalE, Y—ERFT 1 XANY— FBEEL.
AO—kNRSVI VT BB, FL—XRGEDOWEEICLY ., IV TFFHEEhieIr/70Y—EXR & &
Y ShEREYICKHIRICET. HE, BEHITIDICRIEET,

AWSHHRHT B D(3...

AWS App Meshix. ECS. EKS. FargateFIl7DNRXR—I R —ERAYY 2175V T+ —ALTT,
AWSLETEMET 317 V700 —ERZEHEICER - flET23 N TEET, App Meshid, X120
Y—ERDBEATEEENL, 22—V —ICZVRY—IVRDAREEER., 77V I5—3vD
SR AMZHERLUE T, AppMeshid. O—FREZEETBIC L, 7FVIr—yavADRC-0
Y—ERBOITRTOBEICHLT, B—DEa—avbO-IRAIVEERELET,

AWS App Meshid. A=YV —XDEnvoyZOF TV E&FEHALTWVWBEH. X770 —ERZER
9 3726 DAWS Partner Network (APN) ©H4—FV YV —XDW— )L LBIL BERENH Y 9,

Sysdigh*iBhNd 3 D ...

SysdiglZAWS App Meshz J7/R—k U, AWSOVFF Y —EXR ETEMET B0 —EXDN
74— VRAEAFML, T—ERAYY20EF2 VT TOT7 71 PEFENLBEME ST SI(C
BB’T D EMNTELT, Sysdigid. AWS App MeshD 2 —H—RY—EXAY 2D/ T+—V
AEERL. AVISARSIFv—2FDNTA—IXVREEF2VTADANIYIRERTT S
CET, AVTHEINERBICTISRZ I/ MO—-IVEEZXZ LN TEET,

Sysdigid. EnvoyZ’AF > DPrometheusTY RRA VRS ARNU IR EBEMICRILAEVTT
SHEEIC LY . AWS App MeshDE=H VU V7 &8t LET, ChnickY ., BEIZEnvoyhr 5D A~
DOREREICINEL, BEEZHL, AIGLTZI e TEFET, IREINLF—FHIE. Sysdigh'
Kubernetesz 2T AV TF AV I7SE2ANSINE UV TAESBEERGARN I IRPARY ETF—%
CHETEET,

\
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AVTFF 723 LY IVIEALVITY MRD
BREEORSTINY2a—FT4 V0 PtEFaVT1410 VYTV RODBEBPNETOR., HAMNLRED—
D, AVFFIHIREIND ., BETIBEBRNIRNTHEHATCLESCETT,

EKSYECSO L 5RAVTFY V21— VTid. COLIRCERFBICEBCYIET, aVTFid/—
FETBEBTZCenTE, Y—EBRBRT—IWVT7Y T/ LAV TFA VRV REHIRLE
¥, FEORANLFEREFEL. BENBEOHZITRNOEKTVION, ThEet 7T DRE
IZANSEKTVBDOMERECERITNRERY FTHA,

CloudWatchig. OY'. ARUIR, IRV EFERALCARERELE TN, BNV FTFORST
Woa—TFT1aV7DEHIESNEEDTROY FHA, AVTFE—BEDEDTHZZH, OV
TIFNRLL G ZRICEF2VT A4 VYTV RTRAMBC O ERT T3 IdREETT, BA
BEMTOEFIBEZESP>THEEIZDON?ESIP>TT7 VA LEON?REILIESTLEMN 2
MRV T7EA VA=V LEDOHI?T—2IEIRELEF LN ?HREOEHE I CETLM 2
h?

Sysdigh®i BT 3 Did...

SysdigD Activity AuditiZ. 17V kL ARV ZADREE & KubernetesDEEEZAIGEIC L E T,
SysdigidEfFTEN7ZzII VK, XY D=2, KubernetesD 771 ET1&FvFFv—U. 188
SHZLT. SOCF—LRINEE O EREHZ C ENTEET, SysdigdF v FFv—%
EAF. ERINLTOER, RYKD—V#. 27 MWV IRTLDTIT14ET1RRE, TR
DAVTFDTITAET A EFHMRLRIVTERITZCEHTEBZDT, AVTIHBL A28
THEARY SEFMICERL. KubernetesD T4 LIV I #IT5CENTEET,

\
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https://sysdig.com/products/secure/container-forensics/

Activity Audit

Deployments and Pods v cemd X net X kubeexec x file x

Entire Infrastructure

> admission (0)

cloud-connector (0)

crypto-mining-demo (0)
example-go-app (0)
— AN 8 —~ N

example-java-app (0)

example-voting-app (0) @ Download JSON

>
> exporters-test (0) Time Data Source Details
» grafana-sysdig (0|
grafanasysdig (0} Load Newer

> istio-bookinfo (0)
» istio-asknging (0) Jul 02, 4:46:53 AM emd java Java -Dsdjagent loadjnilibrary=false jar /imp/sdjagent jar getVMHandle 6 / 1
> Istio-system (0) Jul 02, 4:39:33 AM emd nm java java -Dsdjagent loadjnilibrary=false -jar Amp/scjagent jar getvMHandle 6 cwd / 1
> jenkins (0) Jul 02, 43111 AM cmd java java -Dsdjagent loadjnilibrary=false -jar /tmp/sdjagent jar getvMHandle 6 / 1
> kube-system (0)

Jul 02, 4:30:18 AM cmd mm sh sh Mvar/www/html/ 33 31327 1 31321 st 31327
> monitoring (0)

Jul 02, 43018 AM cmd su su -s /bin/sh www-data Ivar/www/html/ 33 asz27 nan
» nginx-crashloop (0)
> null () = Jul 02, 43017 AM kube exec ] johndoe sourcelp 172.20.2.145 sh store-frontend-ping-php-7588976944-dba
»  sensitive-info-exfiltration (3) Jul 02, 42307 AM emd comm java java -Dsdjagent.loadjnilibrary=false -jar /tmp/scjagent jar getvMHandle 7 cwd / uid 1
» sock-shop (0)

Jul 02, 4:23.07 AM cmd nm java java -Dsdjagent.loadjnilibrary=false -jar /tmp/sdjagent jar getVMHandle 7 / 1
> suspicious-network-tool (3115)

Jul 02, 418:54 AM cmd comm shred shred -f /var/www/ bash_history cwd fvar/www/html/ uid 33 7868 pr 678...

@ 403am-4:48am 45 minutes 10M 1H 6H 1D 3D 14 »l

E¥ U < [ZSysdig Activity Audit!C & B KubernetesTD 1 VTV hxtibE C&EL STV,

Sysdigld. 7> —hrF v RJV. AWSSNS, FLIFSIEMISBMEBREELZF T, Chic&Y., aVTF
TREZERDOEF 1V T (FAEBREMEIT D CENTE, EFa2 VT 17 >5—hDRTVPEE.
AWSTAD Y KD AV TSA TV XF v 7 DBEEMEAAIREICR Y FF, Sysdig Secure & Falco
l&. Falco& AWS FirelensiC &2 XIVF ISR ZtF2 )T 14 onEKS & ECSTRO5NB L DIC.
FireLens% & U T CloudwatchiCA/ XY R &EXELEFT,

Sysdig&Ex (. £F1UT 4 F—LAldRY RAOKEEMEL., AWSTVFFH—EROT T
T—2aVaAVTFFRMNIEEBEUVEVYRTAT7I9T4ET142BBELTIDA LY IV IEITOCE
ROEET,

Sysdigh®i BT 3 Did...
o FHMLTALYIVILR—KIZLY, H5WE3EF1 VT BREOHEZRRICIBEL . 17H
THIENTEET,

&)sysdig >


https://www.scsk.jp/sp/sysdig/blog/sysdig_secure/sysdig_activity_auditkubernetes.html
https://www.scsk.jp/sp/sysdig/blog/falco/eksecsfalcoaws_firelens.html

EHMAUEBIECERICK Y . AR oM ERRICHMTL, 1 VYTV RRISEREWRLET,
Falco)—IVSA TSV EZFRLEEHMI BRI Y —ICLY) ., SYPTLORIY—ERED
. BEBELVET, 27770971474, XY LD—=VZSD4v . 7FU—3 070
EaJ)b, ARVER, OF. FREAIRVERE, BABOFIELHHICBERTEZDT. T—%
DREPSTIIVA—T AV RREDA VI TV RERETZIENTEETT, CnICEY. A
HICEBIAL. SBOMBEERILTZCENTEET,

ABRBEAD IV TFCOBRPRNEITS>ENTCEZ RO, AWSAVFFH—ERDOVFTF

Ry RGBS EBETE. 24 LVIVIFvITFv—&0LU. IRTCDIYRTLTY

TAET12BRIZCENTETT,

OSysdig nspect  Terminal shell in container (199).scap

ﬁ Overview
VIEWS GENERAL FILE NETWORK NETWORK APPS SECURITY PERFORMANCE LOGS INFRASTRUCTURE
Connections Hhﬁ:’wl?;'::‘in:r File Bytes In+Out Net Bytes In+Out DNS Bytes Executed Commands HTTP Requests App Log Messages Docker Events
Cornainers 1 31 M 2782 K 14K 53 7 117 3
Directaries
Running Processes File Bytes In Net Bytes In HTTPs Bytes Executed Interactive HTTP Errors Contalner Exec
Errors Commands Created Events
Files 16 25M 150.2 K 1128 K 6 2 1
YOy Type Running Containers File Bytes Out Net Bytes Out statsd Bytes Setns Invocations File Open Errors Container exec_die
Page Faults Bt
31 5235K 128.0K 13 5 324 1
Port bindings
Processes f,y\:mn Calls Accessed Files Active Network HTTP 3-,'54-» Deleted Files Fork Count Container Exec
Connections Started Events
Processes CPU
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Processes Errors
- N Modified Files New Outbound redis Bytes Slow File VO calls
Server Ports
Connections (1ms+)
sowFlelo 157 10 76 4
Spy Users
New Inbound mongodb Bytes Slow File /O calls
System Calls Connections (10ms+)
— 12 724K 2
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Webinar :

e Accelerate Threat Detection Across AWS Cloud and Containers
e Ship Apps Faster on AWS with Unified Visibility and Security
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https://sysdig.com/partners/aws/
https://dig.sysdig.com/c/pf-aws-brief?x=u_WFRi
https://www.scsk.jp/sp/sysdig/case/it/pike13.html
https://www.scsk.jp/sp/sysdig/case/it/jw-playeraws10.html
https://dig.sysdig.com/c/pf-case-study-worldpay?x=u_WFRi
https://www.scsk.jp/sp/sysdig/tutorial/sysdig/sysdig.html
https://sysdig.com/resources/webinars/accelerate-threat-detection-across-clouds-and-containers/
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