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ACUVlty Audit View Legacy Commands Audit

Deployments and Pods v

v Entire Infrastructure
cronagent (4654)

kube-system (0)

>

>

> null (0)
> store-frontend (46) 12:00:00 PM 01:00:00 PM Nov 7, 1:50:00 PM 03:00:00 PM 04:00:00 PM 05:00:00 PM
>

sysdig-agent (0) Time Data Source Details

Load Newer...

= November 07, 5:56:42 PM kubectl exec username  system:serviceaccount:cronagent:cronagent subresource exec command bash resource po
November 07, 5:56:42 PM network process name kubectl direction out l4protocol tep clientlpv4:Port 100.96.7.50:57400 serverlpvd:Por
November 07, 5:56:42 PM network process name kubectl direction out l4protocol tep clientlpv4:Port 100.96.7.50:57398 serveripv4:Port
November 07, 5:56:42 PM i network process name kubectl direction out ldprotocol tcp clientlpvd:Port 100.96.7.50:57396 serverlpv4:Port

November 07, 5:56:42 PM comm cut cmdline cut-d-f1 cwd / uid 0 pid 1516 ppid 1512 shellid 12564

November 07, 5:56:42 PM [ command ] comm grep cmdline grep Running cwd / uid O pid 1515 ppid 1512 shellid 12564

November 07, 55642 PM comm grep cmdline grep woocommerce cwd / uid 0 pid 1514 ppid 1512 shellid 12564
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— Terminal shell in container
o 7

> ip-172-20-41-218

° Terminal shell in container

B exworr
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e HIPAA

e NIST 800-53
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% ACtIVITy Audit View Legacy Commands Audit
Deployments and Pods A v
£ command
Q |
network
kubectl exec
© Clusters and Nodes 01.00:00 PM 02:00.00 PM 04:00.00 PM 05.00.00 PM
) Services lime Data Source Details
) Deployments and Pods (starting with Clusters) Load Newer.
© Replica Sets ovemnber 07, 6:18:50 PM network process name Kubectl direction out ldprotocol rt 100.96.7.50:34978 serverp..
© Deployments and Pods ovember 07, 6:18:50 PM netwark process name kubectl dire out rt 100.96.7.50:34976 s
22 Hosts & Containers ovember 07, 6:18:50 PM network process name kubectl direction out rt 100.96.7.50:34974 serverlp..
© Replication Controllers ovember 07, 6:18:50 PM { command | comm cut cmdine cut-d-f1 cwd / uid 0 pid 11611 ppid 11607 shellid 12564
© Daemon Sets ovember 07, 6:18:50 PM ‘ command | comm grep cmdline grep Running cwd / uid 0 pid 11610 ppid 11607 shellid 12564
#2 Containerized Apps ovember 07, 6:18:50 PM { command comm grep cmdline grep woocommerce cwd / uid O pid 11609 ppid 11607 shellid 12564
© Stateful Sets overnber 07, 6:18:50 PM { command | comm kubectl cmdline kubectl get pods -n store-frontend cwd / uid 0 pid 11608 ppid 1160..
Novemnber 07, 6:18:50 PM { command J comm stty cmdline sttysane cwd / uid 0 pid 11605 ppid 11604 shellid 12564
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serverPort=443

01:00:00 PM 02:00:00 PM

Time

November 07, 6:52:02 PM

November 07, 6:52:02 PM

November 07, 6:52:02 PM

November 07, 6:51:02 PM

November 07, 6:51:02 PM

November 07, 6:51:02 PM

November 07, 6:50:01 PM

November 07. 6:50:01 PM

Data Source

network

network

network

network

network

network

network

network

03:00:00 PM

Details

process name

process name

process name

process name

process name

process name

process name

Drocess name

kub

kub

kub

kub

kub

kub

kub

kub

connection details

time
November 07, 6:52:02 PM

connection direction
direction: "out”

connection Details
l4protocol: "“tep”
clientlpv4: "100.96.7.50"
clientPort: 43430
serverlpv4: "100.64.0.1"
serverPort: 443 Filter @) —
scope
kubernetes.namespace.name: "cronagent’
kubernetes.deployment.name: "cronagent’
kubernetes.pod.name: "cronagent-ffd987cd8-rxpgv"
containerid: "bdeb81a16987"
host
hostName: "ip-172-20-41-218"
hostMac: '0a:34:8b:22:09:95"
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attribute_name = "attribute_value" 4l : comm ="grep"
BHEZERNT D

attribute_name ! = "attribute_value" {5l : comm ! ="grep"
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ET4ZRRLET
o BRIV ST7 U570t arvERIRLT, BREIZEHLAL, L7 T ET 1 ZRTRL
ESXH

o EE: INboDFERF. BREICKLTHAEHESZENATEFT,

FEZE TOITALEEHEDRY FTTITAETAZRTLEITN, BEDIPT FLANGT
IT4ETAEBRNLET,

\% 10

) sysdig

=3



resource="pods" name="woocommerce-6877958" sourceaddresses!="172.20.41.2

ACTlVlty Audit View Legacy Commands Audit
Hosts & Containers W resource="pods’ X name="woocommerce-6877958 . X sourceaddresses="17220.41.2. X [ v
v Entire Infrastructure [N
kubernetes details X
> ip172-20-38-255 (0)

> ip172-20-41-218 (0) e
> ip172-20-47-49 (0) November 11, 5:09:26.114 PM
> ip172-20-52-203 (O]

P © 12:00:00 AM 12:00:00 PM 12:00:00 AV 24 kubernetes resource
> ip-172-20-61-88 (0) resource: "pods” o -

Time Data Source Details
m & I name: ‘woocommerce-687795897d-cth54"

Load Newer,  Subresource: “exec”

command: "bash”
= Nov11,509:26 PM username admin sourcelp 85.251.13.185 comn ContEINEE WRaEOMmTarca"

Load Older kubernetes user and group

user: "admin’

groups: "systemmasters”

groups: "system:authenticated”

userAgent: "kubectl/v1.16.2 (linux/amd64) kubernetes/c97fe50"
sources addresses

sourceaddresses: "85.251.13.185" =
scope

Kubermeles.namespace.name:

kubernetes.deployment.name:
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Command EiTEnt-avrk

Full Command Line ITRTOEH/A T avEELTEEHATUFR

Working Directory O RAREfTEINF-TaLY R

Scope ATV RIZE > THEFZFTDAVISAMNIVFYADI VT«
74

Host ATV FAETEINERR FORA FEEMACT KL A

Container ARV RAETEINF=aVTFH—ID, aAVTFH—H&. BLUA A—

Additional Details ML A —Y—/RR MER -

e O KMZAO+EXID (PID)
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Time v D=0 KO BT EFZ

Connection Direction BEIEE-IXRIEES

Connection Details =X

e Transport-level protocol (Ip4)
e Client address, server address (Ip4)
e Client port, server port

Scope Ty N)—OEGOEEERITHII T4 T4

Host BEHENTHONI=RR FORRA FEEMACT KL R

Additional Details Iy D=V EREFREE-XZEL-7O0RALZEID (BJO
+XID/PID)
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Kubernetes resource  &¢:
e resource: BE %%+ HKubernetes!) V—XMDiE%E (IRE
TRy FDH)

e name:!)Y—RXDLHT KRy F4£)
e subresource: IFED exec
e command: EfT&ht=av K
e container: 3 77 : KubernetesE&NDIFEL
Kubernetes user and =
group e user:kubectlavy FEEFTTHIL—H—K, Y—EXT
Ao rEEEFABOI—Y—OWITFIHITI,
e groups: 1—H—NMETEHII)IL—T
e userAgent: 7 54 7 > kuserAgent
Sources addresses EHRERBLE=ASIPT FLR
Scope EXh
e Kubernetes namespace name
e Kubernetes deployment name
e Kubernetes pod name
e ContainerID
Host Hkubectl exechMEfL Ehi=/RX FDHRR B EMACT7 KL X
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Foo
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Suspicious command - curl
Foo

Foo

Foo

...200 Foo

Suspicious command - dpkg
.... 500 Foo

Suspicious command - shred

chiE, TFool 2739V VRMIEHEL, BRYICERT AL —ATY,

LAV TFIORLRARUYRAD 24 LE ) 5

RY—ARU MM, BEDRY oDy FIT—IBKFICEALTRIEGE—V EHRELET.
DHEITIF. BRAREZEZRERT H1ID20FEICOVTHRALET,

COREZESIERC LA —4—¢ET7IT1ETAEAITIMN?

\

) sysdig

15

4



L RYS—A R OEIZHB[TITAETAEEIR2 VZFEAL T, BEY HSEEMNICE
BOYUILET,

Custom Grouping w

Time Data Source  Details

abi out tep 100 96,05 4907

net ! e ab
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3. ZANBYTICEYEL—ZRELET,

o Ry rI—=OT—42Y—AhbcmdE & UkubeexelZIYEZ ET,
o JAXDEWEYBRLOIY M) EBRNLET (Bl : comm ! ="bash")
o A—H—IFmDkubeexec7 1 TLDFMERAELET,
4. T4NB)UTR, ROFREECERSA VO T FLR—FAMERENET,
o Kubernetes1—4— [johndoe]
o A HERRICERM LIS ERIP
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2. METBTITAETA IS 7HRTHE. KRRICERZEHE, AlBLOaIT U FE

2y RID—H AR FDOFThkubeexec7 9 T4 ET 4 2HRTEET,

viceaccount-oronagent cranagent 1722041518

bashy

3. kubeexec7A4 TLZEERL., ERAID[FL—RIKREZVEV YO LET,
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