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─ │⁸Sysdig Secure ⱳꜞ◦כ─♪◐ꜙⱷfi♩(ͻhttps://docs.sysdig.com/en/policies.htmlͻ ╩

⌐ ⌐ ה ⇔√ ≤⌂∫≡⅔╡╕∆⁹ 

 

 

ⱳꜞ◦כ▬ⱬfi♩ 5 

ⱳꜞ◦כ▬ⱬfi♩⸗☺ꜙכꜟ╩♫ⱦ◕כ♩∆╢ 5 

ꜞ☻♩ⱦꜙכ 5 

▬ⱬfi♩─ 8 

♩ⱳ꜡☺כⱦꜙכ 10 

ⱳꜞ◦כ▬ⱬfi♩─ⱨ▫ꜟ♃כ 11 

◓Ⱨfiכꜟ◓ 12 

♃▬ⱶ♫ⱦ◕כ◦ꜛfi 12 

ⱨ▫ꜟ♃כ 12 

Sysdig Secure≢◓ꜟכⱪ ╩ ∆╢ 13 

ⱪכꜟ◓♅♇▬☻ 13 

╩ⱪכꜟ◓™⇔ ∆╢ 14 

─ⱪכꜟ◓─ ╩ ∆╢ 15 

ⱪכꜟ◓─ ╩ ∆╢ 16 

╩ⱪכꜟ◓ ∆╢ 16 

⌂ⱳꜞ◦כ▬ⱬfi♩─ 18 

ⱳꜞ◦כ─ ╩ ∆╢ 19 

─√╘⌐Falcoꜟכꜟ╩ ∆╢ 19 

─√╘─ⱳꜞ◦כ◖☻כⱪ╩ ∆╢ 21 
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ⱳꜞ◦כ╩ ⌐∆╢ 21 

כꜟ☻◒כ◊► 22 

ⱱ꞉▬♩ꜞ☻♩⌐ ╣╢◖fi♥♫/▬ⱷכ☺╩ ∆╢ 22 

Sysdig Secure UI⅛╠ 23 

ⱱ☻♩CLI⅛╠ 25 

ⱱ꞉▬♩ꜞ☻♩ꜟכꜟ╩ ∆╢ 25 

ⱳꜞ◦כ▬ⱬfi♩⅜◒ꜞ▪↕╣≡™╢↓≤╩ ∆╢ 27 

▬ⱬfi♩ 29 

▬ⱬfi♩ ─ 29 

Syslog≤─ 29 

Syslog▬ⱬfi♩ ╩ ∆╢ 29 

Splunk≤─ 31 

Splunk▬ⱬfi♩ ╩ ∆╢ 31 

╩ꜟfi♩ꜝⱬ▼☺כ◄ ⇔√▬ⱬfi♩─ 33 

♦ⱨ◊ꜟ♩─ꜝⱬꜟ 33 

◌☻♃ⱶꜝⱬꜟ─ 33 

▬ⱬfi♩ ╩ ∆╢ 35 

Kubernetes ꜡◓ 36 

36 

Sysdig Agent╩▬fi☻♩⁸⇔ꜟכAgent Service╩ ⇔╕∆ 36 

☻♥♇ⱪ╩ ∆╢ 36 

Kubernetes ꜡◓╩ ⌐∆╢ 38 

OpenShift 3.11 38 
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MiniShift 3.11 39 

OpenShift 4.2, 4.3 40 

Kops 41 

GKE (Google) 43 

EKS (Amazon) 44 

RKE (Rancher) with Kubernetes 1.13+ 45 

IKS (IBM) 46 

Ⱡ▬♥▫Ⱪ Kubernetes ╙⇔ↄ│⁸ Minikube 1.11/1.12 47 

Ⱡ▬♥▫Ⱪ Kubernetes ╙⇔ↄ│ Minikube 1.13+ 49 

Webhook╕√│ Ᵽ♇◒◄fi♪╩ ∆╢ 51 

Webhook ⱨ□▬ꜟ╩ ∆╢ 51 

♄▬♫Ⱶ♇◒ Audit Sink╩ ∆╢ 52 

╩♥☻♩∆╢ 52 

ⱬכ♃ ╩ ∆╢☻◒ꜞⱪ♩ 53 

UI≢ 54 

─ꜟכꜟ◓꜡ 54 

▬ⱬfi♩╩ ∆╢ 55 
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�Ï �Ü�©�î �– �Ë�å �º  

ⱳꜞ◦כ▬ⱬfi♩⸗☺ꜙ⁸│ꜟכ ↕╣√♃▬ⱶꜝ▬fi ⌐▬fiⱨꜝ☻♩ꜝ◒♅ꜗ ≢ ⇔√∆

═≡─▬ⱬfi♩─ ⌂ꜞ☻♩╩ ꜗ♅◒ꜝ♩☻ꜝfiⱨ▬⌐כ◙כꜚ⁸│ꜟכꜙ☺⸗─↓ ⁹∆╕⇔

─ ≤⁸ ─◖fiⱳכⱠfi♩╩ ↄ ╡ →⁸ ╩ ⇔⁸Ɽⱨ◊כⱴfi☻╩ ∆

╢ⱳꜞ◦כ╩ ∆╢ ╩ ⇔╕∆⁹ 

ⱳꜞ◦כ▬ⱬfi♩⸗☺ꜙכꜟ╩♫ⱦ◕כ♩∆╢ 

ꜞ☻♩ⱦꜙכ 

ꜞ☻♩ⱦꜙכꜟ◓⁸│⌐כⱪ /♃▬ⱶꜝ▬fi ─∆═≡─▬ⱬfi♩─ ⌂ꜞ☻♩⅜ ≢

↕╣╕∆⁹ 

 

 

 
 

─▬ⱬfi♩⅜ ⌐ ∆╢ ⁸♪♇♩⌐│▬ⱬfi♩─ ⅜ ╕╣╕∆⁹
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↓─ⱦꜙ⁸│≢כ▬ⱬfi♩⅜ ⇔™ ⌐ ↕╣⁸ ─▬ⱬfi♩⅜ ⌐ꜞ☻♩↕╣╕∆⁹ ─

⅜ ↕╣╕∆⁹ 

   

Severity  ⌐כ◦ꜞⱳ√╣↕כ●ꜞ♩ ≠ↄ▬ⱬfi♩─ ⁹ 

ǒ ─ │⁸ ─ ™▬ⱬfi♩╩ ⇔╕∆⁹ 

ǒ ○꜠fi☺ ─ │⁸ ⅜ ─▬ⱬfi♩╩ ⇔╕∆⁹ 

ǒ ™ │⁸ ─ ™▬ⱬfi♩╩ ⇔╕∆⁹ 

 

Sysdig API╩ ⇔≡ⱳꜞ◦כ▬ⱬfi♩╩ ∆╢ ⁸ ꜠ⱬꜟ─
⌐ ⇔≡ↄ∞↕™⁹ = 1 = 2 = 3 
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Rule Type  ▬ⱬfi♩⌐╟∫≡ ⱪ│⁸▬♃ꜟכꜟ ⱪ⁹▬♃─ꜟכꜟ√╣↕ ☻
♃▬ꜟ─ ≢ ↕╣╕∆⁹ 

ǒ Pr: ⱪ꜡☿☻ 

ǒ Co: ◖fi♥♫ 

ǒ Ne: Ⱡ♇♩꞉כ◒ 

ǒ Fi: ⱨ□▬ꜟ◦☻♥ⱶ 

ǒ Sy: Syscall 

ǒ Fa: Falco 

Policy List  ▬ⱬfi♩⌐╟∫≡♩ꜞ●כ↕╣√ⱳꜞ◦⁹כ ⱳꜞ◦כ│ ≢ꜞ☻♩↕╣
≡™╕∆⁹ 

Entity  ▬ⱬfi♩─ ─◄fi♥▫♥▫⁹ ◄fi♥▫♥▫⌐│⁸ ─[ͻBrowse Byͻ]
ⱷ♬ꜙכ─ ⁸⅔╟┘♪ꜞꜟ♄►fiⱷ♬ꜙכ≢ ⇔√◄fi♩ꜞ⅜ ↕
╣╕∆⁹ 
 

 
 

─◄fi♥▫♥▫⅜ ╩ ↑╢ ⁸X ─◄fi♥▫♥▫⅜ ⇔≡™
╢↓≤╩ ∆ ⅜ ↕╣╕∆⁹X│ ╩ ↑╢◄fi♥▫♥▫─ ╩
⇔╕∆⁹ 

Action(s) 

taken 

▬ⱬfi♩┼─ ≤⇔≡ ↕╣√▪◒◦ꜛfi⁹ ▪◒◦ꜛfi│▪▬◖fi≢
↕╣╕∆  
ǒ │⁸◖fi♥♫⅜ ↕╣√↓≤╩ כꜚ ⁹∆╕⇔

docker unpause⅜כ◙ ╩ ∆╢╕≢⁸◖fi♥♫│ ⇔√
╕╕≢∆⁹ 

ǒ │⁸◖fi♥♫⅜ ⇔⁸ ╩ ⇔⌂⅛∫√↓≤╩ ⇔╕
∆⁹ 

ǒ ⅜ꜗ♅ⱪ◦fiⱲꜟ│⁸▬ⱬfi♩─◐ꜗⱪכ♥ ↕╣√↓≤╩ ⇔╕
∆⁹ 
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▬ⱬfi♩─  

▬ⱬfi♩╩ ∆╢≤⁸[Policy Event Details]ⱤⱠꜟ⅜ ⅝⁸▬ⱬfi♩─ ⌂ ⁸ ⇔√ ⁸

⅔╟┘ ⇔√ⱳꜞ◦כ⅜ ↕╣╕∆⁹
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─ ⅜ ↕╣╕∆⁹ 

   

When  ▬ⱬfi♩⅜ ⇔√ ≤ ⁹ 

Related 

Resources 

╩ ╗▬ⱬfi♩⌐ ∆╢  
ǒ [ͻView Capturesͻ]Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸[ͻCapturesͻ]♃Ⱪ⅜ ⅝⁸

▬ⱬfi♩⌐ ⇔≡ ↕╣√◐ꜗⱪ♅ꜗ⌐▪◒☿☻≢⅝╕∆⁹ 
ǒ [ͻView Commandsͻ]Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸[ͻCommands Historyͻ]♃Ⱪ

⅜ ⅝⁸▬ⱬfi♩╩♩ꜞ●כ⇔√◖ⱴfi♪┼─▪◒☿☻⅜ ↕╣
╕∆⁹ 

Severity  ⌐כ◦ꜞⱳ√╣↕כ●ꜞ♩ ≠ↄ▬ⱬfi♩─ ⁹ 
ǒ ─Ᵽ⁸│כ ⅜ ™↓≤╩ ⇔╕∆⁹ 
ǒ ○꜠fi☺ ─Ᵽכ│ ─ ╩ ⇔╕∆⁹ 
ǒ ™Ᵽ⁸│כ ⅜ ™↓≤╩ ⇔╕∆⁹ 
 

 
Sysdig API╩ ⇔≡ⱳꜞ◦כ▬ⱬfi♩╩ ∆╢ ⁸ ꜠ⱬꜟ─
⌐ ⇔≡ↄ∞↕™⁹ = 1 = 2 = 3 

Triggered 

Policy 

▬ⱬfi♩╩♩ꜞ●כ⇔√ⱳꜞ◦⁹כ ꜞfi◒╩◒ꜞ♇◒∆╢≤⁸[ͻPoliciesͻ]
♃Ⱪ⅜ ⅝⁸ ⇔√ⱳꜞ◦כ⅜♦ⱪ꜡▬↕╣╕∆⁹ 

 
 
ⱳꜞ◦כ─ ⌐№╢ⱨ▫ꜟ♃כꜞfi◒╩ / ∆╢≤⁸∕─ⱳꜞ◦כ

⅜ Ᵽכ⌐ / ↕╣╕∆⁹ 

Triggered 

Rule Type 

▬ⱬfi♩⌐╟∫≡ ⱪ│⁸▬♃ꜟכꜟ ⱪ⁹▬♃─ꜟכꜟ√╣↕
☻♃▬ꜟ─ ≢ ↕╣╕∆  

ǒ Pr: ⱪ꜡☿☻ 
ǒ Co: ◖fi♥♫ 
ǒ Ne: Ⱡ♇♩꞉כ◒ 
ǒ Fi: ⱨ□▬ꜟ◦☻♥ⱶ 
ǒ Sy: Syscall 
ǒ Fa: Falco 

Scope  ▬fiⱨꜝ☻♩ꜝ◒♅ꜗ ─▬ⱬfi♩─  
 

ꜞ☻♩↕╣√◄fi♥▫♥▫≤ ↕╣╢ │⁸[ͻBrowse Byͻ]ⱷ♬ꜙכ≢
ⱪכꜟ◓√⇔ ⌐ ≠™≡ ⌂╡╕∆⁹ ⌐≈™≡│⁸Sysdig Secure
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─♪◐ꜙⱷfi♩─₈▬fiⱨꜝ☻♩ꜝ◒♅ꜗ₉☿◒◦ꜛfi╩ ⇔≡ↄ∞↕
™⁹ 
 

Host  ▬ⱬfi♩⅜ ⇔√ⱱ☻♩─ⱱ☻♩ ≤MAC▪♪꜠☻⁹ 

Container  ▬ⱬfi♩⅜ ⇔√◖fi♥♫─ID⁸ ⁸⅔╟┘▬ⱷ⁹☺כ 

Actions  ▬ⱬfi♩┼─ ≤⇔≡ ↕╣√▪◒◦ꜛfi⁹ ▪◒◦ꜛfi│▪▬◖fi
≢ ↕╣╕∆  

ǒ │⁸◖fi♥♫⅜ ↕╣√↓≤╩ ⇔╕∆⁹ 
₈docker unpause₉⅜כ◙כꜚ⁸≥╢∆ ╩ ℮╕≢

⇔√╕╕⌐⌂╡╕∆⁹ 
ǒ │⁸◖fi♥♫⅜ ⇔⁸ ╩ ⇔⌂⅛∫√↓≤╩ ⇔

╕∆⁹ 
ǒ ⅜ꜗ♅ⱪ◦fi│⁸▬ⱬfi♩─◐ꜗⱪכ♥ ↕╣√↓≤╩ ⇔╕

∆⁹ 

Summary  ▬ⱬfi♩⌐ ∆╢  

 

♩ⱳ꜡☺כⱦꜙכ 

♩ⱳ꜡☺ⱦꜙ⁸│כ ⱪכꜟ◓√╣↕ /♃▬ⱶꜝ▬fi⌐ ≠™≡⁸↕╕↨╕⌂ⱱ☻♩⁸◖fi♥♫⁸

☻ⱦכ◘┘╟⅔ ─Ⱡ♇♩꞉כ◒ ╩ ⌐ ∆⁸∆═≡─▬ⱬfi♩─ ╩ ⇔╕

∆⁹ 

 
 
ⱪכꜟ◓ ≤ ─ ─ ⌐≈™≡│⁸₈ⱳꜞ◦כ▬ⱬfi♩─ⱨ▫ꜟ♃₉כ☿◒◦ꜛfi╩

⇔≡ↄ∞↕™⁹ 
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─♪כⱶ▬fi⇔≡⁸ⱡכ☼ ⌐№╢ ⱪꜝ☻ ▪▬◖fi╩ ∆╢↓≤⌐╟╡⁸ ⱡכ♪╩

♪ꜞꜟ♄►fi⇔≡⁸꜠ⱦꜙכ╩ ≤∆╢ ⌂▬ⱬfi♩╩ ≈↑╢↓≤⅜≢⅝╕∆⁹

 

ⱳꜞ◦כ▬ⱬfi♩─ⱨ▫ꜟ♃כ  
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 ◓Ⱨfiכꜟ◓

ⱪכꜟ◓ │ꜝⱬꜟ─ ⌂ │כ◙כꜚ⁸╡№≢ ⌂ ≢▬fiⱨꜝ☻♩ꜝ◒♅ꜗⱦꜙכ

╩ ╩כꜙ♬ⱷ[ͻBrowse Byͻ]⁸│כ◙כꜚ ⁹∆╕⅝≢ ⇔≡ ⌐ ╩ⱪכꜟ◓√╣↕ ╡ ⅎ

╢⅛⁸◌☻♃ⱶ◓ꜟכⱪ╩ ⇔≡⅛╠⁸▬fiⱨꜝ☻♩ꜝ◒♅ꜗ─ ╩ ⱪכꜟ◓ ⁹∆╕⅝≢

─ ⌐≈™≡│⁸Sysdig Secure─◓ꜟכⱪ ─ ♪◐ꜙⱷfi♩╩ ⇔≡ↄ∞↕™⁹ 

♃▬ⱶ♫ⱦ◕כ◦ꜛfi 

♃▬ⱶ►▫fi♪►♫ⱦ◕כ◦ꜛfiⱣ⁸│כ ⌂♃▬ⱶ►▫fi♪►┼─◒▬♇◒ꜞfi◒╩ꜚכ◙כ

⌐ ►♪Ⱪꜟ╩ⱨ▫ꜟ♃ꜞfi◓⇔≡⁸∕─►▫fiכ♥⁸⇔ ≢ ↕╣√◖ⱴfi♪─╖╩ ⇔╕

∆⁹ ♃▬ⱶ►▫fi♪►─ ⌐≈™≡│⁸♃▬ⱶ►▫fi♪►─♪◐ꜙⱷfi♩╩ ⇔≡ↄ∞↕™⁹ 

 
 
Sysdig Secure│ ⁸◌☻♃ⱶ ╩ ∆╢ ╩ ⇔≡™╕∑╪⁹ 

 

ⱨ▫ꜟ♃כ 

ⱨ▫ꜟ♃⁸│כ Ᵽכ╩ ⇔≡ ≢⅝╕∆⁹ [ͻBrowse Byͻ]ⱷ♬ꜙכꜟ◓─כⱪ≤ ⌐▬ⱬ

fi♩ ⅜ ↕╣⁸ ╩ √∆▬ⱬfi♩─ ⅜ ↕╣╕∆⁹ ─ Ᵽכ─ ≢│⁸

Write below rpm databaseͻ─╖⅜ ↕╣╕∆⁹

 

 
 
♩ⱳ꜡☺ⱦꜙ⁸│כ ─ ╩ ↑╕∑╪⁹ 
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Sysdig Secure≢◓ꜟכⱪ ╩ ∆╢ 
ⱪכꜟ◓ │ꜝⱬꜟ─ ⌂ │כ◙כꜚ⁸╡№≢ ⌂ ≢▬fiⱨꜝ☻♩ꜝ◒♅ꜗⱦꜙכ

╩ ╩כꜙ♬ⱷ[ͻBrowse Byͻ]⁸│כ◙כꜚ ⁹∆╕⅝≢ ⇔≡ ⌐ ╩ⱪכꜟ◓√╣↕ ╡ ⅎ

╢⅛⁸◌☻♃ⱶ◓ꜟכⱪ╩ ⇔≡⅛╠⁸▬fiⱨꜝ☻♩ꜝ◒♅ꜗ─ ╩ ≢⅝╕∆⁹ 

 
 
ⱪכꜟ◓ ⌐ ∆╢╟╡ ⌂ ⱪכꜟ◓⁸│≡™≈⌐ ♩Ⱨfi◓⁸⅔╟┘☿◓ⱷfiכ◖☻⁸
ⱷ♩ꜞ◒☻─♪◐ꜙⱷfi♩╩ ⇔≡ↄ∞↕™⁹ 

 

 ⱪכꜟ◓♅♇▬☻

⌐ⱪכꜟ◓™⇔ ╡ ⅎ╢⌐│  

1. Commands Auditͻ⸗☺ꜙ⁸╠⅛ꜟכ[ͻBrowse Byͻ]ⱷ♬ꜙכ╩ ╩ⱪכꜟ◓╠⅛♩☻ꜞ⁸⅝ ⇔

╕∆⁹ 
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╩ⱪכꜟ◓™⇔ ∆╢ 

╩ⱪכꜟ◓™⇔ ∆╢⌐│  

1. [ͻCommands Auditͻ]⸗☺ꜙכꜟ⅛╠[ͻBrowse Byͻ]ⱷ♬ꜙכ╩ ⅝⁸[ͻConfigure Groupingsͻ]╩◒

ꜞ♇◒⇔≡ͻGroupings Editorͻ╩ ⅝╕∆⁹ 

2. [ͻCreate New Groupingͻ]ꜞfi◒╩◒ꜞ♇◒⇔╕∆⁹ 

3. 1꜠ⱬꜟ─◓ꜟכⱪ ♪꜡♇ⱪ♄►fiⱷ♬ꜙכ╩ ⅝╕∆ 

 

4. ─ ꜝⱬꜟ╩ │√╕ꜟכ꜡◒☻⁸⅛╢∆ Ᵽכ╩ ⇔≡ ⇔⁸ ⇔╕

∆⁹ 

5. ○ⱪ◦ꜛfi ╩ꜟⱪ꜠ⱬכꜟ◓ ∆╢⌐│⁸ ⇔™ ─♪꜡♇ⱪ♄►fiⱷ♬ꜙכ╩ ⅝⁸

3╩ ╡ ⇔╕∆⁹ 

 
 
▬fiⱨꜝ☻♩ꜝ◒♅ꜗꜝⱬꜟ ≢ ↄ⌂╢╕≢⁸⌂⅜כꜘ▬꜠⌂ 5╩ ╡ ⇔╕
∆⁹ 

 

6. [ͻSaveͻ]Ⱳ♃fi╩◒ꜞ♇◒⇔≡⁸◓ꜟכⱪ╩ ⇔╕∆⁹ 
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Sysdig Secure⌐│™ↄ≈⅛─ │╠╣⧵ⱪ⅜№╡⁸כꜟ◓ ⌐ ↕╣≡™╕∆⅜⁸♦
ⱨ◊ꜟ♩ꜞ☻♩⌐│ ⱪכꜟ◓⁸│╠╣↓ ⁹╪∑╕™≡╣╕ ─ ⌐№╢ ⱪꜝ☻ Ⱳ
♃fi╩◒ꜞ♇◒⇔≡ ≢⅝╕∆⁹ 

 
 

 

─ⱪכꜟ◓─ ╩ ∆╢ 

─ⱪכꜟ◓ ╩ ∆╢⌐│  
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1. [ͻCommands Auditͻ]⸗☺ꜙכꜟ⅛╠[ͻrowse Byͻ]ⱷ♬ꜙכ╩ ⅝⁸[ͻConfigure Groupingsͻ]╩◒ꜞ♇

ⱪכꜟ◓≡⇔◒ ╩כ♃▫♦◄ ⅝╕∆⁹ 

2. ╩ⱪכꜟ◓╠⅛♩☻ꜞ ⇔╕∆⁹ 

3. [ͻEditͻ]ⱤⱠꜟ≢◓ꜟכⱪ─ ╩ ⇔⁸[Save]Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

ⱪכꜟ◓─ ╩ ∆╢ 

ⱪכꜟ◓ ─ ╩ ∆╢⌐│  

1. [ͻCommands Auditͻ]⸗☺ꜙכꜟ⅛╠[ͻBrowse Byͻ]ⱷ♬ꜙכ╩ ⅝⁸[ͻConfigure Groupingsͻ]╩◒

ꜞ♇◒⇔≡ͻGroupings Editorͻ╩ ⅝╕∆⁹ 

2. ─ⱪכꜟ◓╢∆ ⌐№╢ͻDuplicateͻ Ɑכ☺ ▪▬◖fi╩◒ꜞ♇◒⇔≡ ⇔╕∆⁹ 

 

3. ⱪכꜟ◓™⇔ ╩ ⇔⁸[Save]Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

╩ⱪכꜟ◓ ∆╢ 

ⱪכꜟ◓ ╩ ∆╢⌐│  

1. [ͻommands Auditͻ]⸗☺ꜙכꜟ⅛╠[ͻBrowse Byͻ]ⱷ♬ꜙכ╩ ⅝⁸[ͻConfigure Groupingsͻ]╩◒ꜞ♇

ⱪכꜟ◓≡⇔◒ ╩כ♃▫♦◄ ⅝╕∆⁹ 
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