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R o—

CDR—IUTIE, SysdigiR!) O—¢EFNLEERT HIL—ILEBNL. BEPDORETEXY
T4R)—FERK. RE. BLUVERT H-OITRELGBRESNESZRELET,

Sysdigtz ¥ 7R —[TDUVT

SysdigSecure‘I’f'J U—lE. BEIMRERNTRELEZVWTZ VT4 ET 4. RUD—IL—ILITER LTZ5
BIZETTE773r. BLUBENICEETILENHDIEMICET HIL—ILOEAEHET
'3'0 FTCIFERATESZZHOR) O—DRESATHEY ., BDEICHLTEOEFEFERALEZY., EEL
=Y. MELEYTEETS, EEBFADIL—ILEFERTEN. ARFZLIL—ILEEKL T, R

VRN ERTHIELTEET,

S 34 LR —UIDOREER
Policies > Runtime Policies Zi%4R L T. SysdigSecurelCEENBT I 4 bR O—%HE
Elf.\l/gs-d_o

Runtime Policies © Add Policy

® Anomalous MongoDB Activity Ipdated 2 days ago
Enviire Infrastructur

. » nomalous Redis Activity
-2323-1442-0129

Anomalous HTTP Activity
2323144240129

Anomalous SOL Execution Updated § days ag
kubernates namespae name = kube-syster rule

EBlocked Command

Kubernetes Modification Updated 10 days age
Entire Infrastructure s | St

Kubernetes Object with Elevated Privilege
Enitire Infrastructure

° Unexpected Kubernetes Activity
Erire Infrastruct

® ¢ Disallowed Production Operation
Enire infrastructur

. ° Docker Persistence
Enfire Infrastructure




LROBEND, RODZENTEFET

—H THER

o BEXELARITIAIILERYS—IZIF, MEFRRELS., B, B, FLEBEHRLNILOEXREN
BAYSTohETS,

o BRI IIIYEBAFJILTRREINET

o RUI—DHEIF,
BHAT—ER, -, £EZRTHIAVTFTETISEYETON=TS
232 (stop | Pause | Notify) . BXUF ¥ ITFrDFHM (HDHE) NEFELFE
ER

B

CONRRILTIIUTLEETEEY,
o RUYL—DFEM~DRYILEYY (BLUHESE)
o RUS—A, FLREERELRIZKEZRY O —DBRELE T4 ILEZ—
o JUIEFERALERYS—OEML/EHIE

® +Add Policyﬂ':/)-‘ ‘/T%ﬁ'*ﬁ"ﬁ ) —MDER

Sysdig Secure RulesDEfE$ 3

W—LE, EFa) TR O—ZERTAEOICERTIERNGERERTY, L—LIE. %
ANRENTHRELEZWHLWEEA TOT7 I T4 ETAEREALET,

IL—ILIERD2DODEATRETEET

e FalcoJL—)L ##3Z
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o JFAKMIL—ILEXINELUTINERIAN)ANTSYIYRTT,
T77ARML=LIE, AoTFFA A=, D74V RTL, Ry bI7—9, TO€R, &V

SyscallM52D R A FIZHT I —TeEnEzd,

SysdigSecure UlIZIL—ILZ S E ISFEHE A T2 IL—TkE L. &4 A TIZEYBIL—ILERAAEE

FRELFIT. SR L—ILDOFER. )

:% Rules Library © Add Rule
O Container
) File System
Rules Published By Last Updated Tags
Network
All K8s Audit Events Sysdig 0.14.0 20 days ago k8s
E Process
POLICIES Anonymous Request Allowed Sysdig 0.14.0 20 days ago k8s o]
r-admin Role Sysdig 0.14.0 20 days ago k8s % Falco
Attach/Exec Pod Sysdig 0.14.0 20 days ago k8s
Change thread namespace Sysdig 0.14.0 20 days ago process
Clear Log Activities Sysdig 0.4.5 20 days ago mitre_defense_evasion  file

bz

Sysdigh\ERk L =7 7 4 JL kD JL—ILIE. [Published By]Fll(ZSysdight&®RRrEnFzd, BHTERL

f=JL—ILIZI&. [Published By]3llIZSecure UIBARTRESNFET,

T4 EDIL—ILIFBIBRTET. METZTHLDICHELHY T,
WEEXZSHBLTLEESL,

HMICOLTIE, IL—ILD

Falco/L—/L

FalcoM#EE(ZDUVT &, Sysdig SecureIN TODFalcoMERAZSHBLTL &L,

Falcoll—JLIE, Z7RMIL—ILE A TEY LZERTHBLTIGEELAHDIZLITEFELTLEELY,

Z27A ML=

&) sysdig




T7RA ML=, TOER, 2y TV 8K, BLUZTOMOBREOBELGKRHEERLET,
1 -

o ZNT7OEAMABRHEINIBE, BEELTLESLY,
EX=rY

o xIR—FTRy FIT—VEGEARBEINI-EZEIL. BELTLEEL,

Falcoll—ILEFERY, T7RARMIL—ILE A4 TIE, TyIP7 FLAMbxR— k THEENRE I N5
Bl BEDBEHLZIL—ILOHEAEDLEEITEEEA,

5O0M77AMIL—ILAA TELUTICEHEBELET,

aA>TFIL—Iib
NLDIL—ILIE, BEDA A—CENRBETETINTNAINE SN ZEMT A-HIZFERINE
-d_o

274NV RATLIL—)

NEDIL—ILIE. BEDTALY R/ TF7ANADEZAHSRTITAETARHEINE I NZEL
THEHIZERINET,

2y T—=2)L—)L
NoLDIL—)LIE, ROEBBMTERALET,

o BHENDJAIDEETEZELIVRAMDR—FTTITAETAEZBEETS
o FHILLGWA NI F/TI MDY FERDGRITENYT S

JateXJ)L—)L

SNHDIL—ILIE, SSHEEDHEDND TALANREDRENEB TETIATVEINE INERET
BI=HIZEASINET,

AT La—)LIL—)L

\
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TE

DATFLIA—NIL—ILE A TIE, A—HF—DMER LR O—IZRKIFEAET TS ShFEREA,
LUTOEHITERIZEHOAZEHELTULET,

NnbDIL—ILiE (RERIZ) RS :
o HEEDsyscallM) A FTHRAELIBEIZEMNT S

o EHTZTAHVARAMNMNDIUATLO—LUNRETRELZGSIZEHT S

&) sysdig




=54 TSYIZ21T

=S4 TFVIZIE, RY—TESRTELITARTOERBEAIL—ILBEENTULET, Sysdigh
BREAEF— L. FacodA—FY—RaAZIa=FT1)L—)L, ELUCISHPMITERATT&CKA EDE
BHLEEXF 1) TARNFI—VICE&>THE SNV TFERDOIL—IIL (BLXUEREHARY
—) ERAEAENLES VA LEF AT 4S54 T5 ) ERELET,

Rules Library © Add Rule
Q

Rules Published By Last Updated Tags

AL MNew F.. Secure Ul 0.0.0 2 hours ago

All KBs Au..  Sysdig 0.74.0 3 hours ago ks

Anonymo..  Sysdig 0.74.0 3 hours ago kis

Attachto ...  Sysdig 0.14.0 3 hours ago ks

Attach/Ex..  Sysdig 0.14.0 3 hours ago kis

Changeth.. Sysdig0.14.0 3 hours ago process

ClusterRol..  Sysdig 0.14.0 3 hours ago kis

ClusterRol..  Sysdig 0.14.0 3 hours ago kilz

ClusterRol..  Sysdig 0.14.0 3 hours ago ks

ContactE..  Sysdig 0.14.0 3 hours ago container  aws  network

Contact K..  Sysdig 0.14.0 3 hours ago container | kBs  network

Create Dis..  Sysdig 0.14.0 3 hours ago kilz

Create Dis..  Sysdig 0.14.0 3 hours ago ks

BEEICE U885k
IW—ILS5A4TSYA B —TD 1 —ATlE, —BTUTZHERTEET,

o RIREFH

&)sysdig 10



[C&Y. FL—HEY T4 EEEMNBIELEINTUVET,

a9
IW—ILIZBA T THREINT SN, #is, X)) T8, 4—Fvy b, £EITMEAKBICE->TE
HKDHBIAFXF—ITIIL—TLTEET,

SETFLLAITNFAMERINTEY ., R O—ZRFLIEET S EEITIL—ILERBIIL—T
ELTBEYTIDITRILET,

S
FEHOBRRRYIRZHEALT, L—ILEFFE2ITTRELET,

Sysdig Secured CFalcoZ AT %

Falco & [

Falcold, #A— TV YV —RADBABRMELUVTITAETAERTOD Y FTY, Sysdiglck > T
EhtzcodolzH bMEl VSO RRA T TaAVEa—Ta VUBEICEMSATE Y. O
SAZTAIZE-TEIEHmEMBELSLVRIESNTULET, SysdigSecurelk, R o—HLUuar”
SATURED2—ILO—EE LTFRalco)— LT U DU EHMARAATVET,

SysdigSecure® AV TFRX AT, FLEAEDI—H—(F, FICHREDARY >—I2T 704 Shi=
IW—IVEERFERLIEHRIIAXTHI L Tralcok ®ELET,

Falcol—ILIE, 75— bEERTHEMHE. T3 EEBITEETIHANFINTEREINES,

&

e Falco/Ll—/LIE, SysdigZ 4 LA ) DX H#FRALET,
(FalcoDBEY D FFX a2 A2 FDELIE, (F& A EDSysdigSecureA—H—IZITBER I NENE
FIRY—ILELTDA VR M—ILEFERIZDOVWTHBALTWET, )

o JL—IILEHITEE., vUOLYRMNTEREINET,

&) sysdig H


https://falco.org/docs/rules/supported-fields/

o IVAF, L—ILLEOHDOTYV ONTHFATESEMEIL—ILEHRAZRY FTH
Y, =GN E—DERN L TRETZA TS AEERLET,

o YDRRMYRKIE, =)L, 00O, FIFMHMD)RXMIEHBZIENTELTATLD
T (HTS5A4X) , L=/ OEIFEKLY, SysdigZ 4 ILB 1) UTKELTENT
FTHIEIFTEEREA

ERIZIZHE LT, falco_rulesyaml 7 7 4 JLIZ(X, Falcov -2 O® YR M E, BERD TR TNDFalco
IL—=ILORMII—KFAEFNATLET,

Falco/L— L D&
FTRTIZ7ILANL—I, UTOEENSA—FFEHFET :

e rulename: TIAI)I FELFI—HF—IEYETET

e condition : JLI—LERKICERENE T4 —ILFEXUSI#DaT U RS54 vaLy a3y
e output :

e source :

e description :

e tags: BEHLUYV—IH

e priority :

W—ILSA4 TS5 )DBIIL—ILEEIRLT, TOEABEZRTELIITRELEFT ., FHLL
Falco)l—ILZEERAL. TNZESA TS VUICEMT A ESICTHRCBENERINET,

&)sysdig 2



BEFEIL—IL

Anonymous Request Allowed B X
Falco
Updated 2 hours ago
- rule: Anonymous Reguest Allowed Sysdig 0.14.0

condition: kevi and ka.username=system:anonymous and

ka.auth.decision!=reject and not health_endpoint

output: Request by anonymous user allowed (user=%ka username

verb=%ka verb uri=%ka.uri reason=%ka.auth.reason))
source: kBs_audit

description: Detect any request made by the anonymous user that

was allowed

tags: kBs

\
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IL—ILDERL

Rules Library > New Rule Cancel m
)
Rule Type Falco Rule
Name
Description
]
1
A
Condition
8
A
Qutput
v
7~
Priority Warning "‘
i
Source
Tags
B

k8s_audit®Falco)L—ILTl&. {ERAT B1=®HIZILKubernetes audit A4S ZHMIZT ZLENH Y
T

Falcow 2 OIZDIVT
IW—ILS54 TS DFalcoll—ILD % 21, &Ha— FIZFalcov 7 ONEENRTULET,

Falcox2 O R+ ESBELEEY, x7O0QR(ICHEBI—FERALY, HBOT7O0FERRLIZYT
ZFET, TIA4IL FDFalcoll—ILty M, L—ILORBRZRELOT K TEEHDOTI/OEEEL

&)sysdig 14



F9, chonvvalE, ELO—BHHESFI)IAD a—bhy FEREL, 22— —F&ZDIL—
Lty FTEARATEET,

23

POLICIES

POLICIES

Falco Macros

Q

Macros

< always_true

add_shell_writing_shells_tnf
- macro: always_true

airflow_writing_state condition: (evt.num=>0)

allowed_containers

€ Add Macro

Append m
allowed_k8s_containers
allowed_openshift_registry_root Sysdig 0.14.0 2 days ago
allowed_ssh_hosts Sysdig 0.14.0 2 days ago
always_true Sysdig 0.14.0 2 days ago

SysdigSecurerR!) O—EB L VIL—ILIZEENDI T 7AW NIV ODEEEZF—/N—F 4 FT5IZIE,
FARALIL—ILITA2—DERATEET,

Rules Editor

This panel lets you modify the rules that are used as a base for the policies

Existing rules can be changed or new, custom rules can be added. The rules follow the Sysdig Falco syntax, documented here.

Custom Rules

HEFFREFRFAFEFERFEIEF
# Your custom rules!
HEERRFEERS A FFAAFEEES

Wb

5 # Add new rules, like this one
6 # = rule: A shell is run in a container

condition: evt.type = execve and evt.dir=< and container.id

#

#

# prierity: ERROR
# tags: [shell)

# Or override any rule, macre, or list from the Default Rules

# desc: An event will trigger every time you run a shell in a contain

output: "Suspect shell run in container (user=%tuser.name tcontainer

falco_rules.yaml =

ot oW W W W W W W% W R R R W

oW oW W WO

Read Only

Copyright (C) 2016-2018 Draios Inc dba Sysdig.
This file is part of falco.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, softwa:
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or in
See the License for the specific language governing permissions ar
limitations under the License.

See xxx for details on falco engine and rules versioning. Current]
this specific rules file is compatible with engine version 0

{e.g. falco releases <= 0.13.1), so we'll keep the

required engine_version lines commented out, so maintain
compatibility with older falco releases. With the first incompatit
change to this rules file, we'll uncomment this line and set it tc

15



Falcol) X FIZTDINT

FI4I)L hDFalco) X FAEMESH, BEOHARZLIL—ILOZBRIZET 21— —ITH9AXRYITY
AAEELFE L,

=& ZIE, YR Fallow.inbound.source.domains [FHARARXIAXTE, I—I/ILATHEIZSRETE
x9,

(On-Prem®D#) IL—ILL VR b—F5—% AL TFalco)l—ILET Y TJ L—
K
Sysdig Secure SaaSl&. BIZH&R#FDFalco)l—ILEy FEFERALTLET,

Sysdig Secure On-Prem®iF & (L. Falco/l—ILty FEEHMIZT Y T L—FTI2RELHY FET,

W= 2R —F5—

Dockerpulla< > FEFIRE, L—ILA VR F—F—
(https://hub.docker.com/r/sysdig/falco rules installer)Z S 2 &Ly,

\
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https://hub.docker.com/r/sysdig/falco_rules_installer

R O—DEE
IW—ILIE, SV LK) O—ICEBMENDETETTEEFEA,
RY—%FEET S

1. [Policies]&E&EIRL. [+add PolicylZEP YU LET,
2. UTOFHRBAIZK T IA—LIZAAL., [savelZP ) v o LET,

LUTOFIEG. BERNFGA—F— L=, BEUTIYavIizaprnTWET,

New Palicy :m

Rules Add rules to your palicy from the Rules Library or create a brand new rule | ﬂ Import from Library | |° New Rule |

ERNTG S —3—DER
o ZFILHT  BHOHIRRTHLSTOFERHLET
o KUL—OFERE: 5084 LKYS—UITRRT HENLGERELALERRLET,

RYS—DEXREITTEMTH Y. SysdigSecuref Y ABZ VU ARNDKRY) O—% T IL—Tkd 3
E=OICERSNET,

T ERELBDIIL—IWOBEEER) D—ICEY LB TEHEREORICITREARITHY FH A

o RUL—DRIA—T: RYL—PNERENHIRI—-—TEERLFET. -

&)sysdig v



o cluster.namea > 7+ 5% [Prod] MY 5 R AR IZMDHPrivileged Container7R 1) < — % i FA
LFEY
o Shellin Container7k ') & —®M & % kubernetes.namespace.name = billing|Z: @A L £9

TE

R —DRBEHHRILT 57012, KUY L—ZERLTHDRAI—TZENY HTHEENGES
AHYET,

JL—ILDEN

SATSVDLBREDIL—ILEZRT LN, TOETHLWLIIL—ILZERLTR) O—IEMNTEE
ER

Policy Editor4 2 —2J x—RI&., /R o—IZ)L—I)LZEMLEY ., R —mhS)IL—ILZHIBRLEY
TE5-ODEZLDERREGHEERBELET, UTOFIEFLIDDAEERLTVWET,

SEB . )IL—ILOEHE

SATS5 Ui vR—Fb
1. [New POlICY] (-ng:[j:[ﬂ_{)Edlt PO“CY]) ’\°—°/'C~ [Import from Library]éa )y LET,

\

Q) sysdig 18
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[Import from Rules Library]| R—RERRENFET,

Q,

Rules

All KBs Audit Events

Anonymaous Request Allowed

Attach to cluster-admin Role
Attach/Exec Pod

cece

Change thread namespace

ClusterRole With Pod Exec Created
ClusterRole With Wildcard Created
ClusterRole With Write Privileges Created
Contact EC2 Instance Metadata Service From Cont...

Contact KBS API Server Fram Container

Container rule 1

Create Disallowed Namespace

Published By
Sysdig 0.14.0
Sysdig 0.14.0
Sysdig 0.14.0
Sysdig 0.14.0
Secure Ul

Sysdig 0.14.0
Sysdig 0.14.0
Sysdig 0.14.0
Sysdig 0.14.0
Sysdig 0.14.0
Sysdig 0.14.0
Secure Ul

Sysdig 0.14.0

Runtime Policies » Add Policy > Import from Rules Library

Last Updated
adayago
aday ago
a day ago
a day ago
16 hours ago
adayago
aday ago
a day ago
adayago
aday ago
adayago
17 hours ago

aday ago

Tags

kBs

kBs

kBs

process

kBs

ks

kBs

container ~aws  network

container | kBs  network

2. AVUR—FFTBIL—INDFzv IRV IREBIRLET .

Cancel

e~k

BEDX—T—FFELIZ25E2BETIH. BFEDERTTFA4a0E9) v LT,
DALY avEERICY—FTEET,

L—Ib

t sysdig

19




3. Mark for Import# %2 ') w4

POLICIES
Runtime Policies > Add Policy » Import from Rules Library
| 3rules selected ﬂ Mark for import
Rules Published By Last Updated
B Al K8s Audit Events Sysdig 0.14.0 aday ago
# Anonymous Request Allowed Sysdig 0.14.0 aday ago
Attach to cluster-admin Role Sysdig 0.14.0 aday ago
Attach/Exec Pod Sysdig 0.14.0 aday ago
ccc Secure Ul 16 hours ago
# Change thread namespace Sysdig 0.14.0 aday ago
ClusterRole With Pod Exec Created Sysdig 0.14.0 aday ago

FWV nport 74 AV

\

Q) sysdig 20
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BRLEZL—ILOBERIZRTSN, [tnpore Rules]RE VT I T4 TITBYET,

POLICIES

Q

Rules

All K8s Audit Events
Anonymous Request...
Attach to cluster-ad...
Attach/Exec Pod

ccc

Change thread name...

4. [ImportRules]Z#2 1) v o LET,

Published By

Sysdig 0.14.0

Sysdig 0.74.0

Sysdig 0.74.0

Sysdig 0.74.0

Secure Ul

Sysdig 0.74.0

Last Updated

a day age

a day age

a day age

a day age

16 hours ago

a day age

Runtime Policies > Add Policy > Import from Rules Library Cncel

B 3 rules marked for import

Tags

kas B
ks B

k8s

k8s

process ﬂ

[Policy] R—U AR TEN, BRLIEZIL—IUD—ERRTINET,

Severity

Scope

Rules

Name
All K8s Audit Events
Anonymous Request Allowed

Mhannae thread nameznare

Runtime Paolicies > Add Policy

@ High

Published By
Sysdig 0.74.0
Sysdig 0.714.0

Swedin 0140

ﬂ Import from Library ) New Rule

OR

MR

EvE

JRRARADIL—ILDIEIZHDIXEI Vv I TDHE.

R —MSIIL—ILEHIBRTEET,

\

Q) sysdig
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RYO—ITF 4B —DBIL—ILEERT D

[Import from Library] Tl&7Zz < [NewRule]Z 2 ) v 795 &. IL—ILDERTEHRBASN TS FIRIZY
VOINET,

FOavDER

RYO—ICERLEGEDORLAEERELES .

o JIVTH RII—IL—LVITERLEGE. RBER T2 TFICANEIINEERLE
E
O Nothing (alert only) : AVTTDHEEZERLLBENTLL SV, BHF v RILERE
[CRE->TEBMEEELET,
o stop: BFFDIDUENAVTFF—EEI/ARHKRTLET,
0 Pause: HELEIAVTFTADTRTHOTIOERE—RKREILLET,
o IV ITFv AR MREBFICHFY TFYE2ERTHEEEF Y TFvEAVICUIYEZ, X
Fy Ty MIHIZIRY LORIHOBBEERLET,

B . Xy TFv

o HATFYRIL : AR FOBEMEZBEYLIBUE(EETDEHIC, FAOYTIOUYR D
BEF v RILEERLET,

S BHF v RILDOERTE
R —%HET S

TIHIERY =2 —HF—FHERK) L —DEAZEBICHEETEEY, LRTERELE=ELDIZ.
RY—ZBIRLTERERTLET,

(]
R —ZHIBRT S
R1) —I&, SysdigSecureMJZHICA VA F—ILENf=EZFICDHFEEFA VA F—ILENFET, T
THILEDRY) O—ZHIBELTHST Y TITL—FLEzEE. TOR) I—EBERSNELTA,

\

Q) sysdig 22
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IL—ILDEE

Sysdig Secure Rules#EfZ L E L & 5, #FIZRules LibraryDIEMFZHEE L TR L TLES LY,

W—IWSA4T3VITFTIERT S

1. Policies > Rules LibraryZiERLFET,

%

Policies

Runtime Policies

Image Frofiles @
v Rules

Rules Library

Faleo Lists

Falco Macros

Rules Editor

2. W=LFATSIVRRRENET,

Q

Rules

AL New F..
AllK8s Au
Anonymo.
Attach to
Attach/Ex.
Change th
ClusterRol
ClusterRol
ClusterRol
Contact E
Contact K.
Create Dis.

Create Dis.

Rules Library

Published By Last Updated Tags

Secure Ul 0.0.0 2 hours ago

Sysdig 0.74.0 3 hours ago kBs

Sysdig 0.14.0 3 hours ago kEs

Sysdig 0.74.0 3 hours ago kBs

Sysdig 0.14.0 3 hours ago KBS

Sysdig 0.74.0 3 hours ago process

Sysdig 0.14.0 3 hours ago KBS

Sysdig 0.74.0 3 hours ago kBs

Sysdig 0.14.0 3 hours ago KBS

Sysdig 0.74.0 3 hours ago container  aws
Sysdig 0.14.0 3 hours ago container ks
Sysdig 0.74.0 3 hours ago KBs

Sysdig 0.14.0 3 hours ago KBS

network

network

@ Add Rule

23



IW—ILEHwET S

SysdiglZ& > TRBESINIZIL—INIET I ETHY ., ZZHFBMYBERTY, JRMEIHOIZEMNTE
FIMN, AFNSGA—EF—FEETETFEFEA, TIAHILFDIL—ILIFEIBRTEEE A,

BEDI—ILIEBRICHEETEET,
1. [rolicies]>[Rules Library]Z@EIRL., IL—ILZEZBRLET,

2. RuleDetails/ X\ ILOBAERIZHEET ., BDEIZHLT, WNTA—4—%2HEL. 154 T
T/AaEYRMIEBMTEEY,

Runtime Policies © Add Policy
Q_ dbpro X High  Medium Low Info DB program SpaWHEd process s B X
Medium Severity

. DB program spawned process Updated 3 days ago Descrip

Entire Infrastructure 1 rules | Notify Only a database-server related program spawned a new process other

than itself. This shouldn\'t occur and is a follow on from some SQL

° . Modify binary dirs Updated 3 days ago injection attacks

Entire Infrastructure 1 rules | Natify Only
. 4 Mkdir binary dirs Updated 3 days ago Entire Infrastructure

Entire Infrastructure 1 rules | Notify Only
. Change thread namespace Updated 3 days ago

Entire Infrastructure 1 rules | Notify Only - rule: DB program spawned process Sysdig045 -
°® Run shell untrusted Updated 3 days ago chnaition;Sproc. praneiin

Entire Infrastructure 1 rules | Notify Only ( db_server_binaries ) and

and not proc.name in

. Launch Privileged Container Updated 3 days ago ( db es ) and not

Entire Infrastructure 1 rules | Notify Only postgres_r

C L Data =g ogram ne
. Launch Sensitive Mount Container Updated 3 days ago QuEptik St aliase Sretd Lol p rod s Spoate
ocess ott th tself
Entire Infrastructure 1 rules | Notify Only RUSSOSR LB L 2 fen

Falcov/ O &YX MZEBMT B

T4 bDFalco)b—ILIZIE, SFETFEHTIOLEYRMPEHRAFTATHET, IhBETIAHIL
RMIL—ILHhLHEIBRTEERAN., BNEHRZEMTETET,

- ZIE, EEBEDRY ) —>2 3y FDPolicy DB Program Spawned ProcessZ#&st L T &Ly, £
HRABIL—ILIE, T—EAR—XDBRETOELRZEIERI L TWVENI LEZHRETHHICFERSL
*F3, JL—ILEHTFalco!) R kdb_server binariesz# 2 TEE 9,

TIAINEDYRMITATLZENTHICIE:

&)sysdig 2



1. IL—ILEHEODFTWIRMTFXIRANED VI T B,

BRI THRERLET,

POLICIES

Falco Lists

Q
Lists

db_mgmt_binaries

db_server_binaries

Sysdig Documentation

X

Published By

Sysdig 0.4.5

Sysdig 0.4.5

[Policies]>[Falco Lists]IZ#EIL T.

€ Add List

Last Updated
3 days ago

3 days ago

2. JRFOARBRRTEINET ., rppendZEP )OI LET,

Huhlichoan Hw

Append Items

¢« db_server_binaries

- list: db_server_binaries

items: [mysqld, postgres, sqlplus]

I act §iIndaton

Sysdig 0.4.5

cassandra, meerkat,

o

3. IL—=ILIZEOHDEMDT A TL (T—FR=R%E)

EC7aEAMn<s Ol

\

Q) sysdig
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BRINET,

ZANL. [save]lZ2 ) VU LET,
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W—IVEERRT 5

Falcoll—ILET 7R MIL—ILEERT 50D S EFIFEHAVEI—T A ADBHYET,

Falco)l—ILZERRT B

1. [RulesLibrary]R—< T, [+add rule]ZEP U v L, FAYFTFY UM b[Falco]lZFEIRL F
ERR

Falco)l—IL B 4 TD[NewRule] R—hHRREINET,

Rules Library > New Rule Rl s |

Rule Type Falco Rule
Name

Description
Condition
Qutput

Priority Warning
Source

Tags

2. NSA—F—%APALET,
Name and Description : L—/LDRRIEEFRDHAHHBEIERLEFT

Condition and Output : MELEHEI—KRKEHAZRRLET, FHIZDOLTIEK, ©
R— k&N TULVB T 4 —)L K(https://falco.org/docs/rules/supported-fields/) & S8 L T
(&L,

&)sysdig 2


https://falco.org/docs/rules/supported-fields/

Priority : C#Ll&. Falco)l—ILDEX Eiml=F =5HDWHET 4 —IL KT,

Priority

Source Emergency
Alert

Tacs Critical

Error

Warning

Notice

Informational

Debug

Source : JL—JLAKubernetes AuditT—42 YV — R £ 1= B Dsyscall A h=Z X LZEZFHLTA
RUMEBRBTEINESINEERZLET

Tags: KOV TEOUNOEEST 52 VBRI S50, MEADHRE LT EBMLEYT

3. Saveéa vy

aIE
v — R k8s_auditDFalco/L—ILTlX., AT 5= ("Kubernetes AuditB J ZH®IZT HHE
NHYET,

J27AMIL—=ILDER : aAVTFER2A47F

T7RAMIL—ILIE. KEWIZARTA CIJRNITSYT YA RMIL—ILTT,

BECTHITINBEEDCassandraT— 2 A—RX A A —CZIEBEL, dEESATLVAEWVWLDZE TS Y
SYAKMZEHETDELET., COBE. AT FHIL—ILAEYTY, WODIT7RMIL—ILEA4T
21X, B4 FIZIECTCRBEDAAT 4 —ILERBHY FT, )

1. [Rules Library]R—< T, [+add rule]EP U wo L, FAYTHEI UM B[container]Z&ER
LET,

&)sysdig 27



aAVTFFIL—ILE A4 TDO[NewRule]R—RREFRENFET,

Rules Library > New Rule Cancel m

Rule Type Container Rule
Name
Description
P
Containers (@ If Matching If Not Matching

Tags

2. NSA—F—%AALZET,
Name : 812 AN LETHl : Cassandraf *—TZEHFALE LT,

Description : 5#BAZ AN LET, HFAShTLWSCassandrad A —SDYR b, TS99 1)
A MZIEFINIMDTAT

If Matching/ If Not Matching : Z®D1H&. [1f Not Matching]ZEIRL T, UTOI VR &
—¥ LG W Cassandraa v T+ D ISV I VRO a v EBEBMICK) A—LET,

Containers : Zfal &L Tl 4 Cassandraa > 7+ —R& ZEMLEF, fl: cassandra.myorg.3.0
Tags: FAY TV UNCEET H2TEERLET, T—EIA—XREaVTF,

3. REZVIVILET,

\
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[R—=B]RY —F A ¥—

Sysdig Securel, 7R!) —7 K/ H—EMF(Eh D Kubernetest¥ 1) 71 25813 56D Y—IL
ZEALZEL, WEATIL, Kubernetesiky KX ) F4RYS—FERTT,

& (-] S — (o] &
[R—A]Ry FEXa)FT4HKR)— (PSP)
Kuberneteslc&k b &, TRy FExa T 4K —[PSPlliE. Ry FE#EDExF1)To VO T
JHAIEZ3 FO—ILT B9 5 AZ—LARILD)Y—RXTY, PodSecurityPolicyZ T x4 kI,
Ry ERVRTLIZRITANOGND=HIZETT IDENHI—EDEHE, BEITA—ILFDT
THILbEFEELET, |

4%, Kubernetes PSP K¥ 1 A2 k
(https://kubernetes.io/docs/concepts/policy/pod-security-policy/) & Z& £ 1= &= Ly,

SysdigKubernetes Policy Advisor {34 4 &. Ry FEFa)T4R) O —ZBEIERL. Thi
FRBICOZSY FIBHICEFNLODRSATRMERIE TP3aLb—va3y) 2F7TEET, Ch
5DMEEIZITWN L DHDFIELHY FT,

o PSPIZtEXal)T4%BItT H=-OICHR/IMHEZBRH T IDIZRILET

o EBEEIAERKIZEKY. KubernetesiR! O—DERIZHH DB EKIBICEHBTEET

o UIZal—YaVTAMI, F—LHPSPERELTERMZFEBL, PSPOTTOA AV kb
C7 TV r—2avh BT 50 EH<COITH/ILETS,

PSP —4 J0—%HRI 3

—f%IZ, PSPEAERL, >2aL—Ya3VTRAMEETL, BREZEAL. REICIHCTPSPERZEL
TS, ZaL—48—%2ATIZL T, EEOTFTAAS AV MRy KX ) FoHRY) —%EBMN

\
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LEI,

Q Sgg‘;sré‘curity Policies (=0 © New Simulation
O\

Status Last Started On Last Stopped On Pod Security Policy Scope

e @ 6 days ago 6 days ago ga-1-2

POLICIES @ 6 days ago 6 days ago pod-security-policy-3 © Rerun
@ 6 days ago 6 days ago mike-host-paths-and-privileged Delete Sifulation
@ 6 days ago 6 days ago Baskar test
@ 6 days ago 6 days ago Alex test
@ never never mike-privileged kubernetes.namespace.name in (‘sysdig-agent’)

AR &

e Kubernetes_E®MSysdig Secure v3.0+# & UrSysdig Agent v93.0+
e SysdigTTKubernetes Audit LoggingZ BT 2 HEAHY FT

FAE

Kubernetes Podt ¥ 2 !) F 4R o—(, {BEDSysdigt X a 7R O—EFXERY ., BEDORY O —
DA MR=JIZEFERFRENGENIEITTFELTLEZL,

FIR

BE, 7=V 70—FROLSITETLET,

\
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1.

[Policies]> [Pod Security Policies]| CE 2 —JLIC7 9 AL ZET,

Policies

Runtime Policies
v Rules

Rules Library
Falco Lists
Falco Macros

Rules Editor

Pod Security Policies

TFRAMTBRY FEF2)TFaR)O—IL—ILEERLET, BEDOPSPE7Y JO—FKT 3
M. Y—ILAPSPA VT UVEBEHBERT Byaml T IO AV F I 7AIILET Yy IO—FLZE
ERR

3. StartSimulationZ4 ) v o L&Y,
4, BEBERNOBEYGZISRAE—IZRYy FZET7O/4LET, YIaL—EI3NEFTIhTWSED.

FoA4TRARELTTTRSEN, BRODTI— MY A—SIFET,
VE2al—YarHAEREZEL. REICKRLCTPSPOAVTUYEMBARLET,
PSPIL—ILABMIERB Y ICETINI=Z & MR Lz 5, [Stop Simulation]#2 ) v o LFE
ER

INT. COPSPEY S RA—ICHEAT HEBNTEELT,
https://kubernetes.io/docs/concepts/policy/pod-security-policy/#enabling-pod-security-policies
SRLTCIZEL,

&) sysdig 3



Ry FeXayT4R)O—2alb—La VnER
Ry FEXaUT4RI)O—DSIoT4 I R—DEMHRET S
[Policies]> [Pod Security Policies] N5 EY 2a—JLICT7 VA LET,

Pod Security Policies list R—ChHARTENET,

N

POLICIES

KUBERNETES

Pod Sécurity Policies (=0 © New simulation
O\

Status Last Started On Last Stopped On Pod Security Policy Scope

@ 6 days ago 6 days ago ga-1-2

@ 6 days ago 6 days ago pod-security-policy-3 © Rerun

@ 6 days ago 6 days ago mike-host-paths-and-privileged DelstaSifsiilation

@ 6 days ago 6 days ago Baskar test

@ 6 days ago 6 days ago Alex test

@ never never mike-privileged kubernetes.namespace.name in (‘sysdig-agent’)

2 Ebio0vzal—YavhEmEShdeE, YRAMIavTUOIYNEENET,

ROBEMEEITEA L TLZEL,

Search Bar : #%I&. Pod Security Policy columnIZ&R;rEh BPSP names| DEEE =X
FTEITESNFET,

Status : Zhlk, PSPRICBEEM TN aL—Y 3V DRT—2AXTT, Running @ %
f=1EStopped @ DLFANTT,

YIial—YaviEk, FHTHRLETIETRBMICEITSNSZLITEFRELTSESL, T
Running] §&%I1&. Tamountcompleted] ZRLTWLWEH A,

Pod Security Policy (name) : PSP&I&. BEIMIC#AR SN S H., 7y TO—RKShizPSPa >
TUOYDEBIINTA—F—DLEREINET, name/NTA—F—%FHLT. 2DF2414 bL%E
WETEET,

&)sysdig -



e Scope : [ScopelFl(ZlE, 2 al—arvAICERINIzKubernetes f—LAR—XEZ ET
TOA A REHARBEINET,
Rerun | Stop | Delete Simulation links : ZRIM3DD Fy F&#FEAL T, FLELzoZalL—

VIVEBRT, BETHROYIaAL—YavERFLE FRERVATANMG VI ALV 0E
HIBRLZET,

PSP Sal—oavEERT S

1. [Policies]> [Pod Security Policies] ###R L. [New Simulation]Z2 ') v o LEd,
[New Simulation|R—ChARTENET,
KUBERNETES
Pod Security Policies > New Simulation }
Import: | PSP Policy Deployment YAML Q, © start Simulation
kubernetes.namespace.name
kubernetes.deployment.name
Simulation has not yet generated any
events!
Simulation has not yet started!
2.

[Import]iR2 > #EAL T, BRFEDPSPRY O—FIET A4 A2 NYAML 74 IVET v T
I:l_ F‘Lij—o

\

Q) sysdig
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KUBERNETES
Pod Security Policies > pod-security-policy-default-20191110164616 Hhet m :
Import: | PSP Policy || Deployment YAML Q © Start Simulation
kubernetes.namespace.name = nainx

apiVersion: policy/v1betal Import Deployment YAML e 7
ind: PodSacurityPolicy . : llation (privileged) System Activity]
S Upload your deployment configuration file. Learn more.. 11:64:36 and container id="a6d1115dc48"
creationTimestamp: null

name: pod-security-policy-default-20191110164616
spec.

fscroup: B

rule: RunAsAny
hostNetwark: false
runAsUser:

rule: RunAsAny
seLinux

rule: RunAsfny
supplementalGroups

Select Files to Upload
Click to select or drag ' drop your files

rule: RunAsAny
volumes
- secret

[Generate PSP1Z4Y U v o LET,

PSPIL—ILORHBIE. TOTHFRA MRS RIZRTENET, YAMLD 74 ILEERA LTS
B. PSPIL—ILDAVTUVEED I 74 ILHASBEBER SN TRRTEINET,

I al— FENTFPSPEETIT S5 5 A H —Mnamespace.nameZ 1= (Fdeployment.nameZ A
Hhd5m, Tall] Z8RLET,

. Savex/ 2 UvO LET,

PSP 2alL—Y 3 uAERESN, PSPUR MR—JIZRREINFET,

Alb—2avERTL, HAAMRYV F2HERBT S
PSP alb—>ay#xE4ErLT-5. [Start Simulation]Z22 v LTHIBLET,

AMUDIVRAMR=DFEEF LI aL—2aVDFERR—IUML[Startl R2 VIZF VR TE
F9,

PSPZL Ial—42—hATR M DEESN-BEICTFTIOANLET,
EREINT=ARY NEAZEHRTHICIE, BFFICOIaL—rarvEERLET,
WMEBIZIGSCLTIL—ILEREL., BREICIELTYIaL—2avEBRLET,

Q) sysdig 3



Y3al—YarvEELTS

PSPTX FDENMEIZHER L5, Stop Simulationz2 ) v o LET,

INT., COPSPEY SRA—ITERT HERNTEEL -,
https://kubernetes.io/docs/concepts/policy/pod-security-policy/#enabling-pod-security-policies £ &

LTSy,
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