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RUFT—Y TR MEROER

BRUX+DOEA

HRLAR—bOFER
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RUFI—Y

Center for Internet Security (CIS) (&, ITORTLLEBEZRET H-HOEBELLINEAVFT—
g, HAFRSAY, BEURR ISV TAREEITLTLWET,

Sysdig SecureMRN U FI—I ED 12— )L &FFER L T. Kubernetes & UDocker CISRUFIY—4 #Ix
RIZH LTEITLET,

SysdigR VU FI—I TR FOLREA

CISRUFI—VIF. 32— Y F O RTLOREBEBEDIZODRA TS T4 RTT, Sysdigld.
Kubernetes& DockerD EE S FEL/N—DavICIhoDEELLSIN-aY FO—ILEEELTLE
ER

BRYVERET D

FLOWARVZFERALT, TRAMOEE, REX3—J, AV ISAT7URFVvIDRTDa—)L
SNEHEEEBRLET . BELR— FORTAREIALEULITHILLTEET., AUTF
=V ERY DEELBBLTIESL,

TAMEETTS
BROMBESINS L. SysdigSecureld D Z EF#ITLVET,

o I—CxVrDFIVIEMKBLT, CISRR ISV T4 RICHAT BV RATLERESTLE
T

o CDFRVDBERERETS

LR— MEROHER

\
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BRAOMNETENDE, BRA—DICYREN, LR—FELTRRTEFT,

BENCHMARKS

Results » Kubernetes compliance check @ Download CSV
43 . Completed on Dec 5,2019-12:18 pm |
Fail k Host Mac 02:6d:14:9f:bc:52

Kubernetes Master
1.1. API Server "

1.1. API Server @
1.1.1  Ensure that the --anonymous-auth argument is set to false (Scored)

et ©® 1.1.2 Q Ensure that the —-basic-auth-file argument is not set (Scored)

1.3. Controller Manager 113 Ensure that the ~insecure-allow-any-token argument is not set (Scored)
1.4. Configuration Files 1.1.4  Ensure that the --kubelet-https argument is set to true (Scored) |
BENCHMARKS ‘ .
1.5. eted ©® 115 © Ensure that the ~insecure-bind-address argument is not set (Scored)

1.6. General Security Primitives ® 116 © Ensurethatthe -insecure-port argument is set to 0 (Scored)

R . 1.1.7 Ensure that the —secure-port argument is not set to 0 (Scored) 1
1.7. Pod Security Policies

® 118 © Ensurethat the --profiling argument is set to false (Scored)

RUFI—=D A M) Y ADOTER
MESNEZRUFI—UA M) IRIE, TIANWMFELEARIIAXEINEZROFI—V 5
R— FH 5SysdigMonitorCRRT S EHTEFET,

XN Explore

nHosts&Containers v  [@ Compliance (Docker) + PX

B

EXPLORE

ch environment Scope: Entire Infrastructure

v Entire Infrastructure (1) .
Benchmark Score Benchmark Score Over Time

3

5 ip-172-31-63-204 (23)

No comparable data for 1 day age 06 PM 06:15 06:30
More options
Overall Pass % f Pass % Over Time
6 8 3 -
L]

No comparable data for 1 day ago 05:45 06 PM 6:15 06:30
Time: Maximum Group: Average Metric: compliance.docker-bench.pass.
Pass % By Section Pass % By Section Over Time

100

Back to Explore Table

LR—FI4ILE3—[2DL\T
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TARUR—FDRREARFIIAALET, LA BEEOBWMERFLIEFERLZOVE

A—LDBERDAZRRLET. (TRAPRAS—F2EKEEIEHKESE

HANTANE—ENES, )

LR—FITAIILE—DHREIFEE T, penchmark TaskR— U MReportD T T :

® Custom Selection E—ﬁ?FR

® Benchmark Version%ig:l:ﬂb"cs
o pProfile 74 INA—FWRATSH. BLW/FIE
o AL FO—ILEBIRGERERLET,

BENCHMARKS

Name

Scope

All

BENCHMARKS
>

(< < T < T < < IO < < ]
v || v lw|v o]

Schedule Twice a day

Results > Schedule > New Task

Type CIS Kubernetes Bench

Report All Tests (@ Custom Selection

Kubernetes v1.3

Profile Level
1.1 API Server
1.2 Scheduler
1.3 Controller Manager
1.4 Configuration Files
1.5 eted
1.6 General Security Primitives
1.7 Pod Security Policies

2.1 Kubelet

Ot avDEHREERALT. BERODRZEHZLES,

&) sysdig

EhFEJT, LR—FORED

6am, 6 pm UTC



DR LBERICOINT
Z4NL2) T NL—LiE, TR MEARTELELLR—FMIEBRASNET,

2140452 VTRA|
LR—FE2—ZFT74LAY)25LTH, TRAMERITOHEAFEDY TH A,

o REUTAMIRTEINFITN, BREL—FHESNFET,

o JTICETSATVWAIHBEDEIRVICTAIILE—%ERATHE, T4 L3 —Ea—H"EBEEL
R—FMIEHADIF-TERAEINFET,

o JALEDERERRT HL. BEELUHEVPBURTEINET,

RIUFI—=DNN—23[Z20\T
CISIX. KubernetesE f=I&DockerY 7 bz 7/\— 3 VIZxtind b (=2 L. BE—TIEEL) RN
FI—=UN=2a3 FFRTLET, UTOIVEVITRESHBLTIESL,

n—=oayviL—iv
o LIR—FZEHREIARX/T IR VT LEWNES., SysdigL—o Yy MIBEN—D 30
ZEHEBBRHEL, AUFIY—a> bO—IILORET EBN—C3VEFETLET,
o NUFI—YUN—Ua3VERELEESE. LIR— b4 LA —%2BRATEET,
o TRIM=UaUAREN—U3VE—HBLEWNMES., T4 L3 —EE RS, §XTOT
AMDBRREREINET,

KUBERNETES/A—< 3 v v EVY

Report All Tests @ Custom Selection
Kubernetes v1.3

Kubernetes v1.0
Kubernetes v1.1
Kubernetes v1.2

Kubernetes v1.3

\
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Sysdigl&, XDT 4 A M) E1— 3 DKubernetesR U FI—9FRFEHHYR—FLTULET,

EKS : Kubernetes M Amazon Elastic Container Service, T 74 )L kDY S A A —/IN\—P 3
GKE : Google Kubernetes Engine (GKE) . T 74/ FDY S RA—IN—D 3 Y

IKS : IBM Kubernetest—E X

OpenShift/\—< 3 23,10, 3.11

Rancher

DOCKER/A—C 3 v v EVY
CISRUFIT—%5 /83— 3 >: CIS_Docker_Community_Edition_Benchmark_v1.1.0
SysdigL?R— k 7 1 JLZ —: Docker 1.0

FAT7AILRIIIZDINT

LTFDESIZ, CISIE2DDULARNILDTRA M EEZELTULET,

Sysdig Secure Tl&, BELBARUVFI—IMNEIZETINFETHN, LR—FDE2—Z T 1)L —0E
LT. &EBEX (LRLITAT7AIL) DHFFERIEZR (LRIL2EKX) BROAEZRRTTEET,
CISFAQHA K

LRLITa I 7ML TELRBEBEICEE

MNEYBRICEETE, NI —TVRICKELGEEEEZLTVE S ITHGF SN-EXRNLGH
BREEZRHLEL, LRNITOT7AIURUFI—IDOBEMIE. ESRADMEEEDIT
FTICT O U EFEATRGKEBICRE LGNS, HHBOREXNZBEHZE<TSILETT,
LAN2T AT 74)L : REHEFIvI. LYUYEE

ZRERE) EREIN, X2 TAHARBESNDIREZRRLELTVLET, LR)L2T
A7 74 VICEEMITON-HRRIEE, EUICEESINGIMNEGE. FE+HL2EFEZLD
TS, HBICEEZEZ5A5FEENHY FT,

ZE

SysdigSecure/ 2 —2J 1 —X T, [r11] ZERL T, LRLIBELUVLANL20EADOI Y FA—
LWEEOHMLELAR—FERTLET,

Level 1ZEBIRLT. BEEOEWVIY FAO—ILDOAHFEELLR—FERRLET,
Level 2ZEIRL T, LRIVIHASHEASATVSELZEDENI Y FA—ILDAZELLR— L%
RRLET,

NUFI—VBRAIDEELSRLTILZS,

&) sysdig ¢
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RIOFI—=DRZAR)DERTE

RUFI—YVARYEFERLTUTEEELET,

o ETTHAIRNUFI—VTRAIDEAT

o FIvVIRREDEHH

o R Ta—)LEN=TR NEE

o WRLAKR—+ERTTHIERX
RRAIDNRESNDE, AT C21—LENE=EMLSAVTTRAMEBMIZETSAEST, 4R
EFFHTrIA—TB5¢LEETEET, FIRUVFI—VTRAID M) H— (9 CET) #S5HEL
TLIEZELY,

BEIRVFI—ITFRAMNERYD21— LT D
AR EERT S

1. [Benchmarks]EDa—ILH B, [schedule]PAAVERIRLET,
(BEFEDARARI M) schedule listf)ﬁiﬁéhij—o

BENCHMARKS
Results > Schedule © Add Task
Docker Benchmark - Everywhere Twice a day - 6 am, 6pm UTC
Entire Infrastructure CIS Docker Bench
A Kubernetes compliance check Once aday - 6 am UTC
Entire Infrastructure CIS Kubernetes Bench
= Store-frontend CIS Docker bench Twice a day - 6 am, 6pm UTC
kubernetes.namespace.name in ("store-frontend”) CIS Docker Bench

]

BENCHMARKS

Y

\

) sysdig




2. [+Add Task]éa )y L. [New Task]’\o—:)—fg RONFGA—3—%F&ELET,
Q Tmu\s > Schedule > New Task Cancel m

Name

Type CIS Docker Bench

Schedule Twice a day 6am, 6 pmUTC
Scope

Report @ Al Tests Custom Selection

BENCHMARKS

o Nane : BROHAHBAETEERLET,

e Type : CISDocker Bench# f=[&CIS Kubernetes BenchZ##R L £ 9,

® Schedule: TAMZEETTIHELHRAZERLET,

® Scope : BverywhereiBIRT BN, BEZIE L TRI—TERKYAHET,

(AMYIGRADTN—T, Ra—T, B8LUVET A MeESRBLTEE, )

o report : LIR— FTOTRX MERDRTAZEERLET,

e 21l Tests: LIR—KMZTA4INEA—DBHINGENWIEZEKLET,
Sysdigld, T—2 x> kAA VR b—JLENTLVSKubernetesF f=I&Docker®D/A\—< 3
VIZEDOWT, REORVFI—IVTRAMDELWWA—C 3 v #EHHMNICERALET,

e Custom selection: LIR—MERZETAIFN)VITEHILHEEKRLET,

3. saveZEVUvILFEY,

12DHRY, 1D2DTR M, 10N

B35 HKubernetes/\—2 3 VDBRBTRUFI—Y ZETTBICE. FOROA—TEN—2 a3V
[IZEBDE R EERLET, Sysdiglk, BE—DE XY THEHRDN—2C3VDTAMNEERTTEE
A,

\

\) sysdig 10
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LR—FERDDoILEY VYT
LR—FELA—MNTAILE—REBEINATWREETEH., RELUCISRUFI—UTFRAMREITEINBZ
EITFELTLESL, H#MITOWLWTIK, LIR—FTZ 42 —I2DWVTEZSHBLTLEELY,

1. Benchmarks:E:/Q:L—)l/il\'\9s Schedule?{ﬂ)%%*ﬂ L/~ Task%ig*Rif:(iﬂzmbij—o

[Task Configuration]’\o—:)ﬁfiﬁ?éhi?o
BENCHMARKS
Results > Schedule > New Task Cancel m

Name

Type CIS Kubernetes Bench

Schedule Twice a day 6am, 6 pmUTC
Scope

Report All Tests @ Custom Selection

Kubernetes v1.3

Al Profile Level

BENCHMARKS
> 1.1 APIServer

< ]
.

1.2 Scheduler

<]
.

1.3 Controller Manager

(< ]
-

1.4 Configuration Files

(<]
%

1.5 eted

< ]
v

1.6 General Security Primitives

(<]
v

1.7 Pod Security Policies

2.1 Kubelet

a
*

[l/7|'$— |‘]—C‘\ [Custom Selection]’(fig:]ﬂ L/ij—o
RFAy FHH A= a—m5EY4CISbenchmark/\—S 3 V2 BIRLET BIRLI=4 4 FIC
HEO1WT)

HMIZDOWTIH, RUFIT—ION\—2 a3 V2DV TESHBLTLESLY,

4. BEICIGELTHRZ7A4NLR2IVITLET,
a. AT7var: FATFAILLARL AF=1F2) HERLET,

&)sysdig H



SMBEDHEDAHAERTT HIZIL, profile Level 1ZERLFET,

LRIV SR ESNE=THRLRNIILDIERDAERTT BITIE, profile Level 22%R
RLET,

211 (FATZ7AILTaLE—HL) ZRIRL T, T2 FERERRLET,
SR JAJ7A4ILLARIILIZDNT,

b. 77> 3y REIZGELTEAOIY fO— L& EIR/BIREBBRLET,
c. A7 ar [an]FERLT, LRIOZERZIUT7L. BERBLET,
5 saveZ®P V)9 LEY,

RFSa—LEhf=2 X7 ZHKT S

1. [Benchmarks]:E:/o:L—)[/fJ‘ro\ [smmmd?*(:l‘zé‘i%#ﬂbi?'o
AT 1—=)LENEFZRIDY R EDBREREINET,

2. DAMDOBERVERBRLTHRELET

IE

BRICEITSNE2RIDLKR— T4 ILE—REEZEETDHE. BEDLR—FE2L—AS
MPDIE>TIAILE—ENFET,

3. saveZEV VYOI LET,

Rya—LEhf=2 X7 ZHIKRT S

1. [Benchmarks]:E:/“:L—)bﬁ\ro~ [Schedule]7’f:>§i§*RbiTo

\g 12
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e



2. BAETSH2RY T, [More options] (3DM K

@% Results > Schedule

Docker Benchmark - Everywhere

U Entire Infrastructure

A Kubernetes compliance check
Entire Infrastructure

A Store-frontend CIS Docker bench

kubernetes.namespace.name in ("store-frontend)

M) P42 %91y LET,

@ Add Task
Twice a day - 6 am, 6pm UTC
CIS Docker Bench
Once a day-6 am UTC °
CIS Kubernetes Bench
Twice a day - 6 am, 6pm UTC Delete Task

CIS Docker Bench

3. [pelete task]ZBIRL, [ves]Z Vv Y LTHRELEY (FE]Z2V YV I LTEEEZR

[CRLEY) o

FRRVFI—VTRAID M) H— (§9 CRIT)
A—HF—lF. RUFY—I TR MRTENEROFERMEBFODTELL, RUFY—IFZ b

EFPTEITITACETERTEEY,

1. [Benchmarks]EDa—ILD B, [schedule] PAAVERIRLET,
2. EEHE?—%)’)"Z7—C\ [Run Now] (%Eﬂ) 743)’&7 ) L/ij—o

BENCHMARKS
R Results > Schedule

Docker Benchmark - Everywhere

o Entire Infrastructure

A Kubernetes compliance check
Entire Infrastructure

A Store-frontend CIS Docker bench

kubernetes.namespace.name in ("store-frontend")

@ Add Task

Twice a day - 6 am, 6pm UTC

CIS Docker Bench m

Once a day -6 am UTC °
CIS Kubernetes Bench

Twice a day - 6 am, 6pm UTC
CIS Docker Bench

BERE, TR MAEEICETENZEEZRLET,

3. [rResults]Z TICRY ., BARICR—DZEH L TREZHERELET,

&) sysdig
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RUFI—DTRAMERDORER

TARERTITDEIRUYFI—VERVERETSHE. FFRVEXRTIHE. LiR— MEHE
Flrohfz=) X rAERESNET., COR—IUTEH, BRVAMSIUVEES HLR— FR—TIZH
EIT HHEEICDOVWTEHRBALET,

BRUX FOEA
RUFT—HSUT4 VT R—SERHBUR FTHBY . BT LEEBELA— A ShTL
£7.

BENCHMARKS
% Results [ schedule
O\ Dashboards: Benchmarks (K8s) Docker/CIS @
PY Kubernetes compliance check 3 hours ago
02:6d:14:9fbc:52 Kubernetes Master | 23/88 tests passed
° Docker Benchmark - Everywhere 3 hours ago
02:6d:14:9fbc:52 75/105 tests passed
° Docker Benchmark - Everywhere 6 hours ago
02:0f:71:63:ac:aa 75/105 tests passed
& Store-frontend CIS Docker bench 6 hours ago
02:c7:26:8c:04:38 75/105 tests passed

COR—TUDHLRDIENTEET,

® ReportsNF IVt X

o R a—)LTAaArh brasksHFER/T I RT3

o BRFE/N—M 57125k Treport!) A FEREKRT D

e Sysdig MonitorMpashboards & ENICEHET HA F) UV RXADY VY

T TRAMIRTERRT SHE, LR—FIVIDRDYICZS—ATHN—BERRTEINET,

&)sysdig 14



KubernetesT X k Tl&. #8 " X FIZKubernetesR A A —/ — KL RERENFET, Shlk. #HRIZE

IHFET,

Kubernetes Bench Test - every 12 hours

g 12:80:da:b0:f1:58 /67 tests passed
(]
BRLR— O
[Results]JR DI RYED ) YT LT, ®IiEd Dresults Report ZBHEFET,
TEHE
o BOAVTISATFTUAROAY bA—)LMDrass/Fail /narniEREHERT D
o uarn/Fail fERDEEREZHIELFT
N, — > o ~ ~
o WMEIZILTLR—FZECSVI7AILELTHADA—FLET
BENCHMARK:
Results » Kubernetes compliance check € Download CSV
43 / Completed on Dec 5,2019-12:18 pm
Fail < Host Mac 02:6d:14:9f:bc:52
Kubernetes Master
1.1.  API Server
1.1. API Server ¢
1.1.1  Ensure that the —anonymous-auth argument is set to false (Scored)
1.2. Scheduler ©® 1.1.2 © Ensure that the -basic-auth-file argument is not set (Scored)
1.3. Controller Manager 1.1.3  Ensure that the —-insecure-allow-any-token argument is not set (Scored)
1.4. Configuration Files 1.1.4  Ensure that the -kubelet-https argument is set to true (Scored)
BENCHMARKS
1.5, eted ©® 1.1.5 © Ensure that the ~insecure-bind-address argument is not set (Scored)
1.6. General Security Primitives ©® 1.1.6 © Ensurethatthe ~insecure-port argument is set to 0 (Scored)
. 1.1.7 Ensure that the —secure-port argument is not set to 0 (Scored)
1.7. Pod Security Policies
©® 1.1.8 © Ensure that the —profiling argument is set to false (Scored)
KubernetesLiR— kDY > TIL, (B : https://www.cisecurity.org/benchmark/kubernetes/)
EvFk
\%
@sysdig :
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BHR: LK—FE1—%T0L8— LT, BHROY Ty FERARTT 5 L ERIRL-THE
A Y ET

HERIR—CDITARTOEEY R M TV EA—DNEREINET, 702 —FHIBRLT, TR ME
B2k E#RERLET, LIR—MERD T ILA—FSHBL TS,

BEOEY FEHERET S

BEOEY I, MEZBRT ILOICEELELGLOO—RMGHEZRBLET . CORRILIR
BEBETEGEWN O, REDREFIETIILELL TS FELTERTILELNHYETS,

LR— bDuarnFfzFrai l T M DBIZHALVF7AAVUNLEBEOEY M7V A LET,

SENCHMARKS
Results > Kubernetes compliance check N el ESY
43 Completed on Dec 5,2019 - 12:18 pm
Fail Host Mac 02:6d:14:9f:bc:52
Remediation
Kubernetes Master :
Follow the documentation and configure alternate mechanisms for
authentication. Then, edit the API server pod specification file
1.1. API Server /etc/kubernetes/manifests/kube- apiserveryaml on the master
& node and remove the --basic-auth-file=<filename> parameter. th argument is set to false (Scored)

12 Eahedliies ® 112 @ Ensure thatthe —-basic-auth-file argument is not set (Scored)

1.3. Controller Manager 1.1.3 Ensure that the -insecure-allow-any-token argument is not set (Scored)

1.4. Configuration Files 1.1.4 Ensure that the —kubelet-https argument is set to true (Scored)
BENCHMARKS

EBEERIE. ¥V oO0—RFENCSVLR—RMIHEFENRTULET,

\
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LER—FZCSVIFAILELTHEYO—FT B

[Report]’\o—:)—é\ [Download CSV]%_-'7 v LET,

BENCHMARKS
% Results > Kubernetes compliance check

43 % Completed on Dec 5,2019-12:18 pm
Fail Pas Host Mac 02:6d:14:9f:bc:52

& Download CSV

AVISFATPIORFYAR—FEANIOR%E

AT S

Sysdig Monitor® ComplianceDashboards~®M ') > 7 [&. Sysdig Secure BenchmarksE L 2 —JLD#ER Y

A REESNFT,

AVTSATIORE Y aR—FK

Sysdigld. SysdigMonitor®—&B& L T2DODHRMEEEFA IV TSAT7 U RAT v ah— FER#L

F9,

e OAVTSA4F7 R (K8s)
e TS5 4F7 >R (Docker)

\%

) sysdig

4
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H > T Dockera v TS A7 UARE v ak— K :

Compliance (Docker)

Scope: Entire Infrastructure

Benchmark Score Benchmark Score Over Time

3.12 —

No comparable data for 1 day ago

o
Tue 09 Thu 11 Sat13 Mon 15 Wed 17 Fritg Oct 21

Overall Pass % Pass % Over Time

65.5

No comparable data for 1 day ago

o
Tue 03 Thu 11 Satt3 Mon 15 Wed 17 Fritg Oct 21

Pass % By Section Pass % By Section Over Time

compliance.docker-bench. 1.host-configuration.pass_pct
100

compliance.docker-bench.2.d ocker—daamon-‘cunfiguraliun.pass,pcl

\%

\) sysdig 18
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Kubernetesa > 7S5 A 7 RAE Y ah—

Compliance (K8s)

Scope: Entire Infrastructure

Overall Pass %

13.0

No comparable data for 1 day ago

Pass % By Section

- compliance kBs-bench.1.1.api-server pass_pct

- compliance.k8s-bench.1.2.schedulerpass_pet

- compliance.k8s-bench.1.3.contraller-manager.pass_pct

- compliance.k8s-bench.1.4.configure-files. pass_pct

- compliance kBs-bench.1.5.etcd.pass_pct

- compliance k8s-bench.1.6.general-security-primitives.pass_pct
- compliance.k8s-bench.2.1.kubelet.pass_pct

r-compliance k8s-bench.2.2.configuration-files pass_pct

(NOR

Overall Pass % Over Time

Pass % By Section Over Time

2 4 6 a 10 12 14 16

Test Details (Overall)

Fcompliance.kBs-bench.tests_pass

Test Details (1.1 - API Server)

AVTSATURARM) IR

Kubernetes & Docker@li ANV TS54 7R A )49 R, SysdigMonitord v & 27/h— K THRR
TEFET, CNDANJIRIE, A MVIRTa O aFVICEREIZIXELRLINTEY ., XROGAH
MSAFTEET, (https://docs.sysdig.com/en/benchmarks-and-compliance.html)

\%
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