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HF—O—ILHABETY) .

\
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(FREERLI-ZEIL. FIESIZEAFET, ) PagerDutyDiSEHEARITINET,

Authorize Sysdig to integrate with your
account?

Sysdig will be able to Trigger, Acknowledge, and Resolve
incidents in PagerDuty.

Email
Password

Forgot your password?

Authorize Integration No, Thanks

If your account uses a Single Sign-on Provider
Enter the subdomain of your account

subdomain .pagerduty.com

Sign In Using Your Identity Provider

Once authorized, you'll be able to select the escalation policy to use for
Sysdig incidents. You can disable any integration at any time from the
Services tab in your PagerDuty account.

3. PagerDuty7Z ho > FIZEHRERMITONTWNWSAA—ILT RLRENRRT—KZAAL., [ruthorize
Integration]’&7 v LET,

EX=ES
UGN A T EYA VA UITEYEPagerDuty Y T K AL VEANLET,
4. PagerDutyt—E XEIREEARTINET,

AT a1l LHEIZHE L= EMRLNEA(X. PagerDuty servicenamefh EEscalation
policyZERT DL IITKRHONFET,

\

) sysdig
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Configure the Sysdig integration.

To create incidents from Sysdig, you'll need an integration
for Sysdig on a PagerDuty service. You can use an
integration on an existing service, or create a new service
with a Sysdig integration.

Service name
Sysdig|
Escalation policy

Default v

Finish Integration  or cancel

You can update services and integrations in your PagerDuty account.
Services can have multiple integrations that monitor the various layers
of your systems.

7T 322 PELKELIDDY—ERNT TITHESNTLDIGEEIE. TOH—EXZERT
50, BOY—EXREHERTEET,

Configure the Sysdig integration.

To create incidents from Sysdig, you'll need an integration
for Sysdig on a PagerDuty service. You can use an
integration on an existing service, or create a new service
with a Sysdig integration.

One service has an integration with Sysdig:

® Use an integration on an existing service
Sysdig Service (Sysdig) v

Create a new service with an integration for Sysdig

Finish Integration or cancel

Services can have multiple integrations that monitor the various layers
of your systems.

5. [Finish Integration]jé-a )y LEY,

&._)sysdig "



MENKRBEIN D L. F LU PagerDuty B F ¥ RILDSysdigR—UMNRR SN, FHRABBANESH
i?_o

New PagerDuty Channel ]

Channel Type Dd PagerDuty

il Notification Channels

Channel Name

Enabled [

Notify when Resolved . Send a new notification when the alert condition is no longer triggered
Notify when Acknowledged . send a new notification when the alert is manually acknowledged by a user
Test notification . Send a test notification when saving changes

6. BEMARNSNEFEBREERL., [save]lZV Vv I LFET. FEE
FIR2T[FBANZRRLGEE, FTREANDL TsavelzP7 Vv I LFET,

PagerDuty @& FEHd 57 5 — FEEBMTESLSICHYE L=,

owsilolis) |

TE

BHE% lAcknowledged] M5 TUnacknowledged] ZZEE 9 % &, PagerDutyTIEL K BFich
BLEWSBRMoOB@ELNHY F9,

&._)sysdig 44



RETDHLE

o ARVKNIK-TEMMAR)AH—Eh, @EEHPagerDutylTEEESNFET,
o AR IEME. SysdigD[Acknowledgelh2 > &5 v o LET,

o EANHPagerDutylZ#EESN, RT—2 XD [HEREH] ITERINFET,
o ARY NERE. SysdigD[UnAcknowledgelR% &9 ) vy LET,

PagerDuty TIZR T—2 R XFEEEINFH A, PagerDutyT [Triggered] ICEEEINBDTIEA
<. TAcknowledged] ®FEE T,

Slacki@ %l

Slacki I T7 5— MBI ZEET BICTIE. FTSlackBHF v RILERET IRENHYET,
£33 5E=HIT:

ATHRSEH

SlackcomTSlack7 A > FZEH#E L. BHICERT 2EMF v RILEERLET,

1. SysdigUIh s 702X EZEET SHICIE. BHF vy RILDEY FT7 Y TOXTY TINLIERET
L. Slackz#IRLFET,

Slack7 Ao MzadA4 2 T 5L ZKOLNFET,

2. BANZFEARAT BSlackF ¥ rIILE ROy TEH YR M ERL, [Authorize]#2 1) v o LE
ERR

&)sysdig “



3. BEICLTHEEZESETL, Donel 20 vILEY,

New Slack Channel

All done!

You can now customize the channel and close:

Channel @slackbot

Name Enter an optional name

Notify when OK ‘ Send a new notification when the alert condition is no longer triggered
Notify when

Resolved . Send a new notification when the alert is manually resolved by a user

Test notification K :
channel is not working.

» Send a test notification. If you do not receive a test notification in 10 minutes, your notification

4. [Test]z2 ) v o LT, TLLVEREZHERELET,

SlackBHZEAT AL ST I —FEBRTED &L IITRYE L

VictorOps: @Al

VictorOps & &9 HIZ1E

1. VictorOpslzA4 4 > L%ET,

2. VictorOps4 >4 — 7 = — A ®M[Settings]> [Alert Behavior]> [Integrations][Z#E& L £ 3,

\

Q) sysdig
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3. HMEWMED X FMLRESTZRIRLET,

Reports Help~

Teams Users Alert Behavior = API Buy Now

Integrations

wn REST

Send alerts to VictorOps over HTTPS through our REST endpoint, see the link below for integration details.
Knowledge Base.
URL to notify

https://alertvictorops.com/integrations/generic/20131114/alert/8ca372a7-63c4-4130-8778- | Revoke AP Key
9b946f06c7e9/ $routing_key -

4, BHF v RILDBREDFIEL~3%EITL TSysdigullza4s 4 > L. VictorOpsZ:ERLEFT,

Settings
@ UserProfile New Naotification Channel
™ Jsers Channel Type " VictorOps
- Users
2 feams APl Key
Routing Key

_‘ Notification Channels

Channel Name

O Sysdig Storage Enabled .

a Subscription Notify when Resolved . Send a new natification when the alert condition is no longer triggered

|;] Agent Installation Notify when Acknowledged . Send a new notification when the alert is manually acknowledged by a user
O+ Authentication Test notification . Send a test notification when saving changes

Cancel |

5. RMD &SIz, Sysdig Notification Channel 7 1 —JL FIZVictorOps/A\S A —2 AN LE T,
a. APIKey : RESTURL®D l/alert/] & T/$routing keyl DREIDT T
b. RoutingKey : 75— FZ B HRF—LIZIL—T 14 59 BVictoOpsDFHi%x, BEIZHEL
T AL—TFTAUTF—DFFa A0 FTHAZEEL T,
c. ChannelName : [VictorOps] ZHEDHMY PTNRRTEERLET,

}§;)sgﬂscﬁg; 7



d FryRILEBHOBBHMZA TEEMLET,
6. Save§7 )wg Lij_o

OpsGenies@i &l

1. OpsGenieff&R— T ZEERMULVT., OpsGenielllDIEAE B LET .

OpsGeniel&. Sysdigdlg (LLATIESysdigCloud&EMEENTIVE L) EDHEAEIZEHAT S K
XA AVMEZZITREBELTWLWET,

2. BAIF Y RILDBEDNDFIE1I~3%2FEITL TSysdigullzAs 4 > L. OpsGenieZBIRLET,

New OpsGenie Channel 2
Channel Type OpsGenie
API Key

Channel Name

Enabled O

Notify when Resolved O Send a new notification when the alert condition is no longer triggered
Notify when Acknowledged O Send a new notification when the alert is manually acknowledged by a user
Test notification O Send a test notification when saving changes

‘ Cancel ’

3. OpsGeniefiBAPIF—Z#aE—LTBEYFF. BEIZIELCTFrRILE. A3, EFOLIY
Bx%&EMLET,
4, saveZ V) U LEY,

7é
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https://docs.opsgenie.com/docs/sysdig-cloud-integration

WebhookF ¥ RILZEERET S

Sysdig Monitor & Sysdig Secureld. Sysdigh'® 4 T 14 FIZHE SN TULVELIEEL (WebH A ~, BHR4A
L7 TNVr—a3 RE) IT7Z—MBMEREETDHIILEEYR—FLTWVET, CETIICIE
H R 32 L\WebhookF ¥ R ILEFERLE T,

A& H

o HTTPS#ZHMDWebhookld, ERFH/BEMGIAENEASNTNIGEEICOAHELFET,
o HHIDY VU EURLZFEICAELET,

UITHREEZARNICT S

1. BHF Y RILDEBEDNDFIEL~3%5TT L. WebhookZEIRLET,

New WebHook Channel o
Channel Type @ﬁ-_) WebHook
URL

Channel Name

Enabled O

Notify when Resolved 0 Send a new notification when the alert condition is no longer triggered
Notify when Acknowledged @ Send a new notification when the alert is manually acknowledged by a user
Test notification @ Send a test notification when saving changes

‘ Cancel ‘

2. WebhookF ¥ RILERERA T avEAALET,

URL : BENIDEIEFXURLF ¥ =rJLE : TAnsible] . 'Webhook.Site] % E Dt Y BT LA
#EBMLET,

&._)sysdig v



AL BRA T avDF /A TEGYEZ . 75— bHIBRELIERINI-EZOEA
EUVBZFET,

TRABMEM : BELFZURLABEEL TWAZ EZFBMT HELIICUIVERFEFT,
3. save&®PUVHOLET,
FrRILBEREIND E FRLF-TRTOT7S5— FTCHEATEEY,

RIZ, To—bHRESTHE, BHMHISONERXDPOSTE L TWebhookT > RARA > MIHEFEEIhFE
Yo (FERODT7I—FHAZSRLTIELEE L, )

TAMBWIT, Y— KIR—F 1 DY A FEFRALT—BMHEIY FRA Y FEERL., SysdigZ7 55— b+
NEEDBRMCRET INBFEREICHERTEET,

73y ARBLAYFI—FFET—2EHET S

T4 ETIE, 75— FEHMZEZERRIZKVET (UTOPOSTT—2DEHRBAESH)

f=ZL. —EHOMETEEMDAY T —FET—%. HAIVEZTOEMANPVBETHY . HRE L
ANYF—FFHWRILT—2T M) EFERALTT7 S — FREKITEMTEEY,

f-& ZIE, Ansibleld b—9 UR—XDREEFRALFET, ChlZlF, BELGZLF—20DT Y RN
WHETT, SOV RYIE, SysdigiT#lHFAENTWBTIAHILEDT7S—rFoTL—MZFEEFEN
TWEEADN, DRAZ LAY S —%FRALTEMNMTEET,

&, UTTERBATESELIIC, a9 RS UDLETTILENHYFT,

TE

® additionalHeaders|di@E. BEEICERASNET
e custombatald, Z7I— MIEZEMT S=OICFERAINET

&)sysdig >0




A—R7F—ZRDHI
ZDBITIE, 2DDHREZLAYE—%EML, BMOHDREZLT—REFDT—2ADOHRKAEEELE
T

1 curla<w  FZERALT, BRENATVWASAIRTOBIHF Yy RILZRGELET,

curl -X GET https://app.sysdigcloud.com/api/notificationChannels -H 'Authorization:
Bearer API-KEY'

2. DARBLAYSE—%EML, UV ITRAMEETLET,

curl -X PUT https://app.sysdigcloud.com/api/notificationChannels/1 -H 'Authorization:
Bearer API-KEY' -H 'Content-Type: application/json' -d '{
"notificationChannel™: {
"id": 1,
"version": 1,
"type": "WEBHOOK",
"enabled": true,
"name": "Test-Sysdig",
"options": {
"notifyOnOk": true,
"url": "https://hookb.in/v95r78No",
"notifyOnResolve": true,
"customData": {
"String-key": "String-value",
"Double-key": 2.3,
"Int-key": 23,
"Null-key": null,
"Boolean-key": true

by

"additionalHeaders": {
"Header-1": "Header-Value-1",
"Header-2": "Header-Value-2"

\
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RET75— A

BHIZH R R LWebhookZERT A7 77— hE, RODT—2ZETISONBREZEELFT,

POSTT—4 MERHA :

"timestamp": Unix timestamp of when notification fired
"timespan": alert duration in seconds
"alert": info on the alert that generated the event triggering the notification
"severity": 0 - 7 int value
"editUrl": URL to edit the alert
"scope": scope as defined in the alert
"name": alert name
"description": alert description
"id": alert id
"event": info on the event that triggered the notification
"id": event id
"url": URL to view the event
"state": ACTIVE (alert condition is met) or OK (alert condition no longer met)
"resolved": false (alert has not been manually resolved) or true (it has)

"entities": array of nodes within the alert scope that triggered the notification

"entity": metadata to identify the node

"metricValues": array of metrics that triggered the notification
"metric": metric name
"aggregation": time aggregation method used to calculate the metric
"groupAggregation": group aggregation method used to calculate the metric
"value": metric value

"additionalInfo": array of additional metadata about the entity

"metric": metadata key
"value": metadata value
"condition": alert condition

POSTT—% Dl :

{
"timestamp": 1471457820000000,
"timespan": 60000000,

"alert": {
"severity": 4,
"editUrl": "http://app.sysdigcloud.com/#/alerting/alerts/1/edit",
"scope": "host.mac = \"00:0c:29:04:07:c1\"",
"name": "alertName",
"description": "alertDescription",
wigWg il
}o
"event": {
"id": 1,
"url": "http://app.sysdigcloud.com/#/alerting/notifications/1:604800/1/details"
o
"state": "ACTIVE",

"resolved": false,

&) sysdig >



"entities": [{

"entity": "host.mac = '00:0c:29:04:07:cl1"'",

"metricvValues": [{
"metric": "cpu.used.percent",
"aggregation": "timeAvg",
"groupAggregation": "none",
"value": 100.0

1,

"additionalInfo": [{

"metric": "host.hostName",
"value": "sergio-virtual-machine"
}]
I
"condition": "timeAvg (cpu.used.percent) > 10"

}

KRB

$ curl -X GET https://app.sysdigcloud.com/api/notificationChannels -H 'authorization:
Bearer dcla42cc-2ab5a-4661-b4d9-4ba835fxxxxx’"

{"timestamp":1543419336542, "status":401, "error":"Unauthorized", "message":"Bad

credentials", "path":"/api/notificationChannels"}

RRZh

$ curl -X GET https://app.sysdigcloud.com/api/notificationChannels -H 'Authorization:
Bearer dclad42cc-2a5a-4661-b4d9-4ba835fxxxxx"

{"notificationChannels":[{"id":18968, "version":2,"createdOn":1543418691000, "modifiedOn":154
3419020000, "type" : "WEBHOOK", "enabled" :true, "sendTestNotification":false, "name":"robin-webho
ok-test", "options":{"notifyOnOk":true, "url":"https://postb.in/6dtwzz71", "notifyOnResolve":t
rue}}]}

$

Webhook#EE(X, RDF ¥ RILEHET A=OIZFERAINET,

e ServiceNowZ&E9 5

7é
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ServiceNowZ#E&XE 9 5

Sysdigld. 51 X4 L\WebhookZ{§F L TServiceNowE#iETEET,

ServiceNowSetup
AR &Y

o ServiceNow7HhH Y 2B TFEL THRESEET,
o WEIZIGL T, ServiceNowBIRER FFa AV FESEBLTLEEL,

ServiceNow GUI GScripted Rest APIDEEHIZ/ERRT 5
1. ServiceNow (fFETI > RY) I2ASA4 > L. RD ) T MRESTAPIZERLET,

System Web Services

¥ OQutbound
REST Message

¥ REST
Getting Started
REST API Explorer
CORS Rules

¥ Scripted Web Services

Scripted REST APIs

2. New]ZV VYO LT, ROBBREBSL I+ —LEEELFET,
281 : SysdigAlert API ID : sysdigalert
3. scripted resT APTsIZRY. ERLIZ) V—RZEEET,

BEE!) R FEEIE TR B—J)LL., [Resources]ZEZEIRL T, [New]ZEV Vv I LET, ChIZEK
U, :ILWRS Y FFRESTAPIY Y —ZADMEF EsnE T,

&)sysdig >



4. [Name]Z 4 —IL FIZAALZET, 5. Demo.

Resources (1) = RequestHeaders  Query Parameters

= Resources m Goto | HTTP method v

Y APidefinition = SysdigAlert

b o} = NamY

® DEMO POST /

= HTTP method a = Relative path

Actions on selected rows...

& 4« « 1 tolofl B PP B
= Resource path = APl version = Active
/api/snc/sysdigalert true

<< < 1 tolofl B PP

5. [Security]35—517 n—JLL T, Eﬁg hfl“\gt?l‘ybﬁi‘ybxféﬂ'j’l: Li?'o

Security = Content Negotiation | Documentation

Resources can specify security settings that override the parent settings.

By default resources 'Require authentication' but do not 'Require ACL authorization'. To make a resource public, meaning no authentication is required to

access the resource, uncheck 'Requires authentication.

To require authorization, select the 'Requires ACL authorization' check box and select an ACL record(s). Leave the 'ACL' field blank to enforce the 'Default ACLs'

from the parent AP1. Access is granted if at least one matching ACL record is found.

I'4

More info

Requires
authentication

6. HTTP methodZGETMBLPOSTIZZEELFET,

)Y —ANMEREShET,

HFLWRHY YT RAPIIZO—F£EMNT 3

RIS, YY—RIZEFTTHa—FEEELET.

A9 V) T RRESTAPIY Y —RTHEARAT BT IAHILIEDA T FEK., response&request TI

JOIRRELARADHEHMIZDULNTIL. Scripted REST Request APIE & T

Scripted REST Response APIZSB L T Z&L

B ENTZ) V—RIZIE, TTIZVLKD2ADH U TILa—RBEFERLTVET,

(function process (/*RESTAPIRequest*/ request,
// implement resource here

}) (request, response);

/*RESTAPIResponse*/ response) {

&) sysdig
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https://docs.servicenow.com/?context=CSHelp:Scripted_REST_Request_API
https://docs.servicenow.com/?context=CSHelp:Scripted_REST_Response_API

1. SOTIAHILPI—FZERODESIZEELEFT,

(function process (/*RESTAPIRequest*/ request, /*RESTAPIResponse*/ response) {
gs.info (request.body.dataString) ;

}) (request, response);

2. COHMLLIER SN Y —RADRD) ) —RANANKRREINDLSIZHYFELT:
/api/snc/sysdigalert

— M) —RMDURLIL. https://yourlnstance.service-now.com/ <resource_Path>ZFE 7=(&

https://yourlnstance.service-now.com/api/snc/sysdigalertIZ#: V) £ 9,

= Resource path

/api/snc/sysdigalert

3. Z®M')Y—AXT[Submit/Update]Z4 1) vo LET,

Sysdig Webhooktzy b7 v 7

ServiceNowD hH A2 LAPIZT Y KR4 ¥ bAMER S N=D T, H X% L\WebhookZFER L T
ServiceNow#i&Z ) H—9 5 & S5(ZSysdig7 5— FZERETEET,

APIURL : 41 > X2 > X4 URL
Name : ServiceNow (FE =% Z M Sysdig7 5 — kWebhook|Z{t 1+ 2 {EE DL HI)
Notify whenOK : 7> 3>

Notify when Resolved : # < 3>

\
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Test Notification : O T IILEFERAT 50, XROEHI a3V THBATHILIIZTTFANTZS— 2%
EFLET,

New WebHook Channel

Add custom data and headers using our APL Please refer to our docs

Push Sysdig Monitor alerts

bhook: when a netification fires to this channel, a POST will be sent to the URL endpoint given

below, including the data s| d here.
WebHook Url https:/YOURINSTANCENAME/api/snc/sysdigalert
Name Enter a name
Fietd must be present
Natify when ﬁ‘ Send a new notification when the alert condition is no longer triggered
Resolved ) ) geringd
Notify when e
[ Send a new notification when the alert is manually acknowledged by a user
Acknowledged . Y ged by

Send a test notification. If you do not receive a test notification in 10 minutes, your notification

Test notification .
channel is not working

CANCEL CREATE CHANNEL

&TAXF
Z MDServiceNowfi&hty h 7y TEINTELLKBELTVWAINESINETRA T BE=HIZ, ~Y
H—FBTACT7S— b2ty 7Y TTEET, &AL, CPUERED7S— FEERLET -

New

Metric Alert

ert descriptio

I waming

o Define
@ Metric 1
Average v of cpu.used percent -

@ Scope

containerimage - is ~ sysdig/agent and @

containername v s ~ sysdig-agent

@Tr\'gger

ffmetric > v 99 %forthe last 10 minutefs) ~ onaverage -

Simple Alert -

Trigger a single alert when the trigger condition is met across your scope

€ Notify

To create and configure your notification channels, visit Notifications.

-

® & serviceNow
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ServiceNOW T, system Log > ALLIZEEEIL T, 2 TILD FY) H—Eh1=WebhookZERRLZET,

nww Service Management —
— LogEntry

Y logs ® < | = Created 2016-12-2008:55:34

. 3

* O] Level Information

ayoase
N N Source Script
service Catalog
T Created 2016-12-20 08:55:34
¥ Catal Definiti

atalog Definitions Message [t 1 rtimespan" Palert™:{"severity":4,"editUrl" https:
My Catalogs \"luca3m/node-example\” and container.name = \"distracted_ptolemy\" and container.id = \"e286470898dd\
“ ("id":828289,"url"; i ing/notificat username
Maintain Catalogs [{"enti nerimage =l -example' and cont
tr ti ¥ i Ay
formance Analy fai e iz

BRF v I WINEFT=EHIBRT S
BHTF v R E—HRICERI<T

BENTF v IV E—RRICESICT BT -

1. &EH L L TSysdigMonitorZE f=(&Sysdig SecurelZA 4T 4 > L. [settings]ZEIRLET,

L Setlings
=] Logoul

2. Notification Channelséﬁ#\'bi#o
3. [Enabled] RSAF—%AJIZOYEBEZET .

o 34 LRhDBEHDS 12—k

EHEL, AT V21— VENEVRATLDEI A LG E, BEICIELTIRTDT5— AR
hEBHMEATICTHLEEERTEFT,

BHFEIa—FTBE, TRTOFFRILIZTO—=NILVIZEELEFT, Sa—TFT4a U904 2Ich-
TWA5E., BESN=FryRrIILZEALTEMIIEESINETEA, BHAN—BFNIZENIZHZ-TVS

7é
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CEEREDTF v RIVICBRHMT ENESINERRTEFT, BMDI 21— FEBAMELIFEHOTO
X TY,

1. EHE & L TSysdig MonitorE f=(&Sysdig SecurelzA 45 4 > L. [settings]ZBIRLET,

L Setlings
=] Logout

2. Notification Channels’&%#ﬂbij—o
3. [Downtime] F’J)LEE?R Li'd’o

AT a3y TOVTRRRREINEDS Tves] RY Y REFAVIZLTF Y RILIZERHL., BW
DF ¥ rILEZERLET,

BERATIE, V2054 LORKB/FLERISEHTESDIEX, EX—ILE K USlackF v RILDH
<7,

Activate Downtime E

Temporarily disable alert events and mute all notifications?

{ L Notify via e-mail or Slack

Mo Yes

WHF v RIVZAIRT 5

1. &EHE & L TSysdig MonitorE f=(&Sysdig SecurelzA 45 4 > L. [settings]ZBIRLET,
2. Notification Channelséig#\lbid_o
3. ERLIE=FYRILDEIZCHSD3DOD kY FEEIRL. [pelete Channel]ZV UV I LET,

&) sysdig >



Notification Channels

Q. © Add Notification Channel
Enabled Channel
. sdc-ga-test-notify-email
To: franco.nonne+test] @sysdig.com, franco nonne+test2 @sysdig com, franco...
. CLAUDIO Test Channel

I sudio@sysdig.com

Delete Channe

75— FOEMBEZRET S (FUTLIRADH)

Sysdig7 5— rP a3 JIE, BEBERICEHBINET, f=F=L. SysdighhFHETIZFILLI=BE. 1=
FEYE vy RO U/EBFHFIEBNEZINTULEMES., T—AEANRELTTZS— AN MY
H—EhBIENHYET,

draios.alerts.startupDelay/N\ 5 A —4 —% % ETH_EIZKY ., AV TLIRBET7S—2 37D
EENEEZRECTEEFT, NTA—FICITHEENBETT, UTOHIE. 105 DGR ZRL T
WET,

draios.alerts.startupDelay = 10m
DI85 A —A —I&. ReplicatedEEHE F 1=1dKubernetesIBED WLWFhMNEBRTEET,

e ReplicatedIRIBEMIHE. Sysdig7 TV —2 3 VDIVMA T a o) R MMZ/RT A =32 —% B
LET, FMIZDULVTIX. Sysdiginstall with Replicated® K¥x a2 A > FESBLTLESLY,

e KubernetesIRiEMIFE . configmap®sysdigcloud.jvm.worker.options/S5 A —&2 —[2/85 A —
A—%BMLET, configmapDIREDFFEMIZDLNTIL., Sysdig Install with Kubernetes 1.9+
ZSRLTCIEEL,

\
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https://docs.sysdig.com/document/preview/112755#UUID-eeeea8fa-c26d-0d40-0a2e-1627601fdc6f

AWS : AWS7 A2 b &CloudWatchA FY SO R
ZMETH (FTay)

SysdigL—2 Y FAAWSIRIEICA VR F—ILENTWBIBE., Sysdig7 T v b7+ —LAl%, —RRRI%A
ART—REEZFEFETELS A4 TDCloudWatchA Y ZADEHENRETEZET,

AWST7 h 2 b %SysdigiIZ#ia T ICIE3DDAENHY £,
e AWS7UHvRF—¢Lo—H Ly bX—%FEHTANL, REICLLTFHTERE/O—T—2 3
vFB
o SysdightAWSECSH—ILEZD TV L RAHAZEFRETEDILSICTH/N\SA—2—%FE
L. Tlimplicitkeyl #iEd (X>TLIRDH) ,

implicit4Z 7> 3 U Tl&. AWSHNINY O O SH U RTINLDT7 Y EREAZ0ET 51-H. F
FOXr—A—F—TavEIREHY FEA

e AWSRoledelegation®fEH, BEIDEFEIEX. 7V ERAFX—Z2FEHATIBREOHEFEZORE
FETY, AmazonlFAEEDT7 IV LR F—FH—FNN—TFT 1 EHETHIEEZHEL TLVEN
2. COHEFIRETHDIEEZLNTUVET,

SysdigE =4 —UIIZIX, LT TE#BAT B L 512, CloudWatch* k1) 9 X %Sysdig® =42 —IZEEIZ#H
BT BDIZE/IDYVINEFENTLET,

SysdigUID2D DTy YRSV b
Sysdig4 3 —7 1 —X(&, 2DDELEBHR (VT IHLD 4 F—RFFELIFEEED[scttings]A
Za—) Do ZOMEEZETITHLIITKOET,

DALY F—FHhoD7o€R

BHIZSysdigE=4—Ulcad 42T 3EE, YT ILALY A F—RIZIFAWSTHY Y FE#HELT
CloudWatch* ) O RAREZWRET A T avnEdEThTVET,
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https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html

TE

implicitkey# BT 2158I1&. D4 F—FDZIDR—DEXX Y TTE30RELAHYET,
LTI, Implicit Key OptionZ8BLTL &Ly,

E=3 0 [ ey

e [ BTl CoNC-T o oy I o

Integrate with AWS

Cemxcfatish rbegrator Siib s
Sl 5 el

BEA=—21—D5DF7ItEX

ﬁgl

SIS VR b—LENFz B, BEE & L TSysdig Monitor# f=1ESysdig SecurelZA Y A » L

I_
T, MEFIEERTI 50, BIFOAWSHKE ZHEE/ZELFT,

1. &EH L L TSysdigMonitorZE f=(&Sysdig SecurelZA 4T A4 > L. [settings]ZEIRLET,

& Settings

=] Logout

\
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https://sysdigdocs.atlassian.net/wiki/pages/resumedraft.action?draftId=206307449#AWS:IntegrateAWSAccountandCloudWatchMetrics_Optional-IntegrationSteps_ImplicitKeyOption,On-PremOnly

2. AWSZERLZET,

®

|
&
(-
o]

e
-

User Profile

Subseription

Notifications

AWS

Agent Installation

Sysdig Storage

Users

Teams

AWS accounts

Credentials Status

QK

Add a new AWS account
See instructions here to grant the proper access

Access Key ID: [ e

Please, insert a valid key id

Secret Access Key:

Blease, insert a valid key
S m

Amazon CloudWatch Integration

Sysdig Moniter can integrate CloucWatch metrica into your dashbeards, allowing you to explore data from AWS services like RDS, EC2 and ELB
alongside your existing Syseig Monitor data

ClougWatch can be selected in the B data source menu in the Explore page.

Warning: When this feature is enabled, Sysdig Menitar will poll the CloudiWateh AP| every § minutes, which will generate a small additional charge from
AWS (see Amazon CloudWateh Pricing)

CloudWatch Integration Status
Disabled @) Enabled

TFOEREXF—E—I LY RMXT—DITA4—IL FDRREENEFHRF—HEZTTRTTAWSR—T

I AWSHENFE LG WESIX. [20D vour aws accomnt]ZZ U v O LT, FOERX—EL—4H
Ly hdx—ZABDLTLESL
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AWS7H) Y FEFRITHET S

AWSEC27HO Y FOEMZRELE T, HAIXAWSAITIAE Y., SysdigE=424—UITRTLET,

AWSTIZ
Sysdig7 7 £ ARADIAMAR Y L— 2T %

TE

KH Y IZEEFEDIAMReadOnly R o—%ERAT B L TEEFTA., SysdigBBHDRY > —E 1R
THE, SFYERLGT I EAHEMNRE SN, CloudTrallC7 o T4 ET 4 2HEICRBITE ST
H, RARTSHFARERBEINFET,

1. AWST. IAMZERL . SysdiglcfEFAT 2R o—Z&ERmLET, (HUTLRYS—%
SysdigMonitorPolicy, )

2. JSONITA4A2—Ea—%FHALT, Sysdig@EDRY >—a—FZaE—LTHLLKRY O—IC
BEYGIF, RELFET,

3. ECa7ILITA4ATR)—FHRETEET,
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https://docs.sysdig.com/en/iam-policy-code-to-use.html

FTHLER)O—2EDaT7LITA 3 —THRBTDE, ROKIIZRTENFET,

Policies > SysdigMonitorPolicy

' Summary
Policy ARN arn.aws:iam:: :policy/SysdigMonitorPolicy £
Description Policy to allow AWS integration and Cloudwatch polling
Permissions Attached entities (0) Policy versions Access Advisor
| Policy summary {}JSON Edit policy
Q, Filter
Service ~ Access level Resource Request condition

Allow (10 of 138 services) Show remaining 129

Auto Scaling Full: List, Read All resources None
CloudWatch Full: List, Read All resources None
DynamoDB Limited: List All resources None
EC2 Full: List Limited: Read All resources None
EC2 Container Service Full: List, Read All resources None
ElastiCache Full: Read Limited: List All resources None
ELB Full: List, Read All resources None
ELB v2 Full: Read All resources MNone
RDS Full: List Limited: Read All resources None
sQs Full: List Limited: Read All resources None

IAMA—HF—%ERR L. FATSLICKRDTIORREHATS

BEQIAMA—H—%2FHATEHh, Fld RA TSI TFT4R) Sysdign\y I T KR TOYSALT
CloudWatchlZ27 7 2A L TEDT— 2 #FATH5-ODEEDIAMA—F—ZERKLET,

1. IAMaA>Y—J)LT, 1—H—%EmLET,
2. TAWS7HOt®RBAT: TOYGSLIZKBTIOER] ZRIRLET,
3. TBHFEDORI) O —ZEET7TIYF] #&RL. RELT. FILLIER LR O—%F&8RLET

(B> TR L —4% : SysdigMonitorPolicy)
4, Ta—H—ER #7230 EE&RLET,
A RINETIERF—EV—I Ly bF—Z2aFE—LTHRELET CE: >—Y Ly bF1EIL
NRERSNGEWNH, ERFERI7MILEFDOO—FTEh, F—2RLIRELT. BESHE
TEHLEIICLET)

w
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html

Sysdig =4 —UI

FORRALEBEREANLTIESY

1. Sysdig MonitorE 1=&Sysdig SecurelZ &L LTOS M1 L.

2. AWSZERLZFET,

User Profile
Subseription
Notifications
AWS

Agent Installation

> O PO ©

Sysdig Storage
Users
ah Teams

3. A—HY—TFOERFX—¢L—HLy F—Z%AHBL. [Save]’c_7 JwHo LT, PhorrZEML

F9,

BERBFRIIOKIDRAT—2ANF vy SN HKETRRINFET,

AWS accounts

Credentials

Add a new AWS account
See instructions here to grant the proper access
Access Key ID: E.g. . soomrmra-awerm.s
Please, insert a valid key id
Secret Access Key:

Please, insert a valid key

Amazon CloudWatch Integration

[Settings]&:#E IR L FT,

Status

~ 0K

-

Sysdig Monitor can integrate CloudWatch metrics into your dashbozards, allowing you to explore data from AWS services like RDS, EC2 and ELB

alongside your existing Syseig Moniter data

CloudWatch can be selected in the B dala source menu in the Explore page

Warning: When this feature is enabled, Sysdig Monitor will poll the CloudWatch AP| every 5 minutes, which will generate 2 small additionzl charge from

AWS (see Amazon ClougWatceh Pricing)

CloudWatch Integration Status
Disabled @i} Enabled

TE

RKOYVICIS—AREELEBEE. ANDLEEREREBEZEL T LS, ARIRE, T5—

DL —RULBRERETY,

\

Q) sysdig
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CloudWatch#i& = EI<T 5

1. FERWTWEWESIE. SysdigMonitor UUNDAWSR—IZHEI LT,
2. CloudWatchfi &R T—2 R E=EHMIIVEZET,

Sysdig Monitorl&5% Z & [ZCloudWatch APIZR—1) 4 LET, THITIZAWSH S DEMF
ENFETEHELITTEFELTLESLY,

BEHEHzENGS

ﬁééhT:AWS7jJ DY f‘?ﬁiAWS{E\“—GgEéhé & [Settings]> [AWS]’\O—:)@[Credentials
status][CZS—hARTEINET,

MEZEMWEILT BIZIE. [refetch Now] RAVEFEALET,

Implicit KeyZfEF AL TAWS7Z A > F &8T5 (7L
SADH)

Sysdigh'EC24 Y AR VRIZA VA F—LENTWEEBE, £DA VR D ADBRFDOEC2IAMO— /L
ZRRATEEYS, ChIT&Y, Sysdign\v VT FICIRESh A ARBREMBERZFHTA—T—2 3
VY ARBENGNOH, BENMHEIZEYET,

Implicit KeyZ
AR &4

BWHIAZIAMO—)LZHDAWSEC24 VA B VRIZA YV TLIRADSysdig7 oy b T+ —LZEA VR
l\_}l/L/aEd_o

TE

COFTLavTIRE VILALI4 P —FDAWSIHERTY T2ERTEE A,

BEROLEX—ZFIDITBICE. ROINSTA—LEZBZETIDHELNHYET,

&._)sysdig °/



-Ddraios.providers.aws.implicitProvider=true

TE

DEA VR =L, FEIETTITEHTEF—ZAHNLTWBIEEIE., implicitkeylTUIYE R 51=
DICCDNGA—2—%#FAHALET,

DYBZSEEIE. NIV ITURTAPL, J—hA—, ALY F—DIVKR—RV N EBESHTILE
nHYFET,

[settings]> [AWSIR—D T, LBIDZREFERELEE SN, implicit keyARTSINET,

BEMEDFIEIX. A—45 X L —4—& L TKubernetesZ{#A L TLV% A, ReplicatedZEEHL TS
MMk ->TERBYFET,

Kubernetes
1. configyamlZ#mEL T, ROIT > k') (configyaml®DDatat¥ 3> A) [TEMLET,
sysdigcloud. jvm.api.options:

sysdigcloud. jvm.worker.options:

sysdigcloud.jvm.collector.options:

Ddraios.providers.aws.implicitProvider=true"
"-Ddraios.providers.aws.implicitProvider=true"
1s: "-Ddraios.providers.aws.implicitProvider=true"

1s: "-XX:+PrintFlagsFinal -Xverify:none —-XX:+UseGlGC -XX:MaxGCPauseMillis:

&)sysdig o8



2. FEgF—»"oimplicitkeylY)YBEZ BHEIE. AP, T—H—, ALY E2—DaAVKR—FRU FLE
EBTILENHYET.

FHMICOWTIE, BEZZEFETLHESHBL T,

3. SysdigUITCloudwatch#t&#HMIZLE T,

Replicated
1. Replicated&¥ > —JLT. SysdigCloud7 74— 3 > DIVMA T 3 Iz
-Ddraios.providers.aws.implicitProvider =true AA LET,

FDOIT4—ILFIZHDBENHBBEEIE. TU ) ZAR—ATREYY FT,

Advanced Settings

& Show Advanced Settings
Leave empty to use defaults

Cassandra JVM options
Xmsitim -Xmx m
AIGHLY recommend y explicit et Java -Xmx and -Xms parameters for this component
Elasticsearch VM options

-Xmsi m -Xmx m

Sysdig Cloud application JVM options

-Xms m -Xmx m

Replicated SR EHSHBL T E &L,

2. FHXF—HoPYEZBEEIEL. ReplicatedBEEaAV Y —ILhSNAY Y IV FaAVER—RU 2E
EETIDLENHYET,
3. Sysdig® =4 —UITCloudWatch#i&Z &L ET .
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https://docs.sysdig.com/en/manual-install-3-0-0---kubernetes-.html#UUID-d6aef007-ab86-e3a3-04e2-511bedb55b4a_UUID-5a2a57f9-1a2a-63f5-1b2d-663516c01cc8
https://docs.sysdig.com/en/install-with-replicated.html

R"—1) T EShBAWSH—ERDER

Sysdigld, IAMAR) ¥ —a— RIZRBENDIBEDAWSH—ERD AR T—R ZINET 5 & 5 [TE&ET
ENTLET,

Y—ERFRDELY T,

e DynamoDB
e EC2:RX bk
e ECS
e Elasticache
e RDS
e SQS

LEEREDI—-FEREFIEEZEET HE. 2BEONEN NI H—SIFET ., BRIICEY—ERADA 4L
T—EMREEN, RIZSysdighilRENTF-AEZT—RCETEHA NI RER—IITLET, DI
. RETHY—EADNERITLE>TVEWMER., A2 T—82 (BLUA M)IR) FREESIhFE
Ao BRZIESTVED, A MVIRER—Y VI LELKBWNEEIK. ZOY—EXICEET 50—
FITZIAMAR Y O—ALHIBRLES . ChIzk Y, BENGREGZAWSAPIY Y TR b EFBENT
AWSHEMNEEENET,

ARVORRTF 4223+ )—DAWSEHEBRLTZELY,

tXayFaN—7

A2 FTLIADSysdign\y I T KAHY ., EEEFIV T4 TIL—THHIBEINA T SIHA. Sysdig
Ny T RaviR—22 A Amazon APIZHERET 57262, HTTPSE K UDNS7 Y X &##A[ 4 5
DHENHDIEENHY FT., AmazonAPITY FRA U MIBRI TSR I, EHOIPAH L. &
NIEHTTPSH & UDNSDEL%0.0.00/07 9 kR RS £ X THEBENHLBENBYET .

Amazon IPEEEDHE T4 ILA ) VI T HMHENHDHEEIE. UTEHA FELTEHERTEET,

https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html

BEDAWS ) — 3 Y DCloudWatchT—2 ZME{T 5

\
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https://docs.sysdig.com/en/aws.html

RERNOBEDAWS) =23 oDHMND A M) I ZAREEZFRICT HIZ(E, SysdighR—TF7y
FERCKBENSHY F9, FMICTOLTIE, YR— MIEHL TS,

BE TR

SysdigE =2 —IZRTEINDERDAWSH—EXDEFMIZDOWVTIE, A PMIIRTa O3 FID
AWSEEIEHRESHB L T &L (SysdigE= 2 —UIRAM S £ FIFATRTEE) o

SAEANAWSYH —ERE1—IZEZBEEIZDOLTIE, TAWSH—EZRDSA4 R 28BL
TLEEY,

FERTBIAMARY) —a—F

RRETS59T4R:SysdighDTATSLIZKDT I EREHAT 51=HIZEHRT 5SysdigEHD
IAMAR ) O—ZERLET, UTOA—KR=ZRy rZ#aE—LTIORY O—I2BEYFITET,
Sysdigld, REBICE LT, ROY—ERXMB AR T—4 &CloudWatchA M)V RZEZRETEFET,

e Dynamodb
e EC27RX b+
e ECS
e Elasticache
e RDS
e SQS

TE

HMEDAWSS3NT Y FZEFEHALTSysdigk v T7F v 774 ILVERETDHEE. choDa—FR
ZRyY FZEZDIAMAKRY O—([ZEBMT AL TEFET, FHEMIZOLNTIE., TREFL—2 : AWS
XY TFvI7AINR L=V (FF2ay) | Z8BLTLESL,
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https://docs.sysdig.com/en/aws-services-licensing.html

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"autoscaling:Describe*",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*",
"dynamodb:ListTables",

"dynamodb:Describe*",

"ec2:Describe*",
"ecs:Describe*",
"ecs:List*",
"elasticache:DescribeCacheClusters",
"elasticache:ListTagsForResource",
"elasticloadbalancing:Describe*",
"rds:Describe*",
"rds:ListTagsForResource",
"sgs:ListQueues",
"sgs:GetQueueAttributes",
"sgs:ReceiveMessage"

I

"Effect": "Allow",

"Resource": "*"

M OWNTIE, B—U T ESnBAWSH—EZRDZEEEZSBLTLFEEL,

AWSO—/)LOEFEEMET S

ZDt4Y a3 rTlE, AmazonWebH—E X (AWS) AssumeRoletéhex FIAT % & 5 1ZSysdigE=
B—%BEL. SysdigE=2—"I 59 K7ty FZERHEL. AWSZ H™ > kh 5 CloudWatch 4 + 1)
DAREMBL. IF¥ TF Y EHRMT HE=OICHRELSINT Y F2FBT DI EE2RDBTHHEIC
DWTHBALET ., AWSO—)LEFET D EL SysdigAWST ho > MMZBEER 5N TULVELAWSY
Y—AANDT I RAEEETEET,

&._)sysdig 7z


https://docs.sysdig.com/en/aws--integrate-aws-account-and-cloudwatch-metrics--optional-.html

A—LENLTIRRTHIV LTI RREERETSE. ET7HO Y FTHUNDIAMA—H—%/E/KT
DENGLLHBYET, 512, 2—H—(F, BIOAWS7THOU bD)Y—RIZ7 VRTS8
2. 127 HhO YA T ORLTRDT A MZHA A4 VT HBREEHY FHA,

BREDZEREIFZ. 7O ERFX—2FERATIRFOMEFTEZOREFERTY . AmazonlEFREDT IR
F—EH—FNR—T A EHETHEEHBELTORLED, COHEEIRETHDHEEZLATY
F9,

MREHEHA 1Y
COREY Y. ROEEHESTEY . AWSITHEL TS & £HHRE LTLOET.

e SysdigE=2—API+c—o >
e ExternalID
e APITVRRAU b, COLEYYTIE {{host}& LTSRBEINFET
o SaaS: I Y KRiRA 2 KME., EZZ2—D5EEILhttps://app.sysdigcloud.com, £F 17 D15
& lEhttps://secure.sysdig.comT3d,
o FUTLIR AT LIRDTIOA AL MIKELET,
o AWSHIBZBRY 5= DEEEHIER
o APIVSAT7Y bk, TOREYYDHEITlEcurlZERLTWET
e AWS7H™ Y RID
o SaaS: AWS7 A +IDHIIE273107874544T9
o FUILIR BERBEEAE

APITAWSO—/LOEEZHFDIZT S

ZDEY3rTIE. APIZERAL CAWSA—IILOEEZEMICT H5AHERICDOVTHALET,

SaaSDFI|E

e External DZHWBLET,
[ ] /J'L-g iglla)sﬁg |} 2 EX“‘E_H Las-d-o
e O—JLARNZEELET,
o AWSTHD Y h#EEMLET,

&._)sysdig 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html#UUID-02552d68-e663-248f-51ad-88a762ec2120_section-idm4531670250134431603093764863
https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html#UUID-02552d68-e663-248f-51ad-88a762ec2120_section-idm4531670253980831596270289318
https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html#UUID-02552d68-e663-248f-51ad-88a762ec2120_section-idm4623774714457631604761387956
https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html#UUID-02552d68-e663-248f-51ad-88a762ec2120_section-idm4531670249904031604827442614

FUTULERDFIE

e External DEEBLET,

o BINDEEERELFT,

o O—)LARNZHEBLET,

e AWSTHho Y hZEBMLET,

o A UTLIRMEMBEICHVET,

External IDZE@9 %

RD & SIZExternal I DEEREBLET,

curl -k --request GET \ --url {{host}}/api/users/me \ --header 'authorization: Bearer

e71d7c0f-501e-47d4-a159-39da8b716£f44" | jg '.[] | .customer | .externalId'

& DExternal IDDFIE. 04acdd59-4c98-4d11-8ee5-424326248161T9,

BBIOEEEZHRTET S
Sysdig TS v b I+ —LETIV VI T TH—EREHET BICIE. AWSIAMEFERALTO—LDE
EERETILELHY FT,

1. AWSIAMa Y —)LTHLWLWAO—ILEERLET,

Create role o > 3 a4

Select type of trusted entity

ﬁ AWS service @ Another AWS account @ Web identity SAML 2.0 federation

EC2, Lambda and others Ml Belonging to you or 3rd party g;gv‘”g;"’ any OpeniD Your corporate directory

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

Account ID* | 059797578166 (i)

Options ¥ Require external ID (Best practice when a third party will assume this role)

You can increase the security of your role by requiring an optional external identifier, which
prevents "confused deputy" attacks. This is recommended if you do not own or have
administrative access to the account that can assume this role. The external ID can include
any characters that you choose. To assume this role, users must be in the trusted account and
provide this exact external ID. Learn more

External ID

jp4acdd59-4c98-4d11-8ees-

7é
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https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html#UUID-02552d68-e663-248f-51ad-88a762ec2120_section-idm4531670250134431603093764863
https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html#UUID-02552d68-e663-248f-51ad-88a762ec2120_section-idm4531670253980831596270289318
https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html#UUID-02552d68-e663-248f-51ad-88a762ec2120_section-idm4623774714457631604761387956
https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html#UUID-02552d68-e663-248f-51ad-88a762ec2120_section-idm4531670249904031604827442614
https://docs.sysdig.com/en/integrate-with-aws-role-delegation.html#UUID-02552d68-e663-248f-51ad-88a762ec2120_section-idm4675520527488031606448240707

a. A—)ILAATELT, [BIODAWSTHo Y REZERLET,
b. (SaaS) Z7#HA™ > FIDIZSysdigZ7 h™o > FIDEAALET .

hiF, AWST—E2~ADFZEAMYBERT IV R ZHA LTS EZEKRLET,

c. [Requireexternal ID]Z:&RL. BIOFIETHMELI-LDEAANLET . MFAZED
DEFIZLET,
2. R~ CHERZVIYYILET,
3. ROKRY—FERLET,
e sysdig_cloudwatch: YR FADT7 I R ZRHL, Y R—FSNBHAWSY V—XZEEB L. £
NnoDOCloudWatchA )V RZEBWEBLET,
o sysdigs3: FY ITFVvEREFET DN\ Y FMEEERLET

R —DFMIZOVTIK, EFHATAIAMARY O—a—FF#SRBL TS,

R S—DERAEDFHEMGZFIBIZOVTIE, TAWSTHY U FZ2FHTHET S 28RBLTLE
AN

a. RYI—DITITERINTLBSGEEIE. COR—JDTRYS—ZBRELTERL., F
IBIZRFy TLTLIEZEL, TRUSNDIZEEE, [CreatePolicylZV U v o3 5HE. #
LW Y FOMNEEET,

b. [RUS—DHRIZVYvI LFET,

. R —ICERIEMIF. BURERBAEAALET, =& Z (. sysdig_cloudwatch,

d. THRUS—DER] 20y LET,

CDI4VEOERALDIENTEFT,

(B—LDER]I4 2V EHIT, RUD—DIVRAMEEHFL, ERLERYS—FERLET,
[(RAN]ED Uy LET,

A—JLICRBIEBUEHRBEEMAFITES, =& X, sysdig roleTT,

MEEIDER] 20y LET,

&._)sysdig &


https://docs.sysdig.com/en/iam-policy-code-to-use.html
https://docs.sysdig.com/en/aws--integrate-aws-account-and-cloudwatch-metrics--optional-.html#UUID-fb1bcdd4-a569-32a5-b79f-f7ed907f2bce_UUID-f4d92f7f-9585-5ccc-5dff-d30bf5ff1438

0—J)LARNZ B8
1. Roles> sysdig-roleZZEiRL %7,

Roles > sysdig-role

Summary
Role ARN arn:aws:iam: irole/sysdig-role (2]
Role description Edit
Instance Profile ARNs il
Path /
Creation time 2020-01-14 17:56 UTC+0100
Last activity 2020-01-14 18:31 UTC+0100 (2 days ago)
Maximum CLI/API session duration 1 hour Edit
Give this link to users who can https://signin.aws.amazon.com/switchrole?roleName=sysdig-role&account=4

switch roles in the console

Permissions Trust relationships Tags Access Advisor Revoke sessions

~ Permissions policies (2 policies applied)

2. B—JLARNZaE—LZFET,

AWSF7Hho Y FZ&EBNT 5

ERLF-0—)LZERL T, SysdigE=4 —fIICAWSTAD > FEEBMLET, ROAPIEUH L ZE
ALZEY.

curl --request POST \
--url {{host}}/api/providers \
--header 'authorization: Bearer e71d7c0f-501e-47d4-al59-39da8b716£44"' \
--header 'content-type: application/json' \

--data '{"name": "aws","credentials": {"role": "<Role ARN>"},"alias": "role delegation"}'

<Role ARN>#HiIDt o 3> TaE—LELDICEESHRZFT .
HEIZIE, I RTOTAnNAET—RY R rEhFET, BEDHZLUTFIZSRLET,
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"provider": {

midve. 7,
"name": llawsll,
"credentials": {

"id": "role delegation",

"role": "arn:aws:iam::485365068658:role/sysdig-access3"
s
"tagS": [] ,
"status": {

"status": "configured",

"lastUpdate": null,
"percentage": O,
"lastProviderMessages": []

by

"alias": "role delegation"

REDEEIMMER SN TND L ZHRELET,

&IEE & L TSysdig Monitor & 1= (XSysdig SecurelzO ¥4 >~ LET,
[Settings]> [AWS]#&#IR L FE T,

ERLIzA—ILOBAWSTHDO 2 DY) R MIEMENET,
CloudWatch&EAWS S3/\r y FDEEIZEAFT

SN .

FHMICDOULNTIE, AWS : AWST7 hD > b &CloudWatchA R YV RRADE (AT av) #
SRLTLESL,
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https://docs.sysdig.com/en/aws--integrate-aws-account-and-cloudwatch-metrics--optional-.html

AT RDBMER

1. —BMNERIIERERNS T 5=OICFERINBIAWSI—H —%FERLE T,
2. AssumeRole#Ea[d 5RO —F1—HF—([CEIYHTET, HIRIL:

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::{ACCOUNT-ID}:role/{ROLE NAME}*"

}
}

3. ROWTIAIDY—ADSLA—HF—RF7IOERX—%¢FAHTEEELSICLET,
o IRIEZH
o JavalRTFLTONT 4
e AmazonEC2A R T—AY—ERZBELTERIESND A VREZ VA TAT 74 ILDBIIER,

AR M=ILHBAWSLIZHBIBEEIE. EC2A A T—2H—EXRZHEOHLET,

#5l : Kubernetesf YR F— )L CREBEHEEBTET S
1. =92 Lvy FEER:

apivVersion: vl

kind: Secret

metadata:
name: aws-credentials

type: Opaque

data:
aws.accessKey: {{BASE64 ENCODED ACCESS KEY ID}}
aws.secretKey: {{BASE64 ENCODED ACCESS KEY SECRET}}

2. 7704 A2 kEEakF (sysdigcloud-collector. sysdigcloud-worker. sysdigcloud-api) MDZE#& .
FHLLERENzo—9 Ly FOSREZL/EALET,

- name: AWS ACCESS KEY ID
valueFrom:
secretKeyRef:
key: aws.accessKey
name: aws-credentials

- name: AWS_ SECRET ACCESS KEY
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valueFrom:
secretKeyRef:
key: aws.secretKey

name: aws-credentials

FHLWE#MNS VA C—F5—D—8IZHEBET, ET5Y b IA—LT7 v TT— FORRBRFIZ
EHEEMLET,

JY—=RT4RAN)DEY F 7y T
HR— kTN BHAWSIL. EC2. RDS. Elastic Load Balancer (ELB) . ElastiCache. SQS. DynamoDB
. B & UApplication Load Balancer (ALB) T3,

T4 ETIE, AWSHYR—FFTE3ITRTOY—230DIRTDY)YY—AR Tz vFEINET,
ZhiE, APIBETIAONA A —F—ZEHT 5 EEIC)—CavERTA MR MIERTHIET
E@TEET, V—2avF RIS PJRMIBETZEEDOTONAA—F—) I I X FDEAXD
i -

"name": "aws",
"credentials": {
"role": "arn:aws:iam::676966947806:role/test-assume-role"
by
"additionalOptions™: "{\"regions\":[\"US EAST 1\",\"US EAST 2\"]}"

A= : X TFv—T074ILDFTa Y
DERTE
Sysdigk ¥ TF v —#Ee2FEARTHE. I—Cz U MNA VR P=ILENFERR ALY E— MEKE

NLUTCHBLGESRTLNL—RT—2 BB TEET, SaaSOA VA b—)LTIE, TI+IFT, Z
DT—AH[ESysdigDtF 217 AmazonS3R bL—2 07— 32D, THY Y FRADADN—T 13
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VIRTFEENFT, AT LIRA VAR M=)TIK, T4 T, T—%[FCassandraT—H2 X—X
IZRTFESNFET,

COR—=UTIE, AWSS3NN 7y FOER (SaaSHE L UA U T L S XA THATEE) &HRXARLSIR
L—C0FER (FVTLIROHA) D2DDDRE LRBRIZOVWTHALET,

AWSS3R FL—C%8BET S

CDA T avEHRET HIZIE, SysdigiREUIND T 4 —IL KZEEHAL T, Sysdigfi & FHIZAWSTHERL L
FIAMAER ) L —[ca—F#EmMLET,

AR &
o AWST7Hh Y MIESysdigE#ET H2HEMNSHY £IH. CloudWatchigEZBMIZT HLEIEH
YELA

o AWS: AWSF7H™ > b &CloudWatchA RO RZADEE (AT a32) #BBLTLESW
o S3INTY NREEFRHELZET,

Sysdig =4 —{fl
1. &IEHE &L L TSysdigMonitorizO4 4 > LET,
2. ZE-F@‘}' t’T_:/ arvnt |/7 9 7|'\’5’ >7§"5~ [Settings]> [Sysdig Storage]%%*ﬂ Lid'o

i 1 0 oo ek

A 23 bl b

P =@ a

O St e M M.l M Mt T

b aRE

3. Use a custom S3 bucketZ@HBFIIZLT. AWSS3N\Yyy FEFAALET,

TAMFBICIE : SysdigE=42—VUITFL—RIT7MILEXY TFY—LET,

&)sysdig *


https://docs.sysdig.com/en/aws--integrate-aws-account-and-cloudwatch-metrics--optional-.html

AT DE, F7A4ILFTrTFr—%R%RTET HEZIZ, [SysdigMonitor Storage] F=IFHBED R
FL—SNn\ry hEBIRT 24T a vRRTENET, Sysdigkv TF v 77 M LDERESEL
TLEEW,

HDRALSITY FRS YV FEERTET S
Sysdigh > T L S RAEBRIZx ¥ TF ¥ 2REFET 57612, Minio®IBM Cloud Object Storage#t EDH R

A L\Amazon-S3HMR FL—UFHRETEE T, v T F ¥r—DRFIHFTIL. Sysdig Monitor & Sysdig
Secure M AIZFERATEET, CNIZAPIOADEETHY .. BRE. UIHR—FIFFETETEEA

CDBRTELEMAEEIE BT, Sysdigd VR F—ILIZHET Bvaluesyaml Z 1R T 2RENHY T,

AR 4

o FAUILIRAVAP—IIFEA VR F—=F—R—XTY, Sysdig7 T v b T+ —LEFETA
DAR=IL, FYTFx—T7AINVERBETDIELSICHRALSING Y FEH/RET SH5HE
&, SysdigDELHFIZERIWLWEHLE L FZELY,

o FBEICHEAINDIAWSY 547 FEBRORBIERNREICFEET S LEHALET,

o RN, WG BIUBZTAAHREN., ERATHS3/\V 7y FTHEELTWSZ EZMHERELTK
W, CNZFHERTHICIE, &2, IBMCloudDAWS CLITEHRBAESNTLVA K 512, S3
2AT4TY—ILEFRALET,

£ YR F—5—OBE
ALY B—, T—HhH—, BELUVAPIH—N—DNHREB LIV KRS FMERZRHBIT LS.
valuesyaml Z 7 A L TUTD/INT A —42—%ERLFET,

® sysdig.s3.enabled

Required: true

Description: Specifies if storing Sysdig Captures in S3 or S3-compatible storage
is enabled or not.

Options:truel| false

Default:false

f5il:
sysdig:
s3:

enabled: true

&._) sysdig o
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® sysdig.s3.endpoint

Required: true

Description: Specifies if storing Sysdig Captures in S3 or S3-compatible storage is
enabled or not.

Options:true|false

Default:false

5] -
sysdig:
s3:

enabled: true

® sysdig.s3.bucketName

Required: true
Description: The name of the S3 or S3-compatible bucket to be used for captures. This

option is ignored if sysdig.s3.enabled is not configured

il -
sysdig:
s3:

endpoint: <Name of the S3-compatible bucket to be used for captures>

® sysdig.accessKey

Required: true
Description: The AWS or AWS-compatible access key to be used by Sysdig components to

write captures in the S3 bucket.

5 -
sysdig:
accessKey: BASE64 ENCODED ACCESS KEY ID

e sysdig.secretKey
Required: true
Description: The AWS or AWS-compatible secret key to be used by Sysdig components to

write captures in the s3 bucket.

&)sysdig o



11 -
sysdig:
secretKey: BASE64 ENCODED ACCESS KEY SECRET

fzEZIE. ROAWSCLIaT Y Fi&. Sysdig¥ v TF¥—T 74 )LEMinio/N\7y MMZT7vTA—FL
F9,

aws --profile minio --endpoint http://10.101.140.1:9000 s3 cp <Sysdig Capture filename>
s3://test/

ZDHITIE. TV FRA > FIEhttp://10.101.140.1:9000/TH Y . /N7y FDATHIEtest TT,

SABRENTTLELD, A VA M—5—%2FALEAVTLIRAA VA M—ILOFIEIZEAET,

\

Q) sysdig 83

7é



Customer NumberZ R DI+ 5

SysdigDSaaSEEE L. SysdigliRBEARWMICTOE S a =V FEN-LEICEFA—IITRIESIL DL —FE
DEEBSTHAINTEET, BF. BEBSFHHILERFLL, 2a—F—A 25 —T (4 RIZHIALD
EIZRTREINFLEAN, —BOBRRETCIBEICLZIGEENHYET., BEZIWBITHICIL:

1. Sysdigf ¥4 —27x—XIzA¥4 2V LET,
2. URLTY R RA Y k/api/user/me? product=spclZBE)LFT,
3. JSONMcustomer:id¥fsrZERDIF T, Customer NumberZ4ELFE T,

< C 1 | & Secure https://app.sysdigcloud.com/apifuser/me?_product=5DC %
Luseric. . oo o 8 | A v XL

L

"customer”:{"id": VMversion™:

TE

FTUILIRBREDSE. BERESIEELULGYET,
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I—xz MDAV R M=) BBEEX—

[T—Cz Vo P VR M=LIR=DZIF, SEITFLBEOI—C VM VR M—LICRHERO—F
TZaE—/BEYFITB=HD  a—rhy FRABYET,

I—CIV TP RRAF—ZREITHELTEFT (AE—/BEYHRI) &

ERENERLIZEZEES. COR—DEFEEENSERTRICTIENTEFEY, [2—H—T0nT7
ANR—DD[EEERTENDEEI LSRR LTSN,

I—Vx M7 O0RRZT—ZDE/T S
F—ZWMBIEIN, T—CI VP VA M—)LO—FR=ZRy FEFERTBIZE

1. Sysdig Monitor & 1= [&Sysdig Secure (IR (XEEEHE L T) ITAT A4 UL, [settings]EEIRLFE
ER

0 Setlings

2. Agent InstallationZBIRLET,
38 #Fvay  [CopylRE v&ERALT. R—COLEBIZHEZT7 IV ERAF—%3E—LFET,

\
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AT a3y YRKMZHBESIZ, Yo TNa—KF#BERELTHERAL. IT—C VU FE( VR F—
JLLET,

User Profile Access Key CoPY

®
Bl subscrition
a

ll  Notifications Agent Installation
& /s Tagging your machines is highly recommended!
Replace example_tag:example_value inthe commands with a comma-separeated list of 1ags (eg.
m Agent Installation role:webserver, location:europe ).
Note: tags will also be created automatically from your infrastructure’s metadata, including AWS, Docker, Mesos,
O Sysdig Storage Kubernetes, etc

: Users If you have any issues, please refer to the full installation instructions and FAQ pages.
And do not hesitate 1o contact us at support@sysdig.com!

-—w EEMms

Install in a Docker container

The Sysdig Monitor agent is available to run inside a single Docker container to report on the entire host.
1. First, install kernel headers on the host:
Debian-like distributions: apt-get -y install Linux-headers-${uname —r) COPY
RHEL-like distributions: yum —y install kernel-devel-$(uname —r) CoPY
2. Mow install the Sysdig Monitor contziner on the host:

docker run -d ——name sysdig-agent —restart always ——privileged —net host ——pid COPY
host —e ACCESS_KEY= : TAGS=example_tag:example_value
-v fvar/runf/docker.sock: fhost/var/run/docker.sock -v /fdev:/host/dev -v /proc:/host/proc:r
o0 —v /boot:/host/boot:ro —v /lib/modules:/host/lib/modules:ro —v fusr:/host/usr:ro —shm-s
ize=358m sysdig/agent

Mote, this will run the container in detached moce. To see the container’s output, remove the "-d”.

Install on Linux

Run this single command to install the agent automatically:

curl —s https://s3.amazonaws.com/download.draios.com/stable/install-agent | sudo bash CopY
-5 —— —access_key ——tags example_tag:example_value

Install on Kubernetes

Complete instructions for installing and configuring Sysdig Monitor on Kubernetes can be found on the support _35;;9
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YITROYIFoay: 548 R&hfi=2—Px
v hrOBDES

EIBE (L, [Settings]>[Subscription]? 7 T. Sysdigho 54t RAZWMBLEFHFAI - b
EFAUTFRURI—CI UV FOBMEEETEET,

FEEBEFI—CI U FOBERTTEFIN, -z b EMFLIFHRT S5EEHNRET
AXFTHIERFTEERA,

I—Sxz b IRV YT a TS 0ERTFLEFERET ST :

1. Sysdig Monitor & 7= 1&Sysdig SecurelcEBEH L LTRTA1V LET,
2. ERIDFESF—Sard[tLy 2R E Uh s, [Settings]> [Subscription]Z:&IRL £ 3,

R i Settings

@ User Profile Subscription
B subscription Reserved Agents On-demand Agents
‘ Notifications 0% 0%

onnected 1 owe: onnecte Allowe
& Avs 0C d 15 Allowed 0C d | 5All d

0% used | by your plan 0% used | by your plan
m Agent Installation

Next billing date: 05/12/2018 Charges to date: $0

€) Sysdig Storage Amount Due: $0
S Users Customize your plan

- Teams

3. ERTSUET7 VT L—FKTEHM, SAEVAERELEI—C 1Y FOBERET B2,
(TS DHRETA R EEIRLET,
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HEIZIECTHEL, [Checkout]#o v o LET,
Customize your plan

Reserved Agents

Upgrade to annual plan or increase the number of Reserved Agents to monitor.

Total # of Reserved Agents Total recurring charge

$0 each / month

15 ¢ v per month

Upgrade to an annual subscription for a 20% discount
D Billed Annually

On-demand Agents

Adjust the number of On-demand Agents to surge your capacity and only pay for what you use.

Enable On-demand Agents

For example:
if you used an On-demand Agent for 4 hours each day,
then your On-demand bill would be about $0.00/month.

Max # of On-demand Agents
$0 each / hour

5 v 4 hrs x 30 days x $0 = $0.00

UTHSRBLTSESL,

o TALADEEA
o AWSH—ERDSA A

\¢ 88
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T4 ADEEH

BALEI—CzV bSA 2 R0, SysdigDERAXII2DODELGIEEZRIZLET,

1. I—CzVhE, TTOMTEDRI -V FORRBEEEZELET, =& 21X, 100D S 1
TUREBEATLHE, I00EDI -z b EA VR M—LTEET, I—V U bE FHEH
I—Cx b A UTRURI—=V Y MIRBISNBEHEENHY FT,

2. AWSTIE, SysdigMonitorZw > 27/R— KR TRIRTEDAWSAH T Y FOHIRELEFT (E
BRICA VXA b—LENTWEI—Cz Y FOBEFBERHYFELA) - DFEY. 100D/ Y
AEBALREGE., V=230 lE, Y—EXRFA TZEICI00DAWSAH T 9 FLMRTRT
TEFA, FHICOVTIE, AWSH—ERXRSA R ESRBL TS,

AWSIERETHIA SN TWA S/ VR (BXUA TPz bEa—) O#EHRT BIZ1E, Settings
>SubscriptionR—U ZFEE L TSN,

I—Cz VAL VA R=ILENTWESRRA FOERELE 2 —ZFWMBT 5(12IE, FASh=-RINDE
MR ZERA L T, Agent Summary dashboardZ#RLFET (BET—EMNRTIhGZWNWESICLE
‘d_) o

FHEHAI—D XTI RI—Dx Vb

FHEINEI—Cz Y MEBASH, REMICBAASINET ., A0 TYVRI-Yz U MEIL &
RO -—XITE LTI EICS A BV RERMBTEEY, A, BREN2BROR7—ILT
ALERTVa—LL, ZORMBTEMDS00DF v TIV RI—V U MISA VR E/ET S
BENHYET. FHI—Cz v b EAUTIVRI—Vz FOEWVE, BiliALOTEEL,
MBHNGLDTY, ATV FI—Cx U b EERATEHE. PHEATI -z bEFoLCAL
FOCEBELET,

I—Pxz o bENAYIIYRIZERT S

SysdigZ7 o w b7+ —LAlX, ABEASA LV RETILEFEALT, 1 VA F=LEnET—Pz U b
BN T RY—NnN—2#EHEL, RRMA MY ORIZCEAT B LR—FEWDHFATEINEFRELE
T, DFY., SysdigL—L Y FEREBEDHDA VAREZ VRIS VA M—=ILTEET, =L, T1 &
VRAEINEHOI—T Iz bFOHFNERL T, BRELR—EFDEHDA M)V REZEETEET,
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I—JxU M TEBIEI TEEL, A—N"—HTRIOVToay (42U RE2REETDHEYD
ZLDI—PI U HBEEZFRETSH) ARELEGE. I—V 10 FEEANICEERZEAF
Y. BFEDEBEANVRZVANT I LTHMEnS &, HERERADIROI—D I bAFE S
E I

F—=N—H4TRH YT aVvhARRTI—C Y MO EGREES T 20 SIS, XX Sh, A
SNE-EGOREZERLET., FAPOS AL RADEHEHEET S(21E. [Settings]> [Subscription]
R=—TUEBRBELTLESIYD, COBRZFERALT, UL SENDSA U RBREZHEAT HH. BF
DA—7ZAPL—L 3 VBLUVVRATLEREFEZNLTCEAEDENI -2V a2 vy FED
YLET,

Hi TG 1 BEHE
BEOA VA= I—Cz D FIERAMIZY I D7D T4 VR =)L) T, YRTLHS
HIP7 FLREZEEBLIGE., FRIEVMA A=%D vy FED U LTHIOBRRIZELEZEE. Ch
FRECLI—Cz Y MEBRDEEFTT, L. AFIIT—2FEELTVWAR—DAI VR =)L (&
HIXER) (X, 200FEHKERTINET, MACT FLRIE, A2 ADBEBMTHRR FEHRT S
EOICERINET,

FAEVR))=ADEZALZT  GALGHADEATKRAMES Yy MOV LEBE, T—V1 Y
FDSAEDRETCITEI ) —RAENhFERA, ChITKY, I—Y 0 MEIEREOFELEFREIZE
BEBDEHIZTARAXOY FERETEFT, 24 L7 FERICEZERR20 MM DEENH
Y. TORRAICEGLIBHEILSNAGNVGES, BEREFHLTVIROKI MAERATESESIZS
1LV ADERSINFET,

&)sysdig 70



AWSH—EXDSA1 X

[Explore]® 7 & =[ESysdigE=#—DHF v 1/R— KT, AWSH—ERZEIZRRENZAMYIR
DHEIE, V=P a v TEICBAFERERIAEI -z b SAM BV ADRICK>THIBS A E
ERR

AR

o FHEAI—VIVIEFUTIVFRI—CI U MEFENETET (ERSATULEMEST
) .

o B—Ua DB Y—ERIZRRINDIAWS Y —RDBERET H-OITERAINET,

o EAHAWSH—ERMTEHRETEEEA,

AL ADHEAE TESEELY,

AWSH—E X 5 4 TOBEIRSEL & FIEB

AWSH—ERZ A4 TZLIZ, Y—EXFERODEBEIEMLTRREINET,

o EC2: I—Cx VML UVRM—ILENTWNES VRAVRAEERT HE, ECSICET HM VR
BUOANAL VRBVADREINZ, A VAZVAIDDTILI 7Ry MEIZ, 5412 AMETRE
SNES,

¢ RDS: SAEVAHET. RITWVWAVRAA VREZRVICHERBETEIRLET,

o ELB: NSURDENT-A VAR VADE (KEWE S DELBARA)) TEIRL. RICIEREHE
THLWEDOIS, SAEURBETERLET,

e ElastiCache : ZHITHREZ, RRKTAM LV RMDT7A TLERRTLET,

e SQS: Fa1—FRAFTHRER, JxvFI5F1—DHESA O RABETMELET,
T—ARIE, AR IREREL TS F21—ITDOVTDARTEINET,

e DynamoDB : ARITHERZFZR., F/1 2V AMETRRLET,

o ALB: ZHITUHRER. RATA LV RABODERZRRLET,

AWSA RO ZRZDFEMIZDODNTIE, A POV RRTA4 923 FJDAWSESEBLTLESLY,
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A—RT7—RADHI
200 DAWSA VA RZ U ZADHY . 100DSysdigT—z o bSAM A FHEA L. EEIC50E®
I— Vo bhEA VAR RM=ILLIZELET,

AWSH—EZXDEa1—IZ(E, V=23V T EICROFRMNEREINET,

o EC2: I—CxVMNA VR M=ILENT=50DA U RE VANKRHIZRK TSN, RIZEC50H
5. RIZECSH S, SHICHRBEMILIZ0NDA VA VARRTINET,

e RDS:&ZbHBEWLEHDAHI00EMDRDSY) X FAKRIKRINFET,

e ELB: 100MDELBARFREIN (RFITKELY) | RICEKFEIEICRTEINET,

e ElastiCache : 100MDElastiCached 72 x4 A, BRIDTIL T 7Ry MBIZRTENET,

e SQS: A MUYV REHREL TLBHI00EDSQSF 1 —MNREREINET,

e DynamoDB : 1000DDynamoDBM&RIDTIL T 7Ry KMEIZRRENFET,

e ALB: 100DALBMNEZRIDTIL I 7Ry MEIZRRTEINET,

AWSH—ERXE1—NEEOHIRZEAOTIZIE, Sysdigt—ILRIZEK LT, SV RZHIZEL
TEMD) Y —REZBHZLET, IRV T3y 5S4 RENEI—Vx 0 FOHDOE
H] B LTLCESL,
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SORE & KR (SaaS)

Sysdig Monitor & Sysdig Securel&, WL\ DD A—H—EBEE/AZEHETHEET 5L S ICHKTFSAhTL
FY,

247 T+ FTED HEFIRLSBE
User email/password Yes No
Google OAuth No No
SAML No Yes
OpenID Connect No Yes
1—H—0DEa—:

DY arDR—ITIlE. SAMLET=1%O0penID Connectl W EL#MHE EBIEDFIE. BLUV
Okta. Onelogin, KeycloakzED oD 7O ra)lLEHR— T BIDTO/84 Z— (IdP) H—E
ZIZDWTEHBALET, SaaSIBIE T, fEAL KOy 74 UEIRTGoogleA Y A4 U EMIZTEE
T, MEFTTICERITINATWET,

&._)sysdig 7
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TE

SAMLZ 1=[ZOpenID Connect % Sysdig Monitor & Sysdig Secure Dl A £ AT BI2IE. HERTY T
#2[E (&Sysdig@lflcxt L T1E) ETTIHENHY T,

7—% 70—
FLOWERBUITIE, YUY A0F Y (SSO) AT a v EEANTTH2ERNLETOLIFRODES
YT,

1. ETHERALTWASSSOF 73> (GoogleOAuth, SAML, OpenlD) &. {ERALTULAIAPH—
E X (Okta., Onelogin% &) ZHRELET (HDEE) o

2. @Y)ZE[EREE]Z T T, BIRLI-SSOICRELEREETEZANLET ., (F: GoogleDZE ., FHEE
T TIZTAANESNTWVET, )

3. IdPEITREET HIdPREFHERLET .

4. (AT A o1 Ray TEDUMNLESSOF T a v ERRL, [BIEEREFEIZIVY
JLET,

5. Sysdig Monitor & Sysdig Secure DA E BT B5E1E. 28BO7 T U r—a>rTcr7oER
ERUYUBRLET,

© Userprofie Authentication
> ers
Enabled Single Sign-On Google Oauth
-w leams
A Natification Channels
a Connection Settings
O OpenlD SAML Google Oauth
B subscription Application ID
Q Application Secret
©Or Authentication URL Bedifeat

SaaSIE1E T M Google OAUthMFRBEER— S DR R,
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Google OAuth (SaaS)

TE

SAMLZ 1= (% OpenlD Connect % Sysdig Monitor & Sysdig Secure DA AT B, HERTY T
%Z2[E (&Sysdigdlflcxt LT1E) ETT2HELHYET,

SaaSEE T, Google1—H—[XGoogle OAUthfFEHTRAY A VI B3 EMTEET,

SaaST Sy b7+ —LRBRIDES3BOTA VEHAT AL ICHERHRESN TS, TIC
Googletr—E R (GSuiteZz &) ZFEALTVAIRETIE., chdhOJ (4 U E2fERILT 5-DDRLE
M7 I0—FTHEEEZDNFET,

Google OAuthZ BT 5

Google OAuthlESysdiglZ & D TERIZHKE SN TS0, BEEFIZFNZEHIZTH=HIZ, &R
LEzRRSIA T2 a e LTENEERT BEZITTEAET .

1. &IEH & L TSysdig MonitorZ 1=(Sysdig SecurelZA 4 4 > L. [settings]|ZEIRLET,

2. Authentication %JE*R L/-i—d—o
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(BRIRESNT RETELL) REERTI S55(E. [Google OAuth]Z TZERLFET . )

© userprofie Authentication
s s
> ers

Enabled Single Sign-On Google Oauth .
a-w  Teams

Enable Authentication

A Notification Channels

Connection Settings
&
o Sysdig Storage OpenlD SAaML Google Oauth
E pl n o
|;] \pplic
O Authentication VRt Radireot

3. [Enabled Single Sign—On] Kaw 70/5"'7 ‘JfJ‘B[GOng? OAUth]’Eig:]:R L. [Save Authentication]
Z0)v I LET,

4. MADT TVH5—2 a2 THYIZT BBEX. Sysdig Monitor & 1= 1&Sysdig SecurelZ DLV TH#E Y 3R
LFET,

3 —H— KBk

Google OAuthA ' 4 U ZHIN S EBIZIE. ROBHITFEL TS,

BE
A—H—F REICDLGCEL—ERERICATA VL TVWEARENHYFET (EFA—IAR—X

DEFENLT, MENRT—FZHRELTWELLE) &

Sysdig 75w k7 —LTDA—HY—ORAT A 21— —LFX, 21— —NDGoogle* —/LF7 KL R
CEEIZT—BTIRELAHYET (DFVY., EMR/EEINI=Google* —ILITA )T RIZFT B &L
TEFEHA) o

D& S A—H—MGoogle OAUthERTA Y A4 > BIZIE. [Log in with Google] REED )W
J9LFET,
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ZE

A—H—DT5IHF —hGooglelZ L BRBIEICELRILTWAEWLD, TS IHF—MEBH L TLEE
MDGoogle 7O T 7 A ILEH>TULSIBAE., SysdiglRiEICY A LY FShBREIZ, FOT7AIL
ZRIRLTIART—FEANT B-=HDGoogleR—SHNBRREINET (BELIFE) .

A—H—DERIZOVTIE, 2—HF—¢F—LOEEHBBL TS,
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SAML (SaaS)

TE

SOHA RIE. 579 FR—R (SaaS) SysdigiRIFICEERTY . A2 T L I RDSysdigiRITEEAIS
BEEF. RDOYISSAML (F2TLIR) 28RBLTIEEL,

SysdigZ7 5 v b 7+ —LTOSAMLYKR—FIZ&Y, BRLIEFATUT 4T 47084 5— (IdP)
(2K BFBEEMAIREIZZY FT

Sysdig 75y b 74 —LITEE. MBOI—H—T—4R—XE#HFLT. I—HF—FLL/IXT—FD
NYD1ERELET, KDOYICSAMLEERT 5 &, MBDIdPIZY #4 LY LT, 2—H—4//
AT—FR, B&USysdig7 TN r—2 a3 o~ADT7 I CREHAT5EHICHELRZOMDRY) O—%K%
STEET, SAMLICK BEBEMNAEYT B E. Sysdig TS5y b T+ —LDI—H—FT—42 R—X[ZHiG
FT51—H—La— FABEMICHERSINETH., IdPISEESINz/XRT—FIE, Sysdig7Z v b+
TA—LICE>TRONEZYRESNFZYTEILEHY FEA,

—MDtY a3 rTlE, SAML%Sysdig Monitor & Sysdig SecureMi@i A E#HE L TEIZT 2 AEIZDLY
TEBALET,

BEDIAPHESTERICDOLTIE, UTEZSBLTLFEEL,

e Okta (SAML)
e Onelogin (SAML)
e ADFS (SAML)

EZHEVSRELTEEN
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EXNGHEMET—H 70—
& FFvay xR

1LEMERL, # e Okta(SAML) nnld, Sysdigh'FHEHALHEERMET X FEET
T BIdPZIBIEL e Onelogin L. BEDRF21 AV MEFERALTHET HHES
E3 (SAML) B LTf=IdPTT,
e ADFS(SAML)  IDPAYY R MZHELMEETH. Sysdig75 v b7+ —
LTEMET HATEEMEN H Y F S, SysdighR— kI
BEWLEDLECTEZELY,

21— —[HEBRE SAMLERAZ %Sy  app.sysdigcloud.com® 1= [&secure.sysdig.com>R—

#5517 JL. B EANL HMDH. SHBEAALET,

A—%#RELFEFT FT
B2 Fvay

MoRBIRLE

7)o

TS99 TURLE AN Monitor: https://app.sysdigcloud.com/api/saml/
/Tv9=2—9 COMPANY NAME Secure:
https://secure.sysdig.com/api/saml/

compaNy naMe?product=SDS

IdPA 2 —7 x—R {ALKDIAPHER—I TIE, SysdigZldPA > 42—
Mhoogq Y JI—RIZEMTBAEICDOVNTEHRALTWLNET,

F5tIZSysdig customer numberBNAETY,

\
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3.1dPA V& —

7 T —ATCHEF
IEZETL. &R
DEEREZ IR
LET,

4 a, Sysdig
MonitorF f= (&
Sysdig Secure
SettingsI< (&
FLLO) nJq
L. VIICRER
BEEBRZEAAL
F¥9., SSO&ELT
SAMLZRRICL
F7,

4 b, Monitor &
Secure WA % fE
ALTW3EE
(X, #hDSysdigHl
micxLtTtrot
RERYEBLET

EBEDOFIR

IdP4EERET 5

Okta (SAML)
Onelogin
(SAML)
ADFS (SAML)

ABFT—AURL (Ff=FXML) #IRELTTFR L
EX N

IDPIZ& > TCRtRI D054 07 0—%KET 515
&l%. Sysdig®Customer numberZFTICHEL T
KESW, ZBOBERTYTTROLSIZSRBEIH
EXE

CUSTOMER ID NUMBER.

UTDY R A DEYRIAPEZEIRL. HERICHE>TESLY,

e Okta (SAML)

e Onelogin (SAML)
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e ADFS (SAML)

BRETSAMLZERIZT S
R—RX 534 SAMLEREZ BT B2 :

SAMLEREREZ AN
1. &EH L L TSysdigMonitorZE f=(&Sysdig SecurelzA % 4 > L. [settings|ZEIRLET,

L Setlings
=] Logoul

2. Authentication é%*ﬂ L QETQ
3. [SAML]Z JZ&EIRLFET,

Settings

Authentication

@ userProfile

Enabled Single Sign-0n Mone

- Teams Enable Authentication

Notification Channels

Connection Settings

LDAP OpenlD SAML Goagle Oauth
Sysdig Storage
Metadata @ URL XML
Subscription
Agent Installation Signed Assertion SysdigCloud app should verify that every single assertion is signed

¢ O0m O P »

Authentication Email Parameter

Validate Signature Sysdig app should verify that the response is signed

Verify Destination Flag to control whether Sysdig should check the “destination’ field in the SAML Response. This should
ensure that the SAML Response was intended for the receiving SP. it may be disabled if the IDP is not
sending on it, or in special cases where the destination is not the one set in the IDP configuration( e.g.

proxy in front of sysdig app)

=3
4, BLETBHINTA—F3FANL (TORESHE) | [save]lZV Vv I LET,

EGERE AT a3y EL:): U7
T kY

Metadata URL IdPHERFIEN HZZIZIR#E SN HURL
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XML URLIZE B A2 T—E2XMLOHH FH
R—FLEWIPIZERTES4 7Y 3

>
Signed off/on Sysdigld. &EIZZBASINz7H—3  ON
Assertion VEFIvITEIRLENHYET (EL
WAPDEEEE X 1R T 51=8)
Email email A—H—EA—)LIDDOSAMLIGZED /NS email
Parameter A —AR—MDE&HI, SysdiglfZnZEFEAL
T, BB LI—HF—DEA—/LEHH
LEd
Validate off/on Sysdig/A vy TV FlE, WEMNELSIN ON
Signature TWA I LZHERTIVNELNHYFET
Verify off/on Sysdigh’SAMLResponse® [3E5E | ON
Destination TJ4—ILREFIVITEMNEIMNER

HM3d7545, EXxa)Ta4x%KELT
ONZHELET, Sysdig/i\v oy TR
DHINZHBTOFo—LE, BHELr—
ATIEA IIZHBBELRHY FT,

SSOIZSAML % 3®/iR

1. [Enabled Single Sign-on] KO Y TR UM S[SAMLIZEIRLET

2. Isave authentication] Vw9 LET,

3. MADT7 TUHr— 30 TEMIZT SEBEIEL. Sysdig MonitorZ 1= [XSysdig SecuredFE#E 7O+
AeRERYRLET,

1—H—FR
LROERMGEMET -V 7O0—THhARf=&L 512, SAMLEREFERLTAT A 0T 532DH%E
A—HY—-ITRHETETT,

e SysdigSaaSURLM BRI L T, SAMLIRZ V&0 ) v I TEET,
E =4 — : app.sysdigcloud.comZE f=I&tF 217 : secure.sysdig.com

WOFEHBDANEROSNDDT, SysdigF7 T v b T+ —LIERID=HIZT S0 —%
IdPIZY HA LY FTEFET,
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o 1—H—IPRUBEROEATANT ILENGNELSIT, KBURLZRETEET,
Sysdig Monitor: https://app.sysdigcloud.com/api/saml/ coMpany NaAME
Sysdig Secure: https://secure.sysdig.com/api/saml/ company name?product=SDS

o IdPZEHEHT HLEIT. IPICK>THBEINSB T4 IJ0—%BETEET, RIT, 21—
HF—(EIDPOFT FUTF 1 LY b BSysdig?7 T4 — 3 VEBRL, Sysdig7 TUr—+ 3
VOURLZE#ESRELFEE A,

ZE

Sysdig Secure~DwRADE LI=SAMLA T 4 V& T 51— —I&, a1—H—[ZSysdigSecure
R4 VT BERNHY FEALl EVWIIST—AvE—CEZITMBIEENHY FT, ik,
Secure OperationsF— LM * > /\—DHMSysdig Secure~DT7 IV R EEHFAIEhTH Y. HLLHE
BEntz0J 42k, TIANLETHIDF—LIZHFEELEWZHTT, TO&L 5 Ha1—H—(E,
SysdigiR1% % Secure Operations F— AIZTEEMNT 5= DICEBEITERT ILENHY FT,

FTRTOLA—HF—IZT T+ I b TSecure~DTFT I L REHA T BHIRETIX., ZDH > T)LPythonR
)T REFERLT, F—LAUN—"y JEMEFHIC TR TE2ET,
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https://app.sysdigcloud.com/api/saml/
https://secure.sysdig.com/api/saml/
https://raw.githubusercontent.com/draios/python-sdc-client/master/examples/add_users_to_secure.py
https://raw.githubusercontent.com/draios/python-sdc-client/master/examples/add_users_to_secure.py

Sysdigh'ig#t 9 54> J)LPythonX ¥ ) 7 FOFERICET HE Y FMZDWWTIE, BAKERFF 2 4
vhESBLTESLL,

A—H—DERICOVTIK, 2—H—EF—LDEELESBL TS,

? -8
AEEIR
o SAML7H—L 3 VDIEBIt/ESILIIBEYR—FShTWEEA,
o SAMLL U )ILAOTT7 I blEFYR—bEIRTWEEA, LEEN>2T, 22— —I[ESysdig7 F')
L AU BEEOSTY B SICEET HBERSY £,

Okta (SAML)

B89 DHITSAML (SaaS) #HEFEL TL LY,

OktaTOSAMLTY ) r—2 3 U DHRFEICET 50ktadd FF 1 A > F&FEAL T, SysdigMonitor
Sysdig SecureZSAML7 ) r—2 3 LTEHRELET, UTOFRIE. BMOT7Y L a3 hnER
BEDRTY TERLTVET,

Oktaf&EIZ &[T BSysdigEHDFIE

OktaX T v 76

ATy TH#6T., IDPIZE>THtAEShB05 40 70—Z2BELLEWVEAK, [A—HF—Z7 T 5—
L3 TAaAVvERTLAVBEUW[OKtaENS LT TIYIZFTUr—o 3074 avrRr LA
DFTVIRYIDREAUIZLET,

FOE3RTFYT7

FE7T. RORIZKIEZANLET, IDPICK->THBESNDO05 40 70—%KRET HHE(E.
CUSTOMER-ID-NUMBER#%. TFind Your Customer Number] DiBRIZH > THRELEBEIZEE
*@ii?o

&._)sysdig 104
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https://docs.sysdig.com/en/saml--saas-.html
https://docs.sysdig.com/en/find-your-customer-number.html

e Value for Sysdig Monitor

Single sign on URL https://app.sysdigcloud.com/api/
saml/auth

Audience URI (SP https://app.sysdigcloud.com/api/

Entity ID) saml/metadata

Default RelayState #/&customer= CUSTOMER- ID-NUMBER

(optional - only
configure if you
intend to use
IDP-initiated login

flow)

FO2RTvT8

Value for Sysdig Secure

https://secure.sysdig.com/api/saml/sec

ureAuth

https://app.sysdigcloud.com/api/saml/m

etadata

#/&customer= CUSTOMER-ID-NUMBER

ATy T#8TIL, OktadPlIZRENTWVSLDODKbLYIZ, {EZEMLET,

Name Value
email user.email
first name user. firstName
last name user.lastName

BETRERXFENMNXFARIESNL=O. BEZANTHEESFEELTLESLY,

A—ILDHFPBETY, L. HILLI—F IO TSAMLIBRTEEICAT A U LIz& FIZ,
Sysdig7 oV F I —LDT—EAR—XATHEREINZLI—RICTAODENEEND KL 51T ST

O, WREEDDILEEHBDODLET,

OktaX T v 710

ATYT#10T, URLZIE—L. SAMLEERERED[SAMLEREIR—C DA T—2 T M IZREY

FIFET,
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https://app.sysdigcloud.com/api/saml/auth
https://app.sysdigcloud.com/api/saml/auth
https://secure.sysdig.com/api/saml/secureAuth
https://secure.sysdig.com/api/saml/secureAuth
https://app.sysdigcloud.com/api/saml/metadata
https://app.sysdigcloud.com/api/saml/metadata
https://app.sysdigcloud.com/api/saml/metadata
https://app.sysdigcloud.com/api/saml/metadata

ARIT—EDTRAE (T 3V)
IDPHEFIROB®(=0 E—F %4 2 F—AURLAE L\ & #BEBT 5I<lE, T 94 —hSHEET
PDEALTAZT—HURLETRMTEFET,

URLIZZVtRT B &, TI30H—F. UTFICRIBIDELSICIREAXMLI 7ML ET CITEI Y
A—FFERENHYET, TREEEICFTIO—FRTEHIC. EREBOANLZTOMDE
Fa)TARRIDEDHYELEA, TANBTEHFELLWGHIE, IDPERFIRICBET 7 AL TL
by,

<?xml version="1.0" ?><EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="https://app.onelogin.com/saml/metadata/680358" ><IDPSSODescriptor xmlns:ds=
"http://www.w3.0rg/2000/09/xmldsig#" protocolSupportEnumeration=
"urn:oasis:names:tc:SAML:2.0:protocol" >names:tc:SAML: 2.0 :metadata" entityID="

https://app.onelogin.com/saml/metadata/ 680358 "> ...

Onelogin (SAML)

RS HRIISAML (SaaS) ZRERRL TL &L,

Onelogin SAML Test ConnectorZ{EH9 5 & WLV3 24 FILDOneLoginMiEE ZEA L T, Sysdig
Monitor+>Sysdig Secure#SAML7 71— 3 o ELTHRELET ., UTOEEIX. BMO7Y 3
UHhBBELBEEDRTY TERLTVWET,

OneLoginfRkIZ & 1T 5 SysdigElH D FIE

SAMLT X Fa 444 @B

[SAMLT R FaRZ2MEM] DATY TT, SAMLTR ka4 4% (IdPw/ attr w/ sign response)
ZEIRLET, IDPICK>THEEINEAT 4 v T70—2BRALEWVEEIL. R4 4 —%4TICL
T. [R—=FILTERER] SNGVELESITLET,

FR %Y SBEA—SOBE
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http://www.w3.org/2000/09/xmldsig#%22
https://app.onelogin.com/saml/metadata/
https://docs.sysdig.com/en/saml--saas-.html
https://onelogin.service-now.com/support?id=kb_article&sys_id=93f95543db109700d5505eea4b96198f

[TRFARIEHRER—JIT, RORICRIEEZAALET, IDPIZL->ThHlBEhEZRTA 2D
A—%#EH T 5155(&. CUSTOMER-ID-NUMBER%Z, BEEBEESDEZRICET HERMAICH > TRFL
ESICEESH®RAET,

J4—ILEF Value for Sysdig Monitor Value for Sysdig Secure

RelayState #/&customer= #/&customer= CUSTOMER-ID-NUMBER
CUSTOMER-ID-NUMBER

(F 73> IDPIZ&-T

Hisshsdns4>o0—

ZHERAT HBEICOMEM

LET)

Recipient https://app.sysdigcloud.co https://secure.sysdig.com/api/saml/secu
m/api/saml/auth reAuth

ACS (Consumer) URL https://app.sysdigcloud.co https://secure.sysdig.com

Validator m

ACS (Consumer) URL https://app.sysdigcloud.co https://secure.sysdig.com/api/saml/secu
m/api/saml/auth reAuth

(AT ay) FIRA—F—DOTSAMLBRTERICOT A U LIz E(2, SysdigF Ty b7+ —

LDT—AR—=RIZEREINFLO—RIZA—HF—DELEBEEDDGEEE. [INFA—E2—]2T%H
Dy LET, INTA—F—FZEBMZEV IV UL, 220FH LWV T —ILFEZNTNRERLET,
SAML7H—> 3 VIZEHBICIE. BERYIRZFVICLES, RIZ. &ET4—ILEFEVY VI LT
WEL, FOYTADUAZ A —hERRINDJEEZBRLTHS. [REIZVVYILET,

Field Name Value
first name First Name
last name Last Name

T4 —IL FBTREAXFENXFARFNENE T, TRTIXFTANTEHLIITTELTLES
LY,
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https://app.sysdigcloud.com/api/saml/auth
https://app.sysdigcloud.com/api/saml/auth
https://secure.sysdig.com/api/saml/secureAuth
https://secure.sysdig.com/api/saml/secureAuth
https://app.sysdigcloud.com/
https://app.sysdigcloud.com/
https://secure.sysdig.com/
https://app.sysdigcloud.com/api/saml/auth
https://app.sysdigcloud.com/api/saml/auth
https://secure.sysdig.com/api/saml/secureAuth
https://secure.sysdig.com/api/saml/secureAuth

LTI, BOELLEBREINET A —ILFOHIZRLTVET,

Edit Field First Name

Mame first name
Valoe First Name -
Flags v Include in SAML assertion

CANCEL DELETE SAVE

FITHEDURL

[SSO12 J&H vy L. ETENDURLZIE—L T, SAMLERBRED[SAMLEREIR—CD[A 2 T—
R MYICBEYRITET,

ABT—=RBDTAE (FF¥a)
IDPHRFIBOREIST E—F %4 2 F—FURLAE LLC & £ HRT HI<lE, TS5 —hBEET
HEALTARF—HURLET R FTEET,

URLIZC7VtERTBE, TT39H—IE, UTIZRIBIDOISICHEIXMLI 74 ILET ST Y
O—FF2RENHYET, TREEEICHAYIO0— KT 5012, ERFEROADDCEFOHLDOE
F1)TAREFIBEHYFEAL, T TIEESHNMEAIE. IDPERFIBIZBEET VAL TKL
&0y,

<?xml version="1.0" ?><EntityDescriptor xmlns="urn:ocasis:names:tc:SAML:2.0:metadata"
entityID="https://app.onelogin.com/saml/metadata/680358" > <IDPSSODescriptor xmlns:ds=
"http://www.w3.0rg/2000/09/xmldsig#" protocolSupportEnumeration=
"urn:oasis:names:tc:SAML:2.0:protocol" >names:tc:SAML: 2.0 :metadata " entityID="

https://app.onelogin.com/saml/metadata/ 680358 "> ...
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ADFS (SAML)

B89 DHEINTSAML (SaaS) #HEFEL TL LY,

NEDFIETIE. 41 32—y MZT7 Y 2 AAEEAADFS (Active DirectoryZ = 7L —3 3 o4 —E
R) H—=N\—DFTTICEHELTWAZ L 2FHRELTWWET, HEERMT X MK, $IZWindows

Server 2012 R2EMDADFSTEIT&aNnZFE L 1=,

LUTDOFEIEIZHE > T. Windows Server ManagerMADFS& 2 — )L TADFSZ#ER L £ 3,

—EXTanNaA -1k T 5054 >70—-DFE

1. [Y—ERPp[ZzTL—2avH—ERTANT 1 OmEKIZHEV Vv I LFET, JzTL—Y 3y
H—ERBRFORR FRITEBELTLLEE, ChiF, SysdigiBFEsRE D[SAMLERIR—2 D
(AR TF—=R]TU MYICEYFITEAZT—L2URLTHERA SN S =TT, BEERMIZE. A42T—
4 URLD 2K [Zhttps://HOSTNAME/FederationMetadata/2007-06/FederationMetadata.xml T3,
Ffz. SysdigF7o v T A —LMNZOURLIZCEET IV LA TES L SIZ. TOHRRX FEDNSTHER
L. B34 (B2ERL SN TULEEL) SSL/TLSEHEEF > TV AIRENHY FT,

il

Qg File Action View Window Help
= 7m Bm

Ers
| o=
Ce
Ci
b [ Trust Vi

b Authe New Window from Here

Refresh

Help

| Edit the federation service properties

\

7é

e
Er Edit Federation Senvice Properties...

Fevolke All Proxies
s several service components that are necessan,
¥ inice. These componerts include endpoints, certl

BE |

:]‘! '

Actions

Service &
Edit Federstean Service Progerties.,
Revoke All Prosies
View »
Mew Window from Here

i Refresh

H Hep
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https://docs.sysdig.com/en/saml--saas-.html

General | Organization | Everts

Federation Service display name:
1df.-'.t~::=.= oca

Example: Fabrkam Faderation Service
Federation Service name:

[fs1 adstestocal ]
Example: fs fabrkam com

|http:/Fs 1 adistest local /adfs /servicesArust |
Example: http /A5 fabrkam com./adfs/senices Anust

Web 550 Ifetime: iaﬂ E Airnias

ok |[ camecel || ey

2. Sysdig7 TV r—2a vORIAENAEEEEREEMLET.

a. [REEAEFIAEER]> GIAZFAEEREOEMNZEI Vv L, [FHARIZVV v I LTY«
Y—rZERBLET.

Qg Fle Action View Window Help -le|x
= =| x[w B[
B3
& 2 Serdice OSSR G S
J_.J.[m* g ——— e
2 cm“"'h,w" Loug me o ':] #dd Relying Party Trust...
= lnynghqr]!nm Addd Men-Claires- Aware Relping Party Teust..
1 anribute e Stced Acdd Rebying Pasty Trust.. Vopar b
# ] Authentization P Add Mon-Clasmns-Aeare Relying Party Tnst.. i T
indew frem
(Yoo -
Reefresny
Hew Window from Here @
— Update from Federstion Metadata...
Edit Claim Frules...
Disable
Froperties
K Delete
B Hep
al il ] H
Cortnd commandi fed cuitomiting Ehis window.
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b. [T—2YV—ADEIRIRF v TT.
vED)vo L.

[(ANED YUY LET,

Selact an option that this wizard wil use to obtain data about this relying party:

O lport data about the relying party published online or on 2 local network

Use this option to impost the necessary data and cerificates from a relying p
its federation metadata online or on a bocal network.

[Federation metadata address fhost name or URLY

Bxample: 5 contoso.com o hitps./wwiw contese com/spp

) Impgrt data about the refying party from a fie

Uise this option to import the data and certficates from lying party that has
its faderation metadata to a file. Ensurs that this fils iz from a tnusted sourca. This wizard will not
vabidate the source of the file.

Federmtion metadata file location:
| | Browse.. |
(®)| Enter data about the relying party manually |
Use this option to manually input the necessary data about this relying pary crganization.
[ cPreviews | [ Med> |[ conca |

c. BEIRLMEFKFREL ( SysdigMonitor] FEf=I& lSysdigSecure] % &) #AAL.
g9 LET

Specify Display Name

Steps

@ Welcome

@ Select Data Source

@ Specty Display Name
@ Choose Profile

@ Configure Cestificate

@ Configure URL

@ Configure: kentfiers

@ Configure Multifactor
Huthentication Mow?
@ Choose lssuance
Authorization Fules
@ Readyto Add Trust

@ Finish

Dhsplay name:
[Sysdip Monitod
Higtes:
](ﬁvmll Heod = || Cancel I
S _ |
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d [KAN]ZDV Uy H LT, ADFSTO7 7ML EFERTETIAHIL MDA T3 0% A
nEd

Choose Profile

Sers This vizard figuration profiles to aid in creating the reh . Choose th

@ Welcome g profile for this relyng trust,

@ Selact Data Source ®) AD ES profile

@ Specify Display Name This profile supports relying paries that are intercperable with new AD FS features. such as
Mlmmmusmunm

@ Choose Profile

@ Corfigure Cenficate O ADFS 1.02nd 1.1 profie

@ Configure URL This peofile supports rebing parties that are interoperable with AD FS 1.0and 1.1,

@ Configure Idertifiers

@ Configure Mutifactor

Futhertication Now?

@ Choose lssuance

Muthorization Rules

@ Readyto Add Trust

@ Finish

[ <Previous | | Met> || Cancel

e. [RANIZV VI LT, #2300 b= UEBESLAHAEORRERFY TLET (
SysdigldCDF T a vEHR—FLTLEEA)

Configure Certificate

Steps Spechy an optional token The token encrypt the

@ Welcome claims that are sent fo this refying pary. Tlnmvamummamurumw
decrypt the claims that are sent to it. To specify the cedificate. dick

@ Select Dats Source

@ Specty Display Name et

@ Choose Profile ERfective dals:
@ Configure Cestficate Exication dste:
@ Configure URL

@ Corfigure entifiars L Y"‘f“"" |-| H°‘“°"‘° ]

@ Corfigure Muktifactor
Authentication Now?
@ Choose Issuance
Authorization Rules
@ Readyto Add Trust
@ Finish

cPravious | | Net> || Cancsl |
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f. [SAML2.0WebSSOZ7 O baLDHYHR— b EFEMT B Fz v IRV IREFVICL
T. FEREFIAEZENDSAML2.0SSOY—E RAURLIZRODWINADEZANLET,

Sysdig Monitor 1/ 9 515 & (. https : //app.sysdigcloud.com/api/saml/auth& A L
F9,

Sysdig Secure &9 A5 &1L, https : //secure.sysdig.com/api/saml/secureAuth& A
hLFET,

RIZTR~N 20 ) 97 LET,
7] Add Relying Party Trust Wizard -
Configure URL

Steps AD FS suppods the W5-Trust, WS5-Federation and SAML 2.0 Web S50 protocols for relying parties. i
& Welcoms WS-Federation. SAML. or bath are used by the relying party. seect the check baes for them and specfy the
URLs to use. Suppert for the WS-Trust protocel is shways enabled for & refying pary.

[] Enable support for the W 5-Federation Passive protacal
The W5-Federation Passive protocel URL supports Web-browserbasad claims providers using the

@ Select Data Sowrce

@ Speciy Display Name

@ Choose Profile WS-Federation Passive protocel.

@ Configure Cerlificate Redying party WS-Faderstion Passive protocal URL:

@ Configure URL [

@ Corfigure kentifiers Example: hitps:/fs contoso com/adfs. s/

@ Configurs Multifactar
Authentication Now? [+ Enable support for the SAML 2.0 Web550 protocel

@ Choose lssuance The SAML 2.0 single-sign-on (S50) service URL supports Web-browserbased claims providers using the
Authonzation Fules SAML 2.0 WebS50 protocol.

@ Rieady to Add Trust Relying party SAML 2.0 $50 service URL:

@ Finish [nttps://2pp sysdgcloud com/api/sami/autH]

Exampla: hitps-//www.cortoso com/adfads/

<Previous || Med> || Cancel

g GIEAZEFIRABEEHEBAIFICIX. ROVWTIAHIODIEZADLET,
Sysdig Monitor##&m9 515 & &, https : //app.sysdigcloud.com&E AN LET,

Sysdig Securex &9 5184 (%, https : //secure.sysdigcomE AN LET,

\
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h.

RICGEMZEI VD L. [RNEDY VI LET,

Steps

@ Welcome

@ Select Data Source
@ Specly Display Name
@ Choose Profile

@ Corfigure Cedificate
@ Corfigure URL

@ Configure Identifiers

@ Corfigurs Mukifactor
Fasghertication Now?

@ Choose lssuance
fughorizatian Rules

@ Readyto Add Trust
@ Fiish

Configure Identifiers

Relying parties may be identified by one or more unigue identfier strings. Specify the identifiers for this relying
party trust.

| [aas ]

Remave |

[cPrevioss | | tec> | [ Cancel

[(RANEV Vv I LT, SERBAOEHAZRAF Y TLET

Welcome
@ Select Data Source
@ Speciy Display Name
@ Thoose Frofile
@ Configure Cenficate
@ Confgure URL
@ Configure ldentiiers

@ Configure Multifacter
Huthentication Now?

@ Choose Issuanca

Authorization Rules
@ Readyto Add Trust
@ Finish

Configure multi-factar authentication settings for this refying party trust, Multifa i sired
there is 2 match for any of the speciied requirements.
Mutifactor Authentication Global Settings
Requirsments Users/Groups INet configured
Device: ot configured
Location INot configured
® 1 do not want to configune mulifactor auth settings for this relying party trust at this time.
O Configure mukif th jon settings for this relying party trust.

Ywma&onmﬁmﬂmlhmmmsehwhﬂIuralylngpalhrMb;quhﬂu
Authentication Policies node. For more information, se¢ Corfigy 1,

[<Prevos | [ Nea> |[ Conca |

Q) sysdig
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i. A—Y—IZSysdig7 TUT—23ao~ADOTA VEHATENE S DR —FFEIR
LEF. TIALITE, IRXTOL—HF—ICEIAENMRE~DT IV LR ZHAT S &
WS T4 FDBRENHFBEEINES . RNEV VI LET,

Choose Issuance Authorization Rules

Steps Issuance authorization ndes determine whether a user is permitted to receive claims for the relying party.
@ Welcome Choose one of the folowing cptions for the of this reh L d
@ Select Data Source ® Pemit all users to access this relying party
@ Specify Display Name The issuss ion nales vl b to pemmit 3l users to this reh The relye
& o Pl party service or application may still deny the user access.
@ Configure Certficate © Deny all users acosss to this relying party
R The & horization rules wil b 1 to dermy all users to this relying party. You must
@ Corigurs URL ndar Sonios u o 2me)
@ Configure ldentfiers

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

YYou can change the issuance ion nues for this reh trust by ing the ralying party tust
and clicking Eda Claim Rules in the Actions pane.

| <Previous | | Net> || Cancel

| MEEEAL. [RNES U v LCERENREEEORREET LET

Ready to Add Trust

Steps The relying party trust has been corfigured. Review the folowing settings, and then cick Next to add the
@ Welcome relying party trust to the AD FS configuration database.
@ Select Data Source Ml i |. = |5 I = Ip = ['-'.—' ]Nﬁi'_‘i’.
@ Speciy Display Name i e o g
e Fiufle Rishying party’s federation metadsta URL:
@ Configure Cerficate | I
@ Configure URL —
@ Configure Identifiers B
@ Configure Mutifactor | Futomaticaly update refying pady

Authertication Now?

o This relying party’s federation metadata data was last checked on:

@ Choose lssuance i

Authorization Rules
@ Readyto Add Trust This reh was last metadata on:
@ Fnish e

[ <Previews | [ Met> || Conce |

\
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RORT v TTl. 2 L—LL—LEEBMT BBERBY ET, FrosRy s RESF
VOFEFIZLTY L—LIL—ILOBEIFA 7RI ERE. [ALBIHRE2EI v oL
T HL—LL—LIF 4 5—2F CLBMTEET,

" Add Relying Party Trust Wizard =]

Finish

Steps

® Welcome

@ Select Data Sounce
@ Specify Display Name
@ Choosa Profile

@ Conhigure Certficate
@ Configure URL

@ Configure ldentifiers

@ Configure Multifactor
Authentication Mow?

@ Chooss lssuance
Authorization Rules

@ Readyto Add Trust

The relying pary trust was successfully added to the AD FS configuration database
You can modfy this reling pary trust by using the Propedties dialog bax in the AD FS Management snapdn

¥ Open the Edt Claim Rules dialog for thes relying party thust when the wizard clases

=]

3. SamlResponseSignaturez 7S 3 > M SysdigiRiF B E —BIL TWWA L #HEEL TS,
PowerShell#% B TSet-AdfsRelyingPartyTrust / Get-AdfsRelyingPartyTrusta< > KL v k%
{5 L T. SamlResponseSignature =& L E£ 9,

-SamlIResponseSignature

EKEN—TADEFTIRNEEZEREREELETEF T, CONTA—F—DHFBEIEIRDES
YTY,

AssertionOnly

MessageAndAssertion

MessageOnly

BEMIZDOULTIE, TSet-AdfsRelyingPartyTrust] BB LT &L,

. Sysdig7 7'V) T[ERE]> [FREE]IZF#8EN L. SysdigiBEEE%E H¥SamIResponseSignature(Z< vy
TENTWBSILZFMHERLET,

&_) sysdig He


https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsrelyingpartytrust?view=win10-ps

Settings

©  UserProfile Authentication

2 users 3
Enable Single Sign On None

&% Teams
Set Authentication

A Notification Channels

Connection Settings

& Aws
o Sysdig Storage LDAP OpenlD ﬂ Google Oauth
@ Agent instalation Metadata @® URL XML
©¥ Authentication
Signed Assertion SysdigCloud app should verify that every single assertion is signed

Email Parameter
Validate Signature Sysdig app should verify that the response is signed

Verify Destination Flag to control whether Sysdig should check the "destination" field in the SAML Response. This should
ensure that the SAML Response was intended for the receiving SP. it may be disabled if the IDP is not
sending on it, or in special cases where the destination is not the one set in the IDP configuration( e.g.

proxy in front of sysdig app)

Create user on login @ Flago enable/disable create user on login

MessageAndAssertionT, MADA T avEHMILET,

4, RIZ, Y L—LII—LEZFEALT, REICHELTRT A OT—20Sysdig7 5 v b7+ —LIZEE
ENBE3ITLET, SysdigT7Sy h I+ —LADI—HF—DOTA VIETEFA—ILT7 FLRIZE
DNWTEY., TIAHILEDADFSERTIIBEICIE L TEFA—ILT FLRAEZEELEFFA., XD
BRIZ&K Y. Active Directory@IEL WD 4 —JL KDY L—ALTEESNDLSICHY FET,

a. BIDFIEBDY L—LIL—ILIT42—ITEEBWEEIE, R LHAENAEEEZEY
)y LTI L—LIL—ILOBEIEZERL, TT4 3 —ITBELET,
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File Action WView Window Help

e n[m Bm

= ADFS

# 11 Senice

4 1 Trust Relsticnships
[ Clawms Proreider Trusts.
] Rebyng Peety Truts
] Abinbere Stotes

[ Authentication Pokcies

ki Fgheien: Sorden J e Rietying Party Trust..
NRMCRS ™ | indhstefrom Fedration Metadata.. cd N Chaim- Auvare Rebying Fary Trustus
£k Clairm Boler.. View v
Digable Hew Window from Here
EIEpeE 115 Refresn
e B e
Help: =5

IJFM een Federanen Metadats...
Edit Chaim Rudes..
Disabie
Praperties
K Debete
B rep

i<l L] |

|[Edit claim rules for the sebacted redying party trust

[ Tsmsance Transfom Fuies [fsance Fidos | Fdes |
The dog spaciy the will bé sert bo the relying paety. l
Onter P Hame Esved Clams
]
[#]

[ERRie] [earee | [Bomereriie|

) = ]

b. AddRuleZ4 w9 LET, ROBEE T, TIAILFDIL—=ILToTL—FEZITANT
LDAPEMZ YV L—LELTEEL., [RNZEVUYILET,

\
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!; Select Rule Template

| Steps Select the template for the claim rule that you want to create from the following kst. The d
| & Choase Rue Type detais sbout each claim nde temglate,
8 @ Configure Ciaien Flle Chai vuls gt
[Send LDAP Atrbutes as Clams v]

(Claim rule template description:

Using the Send LDAP Attnbute as Claims rule template you can select attibudes from an LDAP atiibute
store such as Active Directory to send as claims to the relying party. Mukiple attributes may be sent as
misltiphe claims from 3 single rue using this nde type. For example. you can use this rule template to create
2 nude that will endract attrbute vahes for authenticated users from the dispiayName and telephoneMumber
Active Directory attributes and then send those values as two diferent outgoing claims. This rule may also
be usad to send all of the user's group memberships. F you want to only send indinadual group
memberships, use the Send Group Membership 2s a Claim rule template.

c. IL—ILDOEREEAAL. BHER b7 &L TActive DirectoryZZIRLTHh B, TILFootL
V93 —%FEALT, LDAPBMHEEFE I L—LZATOEAELE LTEFA—ILT FLRAZER
L. R#RIC, BEBHDTILEDUBREITVET, « CNODBRMNTET LD, [ETIEY
oo LET,

\
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‘You can configure this rule to send the values of LDAF attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.

Claim rule name:

|Sysdig Monitor Usemame

Rule template: Send LDAP Attibutes as Claims
Attribute: store:
|}\cti\re Directory W

Mapping of LDAP attributes to outgoing claim types:

:E:I_Pn:gbme {selectortype o Qutgoing Claim Type (Select ortype to add more)

E-Mail-Addresses v [|E-Mail Address W
4 Given-Name v | Given Name W

Sumame ¥ || Sumame v
- v v

o] [ et

Seps Salect the template for the claim ne that you wart to create from the following fist. The o i id
@ Choose Fule Type detals about each claim nide template.
@ Configure Claim Rule Claim rule template:

|Trmsiumml‘m1hg0§'n v!

Claim rule template description:

Using the Transform an incaming Claim nde template you can salect an incoming claen, change s clam
type. and optionally change its claim value. For example, you can use this nde template to create a e
that wil send a robe claim with the same claim value of an incoming group claim. You can also use this

nde to send a group claim with a claim value of "Purchasers” when there is an incoming group claim with
a value of "Admins”. mmmﬂmduwnwbemﬂudﬁwhm Sourcas of
incoming claims vary based on the ndes being edited. For more infomation on the sources of incoming

claims, chck Help.

.‘PTEWDUS! Heod > l Cancel

<2
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e. L—ILDAZFIZEANL, TIEFOUEFERLT, EFA—ILTRFLADZEIL—LEA T,
ZHIDDREEIL—LEAT, BEUBFA—ILDOEERIDEKXZBIRL. [TIZV2Y vy
LEd,

G Add Transform Claim Rule Wizard [x]

Configure Rule

Steps You can configure this nide to map an incoming claim type to an outgoing claim type. As an oplion, you can
@ Choose Rule Type also map an incoming claim walue to an outgeing clam value. Specify the incoming claim type to map to the
: outgoing claim type and whether the: claim value should be mapped to a new claim value.

@ Configure Claim Rule
Claim rule name:

[Transiate Email to Name ID ]
Rule template: Transform an Incoming Claim

Incoming claim type: 'E-Mai Address v]
Qutgoing claim type: Name ID i
QOuigoing name 10 format: =m v |

%) Pass through al claim values
) Replace an incoming claim value with a dfferent outgoing claim vakee

_ Replace incoming e-mall suffic claims with a new e-mail suffic

| <Provious | [ Feish | [ Cancel

f. (FFTLay) HFRLI—F—HIPUHOTSAMLIBHTEREIZOY A U LIz& EIZ, Sysdig7 5 v
F A —LT—ER—RATHREN-LA—RIZA—HF—DREUZEDHDHIGAE. BNDOE
BIL—ILEERT IBERDY ET, A—IR—RAD1—HF—ZDHFNBATHY. 2D
DIL—=ILIET TIZERSATWST=H. COFIBIEA T3> TY,

INETSIHEIE. DL—ILOEMIZI )Y I L. £5—E. ZIEVL—LEERT H-6D
TUoTL—FrEERLET, L—ILDARTEAAL, TV UEFERALT, ZEVL—LD
BREELTRZERLEY, EEVL—LOEEICOVTIE., 74 —ILRIZARIZEEAAL
F9, [ETIZV Uy Y LIz, DLb—ILOEMZES ) vo L, BHOIL—ILEERLT, &
DREVL—LIATEHDEEI L—LIATITEBRLET,

&._) sysdig et



Configure Rule

Stopa “You can corfigure this rule to map an incomi clai . As an option, you can
@ Choose Rule Type mmmnmmgdmmmnmgdmvﬂ Spuﬂhhwmgamw»mloh
eutgoing claim type and whether the claim value shoud be mapped to @ new claim value.
@ Configure Claim Rule
Claim rule name:

| Transizte Given Name to first name
FRule template; Transfom an Incoming Claim

Incoming claim type: |Gven Name v
Incoming name |0 foamat Jnspecifiad v
Qutgeing claim type! [Fldnund v|
Outgoing rame |D fommat | Unspecified vl

®) Pass through all claim valuss
O Replace an incoming claim value with a diferent outgoing claim value

_ | [Bone.. |
) Replace incoming e-mail suffix claims with 3 new e-mal suffic

New e-mai suffix

Bample: fabdcam com

Configure Rule
Seps You can configure this nule to map an incoming csim type to an outgoing claim type, As an option, you can
@ Choose Rule Type also map an incoming claim valus to an outgoing claim valus, Specy the incoming claim type fo map to the
‘oulgoing claim type and whether the claim value should be mapped to a new claim value.
@ Corfigure Claim Rubs
Claim nde name:
[Translate Sumame to last name
Riule template: Transform an Incoming Claim
Incoming claim type: [5umame v|
coming name [D fomat eered vl
1
Outgoing claim type: |le~:tname| vl
it gong name [0 fomat: M 1 :I

(®) Pass through al claim values
) Replace an incoming claim value with a dfferert cutgoing claim value

clmim walue | | Browse.. |

Exampla: fabokam com

<Previous | | Fnish | [ Cencel |

g mEDI—ILEERLERICIETIZVUYITHE. ITAE—IZTRTOIL—ILBKRRE
hET, [OKIZV Vw93 5L, Sysdig7 TV Hr—3 3 VOADFSERMNTET LEF . Sysdig
YR— DAY R—FJ I IR FTEETEIAZIT—FURLZFEAL THEROAEEZETT S
L. TRALTEET,

&)sysdig .



v Edit Claim Rules for Sysdig Monitor [ = | & [ x]
lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Name lssued Claims
1 Sysdig Monitor Usemame E-Mail Address Given Ma...
2 Translate Email to Name 1D Mame 1D
3 Translate Given Name to first name first name
4 Translate Sumame to last name lzst name
AddRule... | | EditRue... | | Remove Rule...

ok |[ Cancel ][ el

IdPIZ& > TBlRENB0T14070—0DBE (AF>ay)

(AT ay) LROFIEIE. Y—EXTONA F—DFIRT 5SAMLEERZER L TULVET, IdPIC
SO THIBENASAMIUIBR ZF LT 5188, CNIZADFSTHLAEETT AN, LI T TiHEAIT HEBMDF
IEASBETT,

1. Sysdig7 5w 7+ —LTIE, IdPIZ& > THEEN DRI A 0T 0—%2ZIFTAND DI,
RelayStateD4EFEDHRENMBETT, TR FEN=ADFS/A—2 3 U TlE, Z DRelayStateD{FE A
XTI7HILETEMZGE>TVES I EMNDMY FE LT, Microsoft DEEETID FEYZIZTDLVT
HELCHRBALTWET, ThEEMITT BICIE, Microsoft 74 —5 LA Ly RTHBAIA TS
&S5, ADFS;RR T

$systemroot$\ADFS\Microsoft.IdentityServer.Servicehost.exe. config%ﬁﬁ% L.

<microsoft.identityserver web>t 9 ¥ 3 >(:<useRelayStateForIdenitiatedSignOn
enabled="true" />FBMLET, EEFHRHFELIzL. ADFSH—ERZHEH L TEEZEIIC
LET,

7é
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https://docs.microsoft.com/ja-jp/archive/blogs/askds/ad-fs-2-0-relaystate
https://social.msdn.microsoft.com/Forums/en-US/25239ff7-a33d-4f3e-a7a8-5a3c47d733f7/relaystate-support-in-adfs-30?forum=Geneva

. #BAIZ%H€ > T. Sysdig Customer numberZHRE 3T 2 LENHY EFT .
3. Rz, IdPIT& > CRAtaENS0 5 (4 VURLEERT DRENHY FT,

ELWEREICMZ T, BYICURLT>aA— RSN TWARERAHYET, COBREZHEIZT
BIZl%. T MOADFSRelayState Generatory —J)LZFERALET, EEILF=-5. LLTDEZ AR
L. [URLOERKRE2EI U9 I LET,

e |IDPURLXZFF(Z(L. https://YOUR_ADFS_SERVER/adfs/Is/idpinitiatedsignon.aspx& A A L
FY

o FERAEFAZBHAFICE. ROVWTIAIDEZANLET,

e Sysdig Monitor 2 &3 5B &1L, https://app.sysdigcloud.com& AHLET

e SysdigSecureZ##E 3 15 &%, https://secure.sysdigcom&E AN LFET,

o JL—KRE/A—Hvy 7T DIFEIL. #/scustomer=CUSTOMER-ID-NUMBERF A A1 L. Al
DRAT v T T LI-cusToMER-ID-NUMBERZF B = X T

ADFS RelayState Generator

AD FS 2.0 (Rollup 2 and Greater) RelayState Generator for IDP Initiated Signon

IDP URL String

https://fs1.example.local/adfs/|s/idpinitiatedsignon.aspx

Relying Party Identifier
https://app.sysdigcloud.com

Relay State / Target App
#/&customer=5551212

Generate URL

Results:

https://fs1.example.local/adfs/Is/idpinitiatedsignon.aspx?
RelayState=RPID%3Dhttps%253A%252F%252Fapp.sysdigcloud.com%26RelayState%3D%25
23%252F%2526customer253D5551212

\
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https://docs.sysdig.com/en/find-your-customer-number.html
https://jackstromberg.com/adfs-relay-state-generator/

4.

\
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IE

SNFEY,

CDFERURLIE., SAMLEHGRRED A 2 T—2 T MYIZRYFIFEH A2 T—2URLTHERA

Y—ILDFERURLZEARAL T, IIPTRHIEESNI=-054 %TXFLET, ZDMicrosoft
J4+—5LALY ETIK, 2a—H—N

rTEFET,

John Doe Properties [ » I

| Published Centicates | Member Of | Password Replication | Dialin | Object |

Securty ! Environment I Sessions | Remate control

| Remote Desidop Services Profie |  COM+ |  Abute Edtor |
Genewal | Address | Accourt | Profie | Telephones | Organization |

% John Doe

First name: John Initials: l:l
Last name: !T:Ju-e |
Digplay name: |J0hﬂ Doe |
Description: | |
Office: | |
Telephone number: | | | Other... |
E-mail [idoe@adistest lncal |
Web page: [ | l _Othl _J
ok || camcel || ooy |

Q) sysdig

https://YOUR_ADFS_SERVER/adfs/Is/idpinitiatedsignon.aspx® FILZE 9 A Za—m5TF7 1)
T—LaVEERLIEZEEIZ, EDESGURLEFERT 5K SICADFSZHERT 5 £FBA LA
[CRABETHDZLITFEL TS, zZL. URLEADR A LKR—FLNERIET v I T —
JURBMIEBHRAL I ENTEET,
NT., EFA—ILT7 FLAMNER S T-Active Directory1—H—Z2FARALTATA VE TR
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https://social.msdn.microsoft.com/Forums/vstudio/en-US/e40a1035-c048-4434-a35b-f60394b2c18f/is-there-information-on-configuring-idp-initiated-sso-on-adfs-30-?forum=Geneva
https://social.msdn.microsoft.com/Forums/vstudio/en-US/e40a1035-c048-4434-a35b-f60394b2c18f/is-there-information-on-configuring-idp-initiated-sso-on-adfs-30-?forum=Geneva

ARIT—RDTRAE (FFT>3V)
IDPHEFIROB®(=0 E—F %4 2 F—AURLAE L\ & #BEBT 5I<lE, T 94 —hSHEET
PDEALTAZT—HURLETRMTEFET,

URLIZCZVERT B E, TT0H—IE, UTICRIBIDESIZHEEDIXMLI 74 ILET IZFHY
O— RKIB3REAHYET, TREEREIZAHLO— KT BH=HIZ. ERBFEHROADOCEFOMDE
FaA)TARRIIVDEHY FFA, CNDBTIEFHELSHWNGEEIE. IDPEREFIEICBE7Y XL TK
20y,

<?xml version="1.0" ?><EntityDescriptor xmlns=
"urn:oasis:names:tc:SAML:2.0:metadata" entityID=
"https://app.onelogin.com/saml/metadata/680358" ><IDPSSODescriptor xmlns:ds=
"http://www.w3.0rg/2000/09/xmldsig#" protocolSupportEnumeration=
"urn:oasis:names:tc:SAML:2.0:protocol" >names:tc:SAML: 2.0 :metadata " entityID="

https://app.onelogin.com/saml/metadata/ 680358 "> ...

OpenlID Connect (SaaS)

TE

CDHA FlE. 7579 FR—X (SaaS) SysdiglREBICERE T, # > TL I RDSysdigiREZ1ERL
I 5BEIE. £ YIZOpenlD Connect (On-Prem) B LT &L,

Sysdig 75w 7+ —L®DOpenDYR—KIZKY., BIRLEZAT T4 T4 T0IN( 45— (IdP) %
N LF=RAEMNTFREIZHEYEST, Z0OEY S 3> TlE, OpenlD Connect#Sysdig Monitor & Sysdig
SecureMMA EME L TEMITT H5AEICOVNTERBALET,
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https://app.onelogin.com/saml/metadata/680358%22
http://www.w3.org/2000/09/xmldsig#%22
https://app.onelogin.com/saml/metadata/
https://docs.sysdig.com/en/openid-connect--on-prem-.html
https://openid.net/what-is-openid/
https://en.wikipedia.org/wiki/Identity_provider

B=E

SysdigOpenID#EED R E

Sysdig7 5y b 74 —LITEE. MBOI—H—TFT—23R—XZ#HFLT. —F—FLLIXT—FD
NY1FREFELET, KD YICOpenlDEFERT H &, HBEOIPICYF ALY LT, 2—H—4%&/
INART—F, B&LUSysdig7 TV —2 a3 oADT I CREHFATHEOICTRERZOMDKRY) O—%
BREETEET, OpenlDICKBEBIALABNT S &, SysdigFoy b7 +—LDA—HF—FT—E X=X
MIETH1—H—La— KHABEMICERSNETH., IdPISEIE S Nz/IRT— KX, Sysdig75 v

FIOFA—LICK>TRONFZYREINFLZYT LI EEHY FEA.

EXNGHEMET—Y 70—
ATyF FFvay EE

1LENERL, BE e Okta I nlE, Sysdigh'FEMGHEERETRA FEETL, E£EDO X2

THIPERELE (OpenlD) AVNEFERALTHET 5AHEZHELI-OpenIDTO/NA 4 —TT,

e e Onelogin OpenIDTRA/NA H—A 1 R hEh TGS (QpenlD Connect
(OpenlID) DiscoveryZ#HHR—FLTWEWVWBLDZEEL) . TN THSysdigT S5 v

e Keycloak PO+ —LTEMET DAEEMENAHY £9 . SysdighR— FIZHEBWE

(OpenlID) heE &L,

21—H—[ZEEBRLT OpenlDiREZ V&Y app.sysdigcloud.comZ f=[Fsecure.sysdigcom>R— I 5| £ EZE A

LoV =AM 07 UvsL, s&EA OALET,
O—%#3#E$5:32 HALET
DATvay
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