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Scan Results

Showing 9 of 9 |

(©)] 9 Images Scanned

mage
Scanning

Image

Jocker

docker
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docker,

dockeric

W 7/ Passed W 2 Failed

d-bench

-scanning

. AWSFargate -

onnector-s3-bucket-config

master

config

AWS Fargate % | X|w

Runtime Scanning Alert

W 9 AWS Fargate

Sysdig Node Image Analyzer
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master
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Status

© Failed

Passed

Origin

AWS Fargate

AWS Fargate

Y sysdig




SV LDEBDEL ExIE

TIVr—2avER/MROERET VAR THRET 5 EITEY. UM LYRVERBT HEAT
FFET . F LRI —TR BEGBHEOEBHAOEILEZERT ILENHYET . TTVr—2avEHiE
FHLUBCKHBEEMSIENTEDSRYS—Z T HEIFRETY  F1-. FargateZR IR T L=
HAVDTUMNRIEDT=OICFMARRERMASLIICLTZEWN, SURM LD YRV EFBELT=HIZ. Th
BDARATYITEEEBLTIZEL,

o T—YUO0—FDEEEZEEL. VT IRDTITIETA4ZERL. Fargate DB ELBRARUIERET ST
VRA LtFxa) T4 R —FER. #ELET,

o Y—ILEFALTRIS—ZBEBMICEBE - HRITLALEY., I<CICFER SFalco/ll—ILEE A
LI=UTBIEMNTEET,

o Kubernetesé7 T DAZT—RZHEAL T, R/IMFIELER LRy T—OR) O —FEELFE
ER

o MROS—IYTEFELST. BEDRYR/F—ER/TTV/ZTIZHAYT DRI —BIEER
25| TH Rk,

o AWSCloudTrailAJ DA R EEBEHFIALT. V5VFH—ER LOEBORELEETERA,

o FargateDARVFERAKRREERL. ERELGTIT(ETAERELET . R T—VEREEHT S
LT KRB, VA LDEE. BEUIBEAIEA—ICET EHRNEONET, —BOREE, X2
TR TIEACERT7S—FELTRMIZBRESET,

o AVITUMKRIGEEEILL., FargateDFMAEBRFEZANTIAVTFOIZIVFEXF2LITADE
BICHRIZHIELET . TILFISORRBICEITDISVREITTOEBREH —MICBETES L
SITLET . VAT LO—NUNT—RIZEINKFYTFy—I74 LV EFERALT. OV TFEX T4
TURDITWD A Z ITHA TG IOBEBICRKREBECEZONDKSICLET , COFMTEHEICKY. O

&) sysdig °



DT TGO RTH, BRANETV.. BEARRAZRET HENTEET,

Runtime Policies © Add Policy
u Suspicious Filesystem Changes Updsted 5 days 800 : g
® High & {8 Suspicious Filesystem Changes s | =
Entire Infrastructure 4 rules | Notify Only
@ High S ¥
® *w @ Access Cryptomining Network ctated § diays i
Entire infrastructure
- Suspicious Network Activity
el @ KUDSNElEs AMEEDAce Name etwork-1001
User Management Changes Er astructure
Medum @ AV Changs
Disallowed Container Activity ated )
® °®nx 0] R R - rule: Create Symlink Over Sensitive Files
@ ‘Susplicious Container Activity T Kite’ alow mont tored ale 5
Ent frastiuciure
Inadvised Cont. Act e reate rile de
Modum [ "dvised Container Actiity ,‘ — -
Unexpected Process Activ rule: Create Hidde - Directorie i
M @ B
rule: Modify binary
s Unexpected Spawned Processes
= rule: Delete Ba ry -
i 1 Su.:p\mou's wa‘cav:lechau: - "
. uctre " Ny ’ rule o o
& i @ Suspicious Package Management cnahqn
WREE AU = rule: Modify Sn nfiguration File
Notable Filesystem Changes o
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s Cloud Activity

unt > Region > Re

S Fiosou All Activity

Summary Events

. Apache writing to non allowed directory = = @

Detect outbound connections to
common miner pool ports excluding = =2Q

. . localnets

. Console Login Without MFA = 1=Q

o

. Logged in without Using MFA = I=

Detect crypto miners using the Stratum
protocol

o

. Terminal shell in container = |=
. Create Customer Master Key = |=
[ cioucTrai Trail Deteted ==

eu-west-2 Create Security Group Rule Allowing SSH _

Ingress

e © © & ©

. Delete Bash History = =

Identified suspicious filesystem
activity that might change
sensitive/important files
container.id

d101a2aff53a

container.name

k8s_st ping-php_st ping-php
showing 164 of 164 events In last 331 hours
= evt.arg.name

(@ Paused )

Apr 12, 11:15:45 am - Apr 26, 11:15:45am 14 days 3H 12H 1D 3D W 2w 14 °
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Events

Everywhere Fd

Q gh nfo
Tiggere Fri Mar 19 2021 at 17:36:52 | 3 hours ago %
Terminal Shell in ECS Contalner Terminal Shell in ECS Container
o y 166dcbb3552d459 7b2022bea3t1b12a6
Authorize Security Group Ingress
ggered Rule

name Terminal Shell in ECS Container
Revoke Security Group Ingress

ruleType AWS CloudTrail

A Authorize Security Group Ingress ruleName Terminal Shell In ECS Cantainer

An interactive terminal shell has been executed inside a
Revoke Security Group Ingress n ECS container (reguesting user=arn:aws:iam::8451516616
75:-user/alejandro villanueva, requesting TP=95 63 27 4,
AWS region=ap southeast cluster=alejandro test-ecs ex
ec, container=amazon-linux, command=/bin/sh, task=33affd
121 U B ] Terminal shell in container 8b2aBB48bfb37162a1da%aale6)
1 capture | kubernetes clustername=demo kube aws and kubernetes.namespace name=terminal-shell-in-container and kubern

cloud
1 A © Launch Suspicious Network Tool in Container
kubernetes cluster name=demo-kube-aks and kubernetes namespace name=store-frontend and kubernetes.deployment name aws
aws ecs

© Launch Suspicious Network Tool in Container

kubernetes.clustername=demo-kube-aws and kubernetes namespace.name=suspicious-network-16ol and kubernetes.deployrt
aws_ecs_exec

6 (@) CVE Update - docker.io/sy p-forensics-1-phpping:0.1 s Tae
kubernetes.clustername=demo-kube-aks and kubemetes namespace.name=store-frontend and kubernetes.deployment.name:
s0c2 CC6.1
© Ingress Object Without TLS Cert Created
kubernetes.cluster.name=demo-kube-aws pei_dss_10.1
4 ® @ Create/Modify Configmap With Private Credentials peidss 10.2.1

kubernetes.cluster.name=-demo-kube-aws
nict GNNLET APAY

Mar 18, 8:26:50 pm - Mar 19, B:26:50 pm Last1day  10M 14 64 124 0 30 |4 (@ Live
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© AWS Fargate: Cluster Overview @

Team Scope

Pending tasks Running tasks

1
0

Desired tasks

1

Task by Service
1.00
0.50
0.00
07 AM 08 AM 09 AM 10 AM 11 AM 12PM
Apr 23, 12:30:00 PM value

sum by (dimension_ServiceName)(aws_ecs_containerinsights_running.

Service: fargate-redis 1
L

6:30 am - 12:30 pm Last 6 hrs (10 mins intervals)

+ kubernetes.clustername is demo-kube-aws  »°

CPU utilization

Memory utilization

- - = -
100 % 100 %
!
0% ﬂ ﬂ % (\\ 15
OTAM  DBAM  09AM  10AM  11AM 12PM O7AM  DBAM  DIAM 10AM  11AM 12PM
Apr 23, 12:30:00 PM value Apr 23, 12:30:00 PM value
avg by (dimension_Service ecs_contai ights_cpu_utili. avg by (dimension_ServiceName)(aws_ecs_containerinsights_memory...
B Service: fargate-redis 019% B Service: fargate-redis 059%
Storage read / write
- - Apr 23,12:30:00 PM value
10,00 Storage Read
B Storage read service: far. 2.C
Storage Write
B Storage write service: far 41
5.00
A AT
0,00 —
07 AM 08 AM 09 AM 10 AM 1AM 12PM
£ ~ "\
UTC 5M 10M 1H 6H 12H 10 2w  ZoomoOut |4 () ( e )
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