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- compliance kBs-bench.2 1 kubelet tests_pass
liance.k8s-bench.2.1.kubelel.lests_warn
+compliance. kBs-bench.2. 1 kubelet.lasts_fail
Test Details (1.1 - API Server)
10M 1H 6H 1D 2W  CUSTOM S —  Z00M 2x
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CIS Kubernetes Benchmark

o

1. Kubelet 21

Remediation

CIS Docker Benchmark

12 Ensure that the ~cadvis

13 @ Ensure that the ~rotate-certificates argument s ne

O Download CSV

3 ar Feb 5 2020 - 700 am

42.01.00:80.00.00

Kubelet

is-auth argument is set to false (Scored)

the —authorization-mode argument is not set to AlwaysAllow (Sc

ppropriste (Scored)

Scored)

ONNeE ent 18 not set to 0 (Scored)
o at i ct-kernel-defaults argument is set to true (Scored)
sure that the -make 2s-uti-chains argument IS set to true (Scored)
hat o ame-override a 10! )

5 581 10 0 (Soc

tis-cert-file and ~tis-private-key-file argum

tis set to 0 (Scored

set to fals

et only makes use of Strong Cryptographic Ciphers (N

& Download CSV

ompieted on Feb 5, 2020 - 7.00 am

fost Mac 4201:0280:00:-08

Host Configuration

re a separa’

partition for containers has

n created

sen hardened

itrol Docker daeman

daemon Ar
S ocker files and directaries - /varflib/docker
¥ o
d for Docker files and directorie:
0
Ensure auditing is confiqured for Docker files and directories - docker. service
Ensure 3 or Docker files and directories - docker. socket
P
configured for Dacker files and directories ault/docker

2215 —N—"C¢IC1DNOBEEIZHEE (a>TF)

BEHDEHA

ERBEFa)TAULANLERELT HHENR LY —N—IZHFLLGVE ST, $—1=T¢IC

t sysdig
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1IDDFELHEDHERELEFT, -EXIE, WebH—/N\—, T—2R—XH—/\—_ DNS[Z
ARDY—IN—IZEETIHENHY FT,

HAEFES4M4>

ERDEF21VTAULRILERELET DY —N—HENR LY —N—[CBRESNTLIEHR. ¥
Fa )T DEVEENFET S0, X1 TADZ—IXNEVHEEDEFL) T4 LALN
BFLES. I, Fa ) T4 LRNLBNMENS—N—HEEICK Y, B LCY—\—LDthDiEE
[ZEFa) T4 LOMBENECDHARMLHYET, VATLEBRRESLUVEETOERAD—
MELT, SETFLY—N\—BEOEX1 T Z—RXEEERTHLITK Y, MBIE. FE
FREFAVTALULANLERELT HHEAR LY —N—ITHBFLLVESICTHIENTEE
ER

AVTFFaAVISAT VR TA—F

IhFE. aVTFHEETCHAETYT | ChozERTEHE. MBI VISR NI VFvEHF
YRIZETIC, RTFOTOREZEWVCHHTEET, £z, aVTFITLIC120OTO0ER %
ETTHETT, 7= 0—KF258T5-0NLYBETERANDROEVWAEZRELET,

Sysdight& M &k 3 [ZRILDH
SysdigSecureZ AT 5 ¢, IVTFTFRD TOERDEICHT BEREBRHET HR) O— %185
L. #FORYS—IERLEBSIZOVTHEREIBTTEEY,

\
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pA=k &8 1]

tin olicies » PCI Compliance Control 2.2.1 - Process Isolation

Name PCI Compliance Control 2.2.1 ess |solation

Description implement only one iary function per server to prevent functions that require different s ty levels from

coexisting on the same server.

Enabled .
Severity Medium

Scope Custom Scape

Rules [ Import from Library € New Rule

Name Published By

Detect process not mysgl Secure Ul OR

Actions

Containers ® Nothing(notify only) Stop Pause
Capture

Notification Channels

untime Policie olicy » Detect process not mysql | cancel R
Rule Type Process Rule
Name Detect process not mysql
Description Ensures a container image doesn't run processes different from mysgl
Processes If Matching (@) If Not Matching
mysaql
Tags PCl

Y sysdig 2



FalcoZ 4 4 LBRHEIL—ILIE, BRI —N"—TOEXELUR— b S TIEGENS 2N DY
FERETZIMNDFFS T4 v DBHLEETEES,

+H

Rule to detect inbound or outbound traffic not to authorized

H

server process and port

4+

Security standards that apply to:
# PCI 2.2.1. One function per server isolation (containers)
- macro: restrict_binary port
condition: never_true
- macro: restrict_image
condition: container.image.repository=nginx # change to image to monitor
- macro: authorized_server_binary
condition: proc.name="nginx" # change to binary to allow

- macro: authorized server port

\

Q) sysdig 2
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condition: fd.sport="88" # change to port to allow
- rule: Outbound or inbound traffic not to authorized server process and port
desc: Only authorized process should receive network traffic.
condition: >
restrict_binary port and
inbound_outbound and
container and
k8s.ns.name in (namespace_scope_remote_nodomain) and
restrict image and
(not authorized server binary
or not authorized server_port)
output: »
Network connection outside authorized port and binary

(command=%proc.cmdline connection=%fd.name user=%user.name

container_id=%container.id image=%container.image.repository)
priority: WARNING

tags: [network, PCI, PCI_DSS_2.2.1, PCI_DSS_2.2.2]

\
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222 HEHY—EX, FAbral, T—EVOHEEYIZT S

RHER
VAT LOWEEICRER, RBEHY—ER, JO LI, TEVREDHEREMILET,

v bl o 2
EH116THRAREZESIC, FY M IT—VERBRIZCSSTEOHICEEOHIBAN—BRNIZFERT S
Z2LDTOLILNPEDRRATREIZEDS (FIETIHILNTERIZHE-LTWD) ZELHYE
T, COBEHZHRBOBRELESLUVEETOLRD—HELTEHDZEIZLY., BRELY—F
AETOPILNDHEEMZILET,

AVTFFAVTISATIORTTA—F

AVTHIE, AIEEGRYDBLTT TV r—2 3 VRIS ERBELET, Chik. VT
FTEIZIDDTOEREETL. A VISR ESOVFYRADOEZTERLRY FT—9E&U
T7AIWNE—UTEER—FENLTRIET S LEZERLET,

Sysdight&D & 5 [Z|®ILDH

Sysdigld, BBEADITRTDTITAETAZHART. PATLEEOR—XS54 VEERLE
¥, TIHhH, RUI—ZBBERL. aVTFHFTETHROFHRLAVWITO RO, T—FE2. T
OERAGERHINE I N EHEICHRETEET,

\
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Image Profiles

Status  Image

[ dockerioflibrary/wiordpress php? 2-apache

L] dockerio/sysdiglabs/recurling0.2.

L] registry ng bluemix net/armada-

(] registry ng.bluemix net/armada-master/node¥3.6.5
L] docker io/sysdig/agent .50,

mysqls.7

Kis gerio/eoredns:1 31

WeaveWOrks/weave-npe2 5.1

KBs gerio/kube proxyv1 140,

1212615148033

602401143452 dkrecr.us-east-1. amazonaws com/eks/pause-amd643.1

reqistry ng bluemix net/armada-master/keepalived-watcher 169

registry ng bluemix net/armada-master/storage-file plugin 357

Netwark Processes File System
sas T

un T

LT 1T

un

wan T
sun nen
sam T

T T

un asm
un aus

docker.io/library/wordpress:php7.2-apache@cc4fcbd51ddc71c938ee975303e...

& Done Learning

> Network
> Process
> File System (read only)

> System Calls

Create Policy From Profiles

t sysdig

EENE High

HENE High

TCP IN Ports - tcp ports
size: 2

443

3306

TCP OUT Ports - tcp ports
size: 1

80

UDP IN Ports - udp ports
size: 1

53

No data found.

B Confidence Levels

System Calls

see

28



Enabled
Severity Medium
Scope Custom Scope

containerimage.ia

Rules
Name

TCP IM Ports - docker io/library/wordpress:php7 2-apache@ccdf

UDP IM Ports - docker io/library/wordpress php? 2-apache{@ocaf

LIDP QUT Ports - docker iodibrary/wordpress.php7 2-apachees

Actions

Containers @) Mothing(notify only)

Caplure

Motification Channels

F71=. Falco)l—I)LZEFERAL T, 221THBAINTNDS LS IZ, EBESIN=/N1F 1 £ER— FD4

BOERERHT S L TEFET,

\

Q) sysdig
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Description Policy autormatically generated by Sysdig Profiler v1

TCP OUT Ports - docker.io/library/wordpressphp?.2-apache@cc.-

Processes detected - docker io/library/wordpress:php?.2-apache..

Image Profile - docker.io/library/wordpress:php7.2-apache@...

Name mage Profile - docker io/ibrary/wordpress php?.2-apache __:.L‘C‘-'-'L'DCI:' ddc71c938e9753032297012399c2

ng.v1.0.0
ng_v1.0.0
ng.v1.0.0
ng_v1.00

ng_v1.0.0

cfd85caal9a3idf..

cedfcbdS1dde 108380097



28 AT LAVR—R I FDA IRV Y
EH-DEA
PCIDSSOFERIZHD VAT LAVR—F Y hOA VR M EHELET,

v bl o 2
TRTCDVRATLAVKR—R Y FORFIVR LEHFTLHILICKY . HEIEPCIDSSa Y FO—
WERETH-ONBREDNHEZEENODENICERTEET, 1 RNV FYMRGLE, —ED
DRATLAVR—RY EREAON, HBOBBIEEN SR> THRASNDETREEAHY FT,

AVFFAVISATURTIA—F

ZLDBE. AVTFRA—TAIL—E2—TTIOMENFET, ChiF, EDIVTFNEZT
TIOAENTVEDNEEADHFETELLL LG EEBRLET, T, AV THHRIKRICE
ASNDZEERELTL 5O, BAGIAVTSATUREHEFTHICEE. RERITSATWSI L
EBRIZRT SN EETRICERTIDLENDHYFET,

Sysdight&D & 5 IT|/ILDOHM

SysdiglZld. YRATLLETEFTENTVWETRTORRA AV TFFOEFENLGEL—21—H—
[CIR#ETEIIVRTO—FE21—IFRBLTVET, COT—TLEFERALT, BRLEZITRATO
VRATLAVKR—R YV FERSARABEUVFTARTEET, ROTHICHIHEMaY FO—)LEFE
BAT3I&I2&Y, A—F—FLWDOTELHEDYESA VISR CSHF Y TETSATWVNDOUT
FTEBICHERTEET,
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Explore

= ~ BiHosts&Containers ~  hmhomams v

= cloaProvder ratan

w Eresy néstactse 9 frd g

b OO -po 4

y  Ferge-aicoorgrydeind-pooed

»  ghegaranoproTrs delud poo 4

¥ el g
3 ek large
¥ ol g
- el arge
Pl s i il e
e OO T T ol g
e CRSTTEIATY kg
' Oo=lHIE el e
a1 51 emad S ek arge
] 1 SR Lt
I e e
R ol g
IR TRt TR e e
a3 Tl R o g
o IS e e
a0t AAOr A g
ol ed ] el g
eyt M b e
a0 10w S el
o Than 7117 el e
Explore

= v B®Hosts & Containers ~

Name

~ Entire Infrastructure (9)

>

>

\

7é

gke-gke-istiopromgra-default-pool-4...
gke-gke-istiopromgra-default-pool-4...

gke-gke-istiopromgra-default-pool-4..

ip-10-0-11-0 (1150)
ip-10-0-11-200 (680)
ip-10:0-13-176 (19)
ip-10-0-17-205 (734)
&> 0001537436b
&+ 00335bf77bed

Q) sysdig

%0 503
L 3] 52
X AL
450 B3
A b 1
2 4
L] =
&5 w4
it a1
o o
o
<0 =01
fn i
G 01
@t a1
0
o
o
o1 <1

hosthostName ¥ X

~ cloudProvider.instan...

md4 large

mé.large
md.large
m4.large
m4.large
md.large

md.large

v [ —-.]
W0 b 179 a0 &0
XA LE:] 204 Fal ]
£l 1] as (4] 1%y
s 187 23 3

Lal] in 441 &t
525 -1 51 51
3T 151.5 663 (%]
a 1] 0 [
Q o [1] o
] o a o
0 o 1] o
a4 1] a o
a 1} L] [
0 (+] Q [
] [ | 0
] [ (4] o
] [} i) [
0 [ [} o
a o 0 o
(] 1+ ) o
0 +] i o
o o J o
U] 0 1] [

containerid ¥ X
cpu.used.percent...
299
59.1
33.1
49.8
233
12.1
19.8
16.5

<0.1

C]

memory.used.pe...
50.3
56.6
40.1
68.2
213
704
53.0
49.4

<0.1

Qg

i bytes iotal L

31
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2.6 RBRRT 1 VTS MRS

BEHoniRmn
RERRT 427 7ANAF—E, BIUTATADRAMRELN—FRET 22 RET D
ENHYET,

v bl o 2 %

hiF, RCHY—N—LEDEBDISATY MIEBRRAT 4 VI BEZRETEIRRAT 05T
ANA S —RIITTY, IRXRTOT—EBRRELY—N\—LIZHY. BE—DEBEOHIETIZHIEE.
INODEBFY—N—0DOHREILEE. BLDIVSA T FTEETETEFEA, CNITKY, V54
T2 RMIDITRTDISAT7Y P BREBEO X1 TAICHETIRETHIMERERV YT+ E
BMTES6H, BEOHIBEAIMEDIRTOISATY RDT—RIZTIVEALT, 597
AT DT EBHEICRETHIENTEET,

K4

AVTFFAVISATUORTIA—F
AVTTORRKDFRADIDIE, RLYMEASA VISR NSV F Y TEBDT—/ 00— FEETTH
ZEITKY, VY—RBEZHIFTESDIETT, InITKY, T—2FET A MEL, 21—
Y—[CTILFTFT 2 MEREF IR T DHEEEHICR Y F L1,

4

Sysdighf&ED & 5 [T|/ILDH
SysdigDF—L#EEIX, AV TTRENGINRELFNT+—I UV RERT—I~NDT I EREET
AU METBEOITERINET, EMIEIELIURRATA VI OERIF. ChEFERALT. BE
[CIRIREERADT VLR ZHAETICHERICT—2ZRETEET, £, ThiEFT—2070 ¢
RAEHAETIZ, ARELSA VA—FILTH—EANED LS IZRESATVEZON ZILET S H
BTCHERATHELTEET,

<
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& user Profiln Team management

b

© Add team

n
£

Scope By Scope Default Team

f 0 m O ® »

FalcoZ VB A LX) Ta4IL—ILIE. 2—F—FLBENSFTIUNRILY RA—RAR—REEE
Li=hEShERETEET,

# This list allows for easy additions to the set of commands allowed
# to change thread namespace without having to copy and override the
# entire change thread namespace rule.
- list: user known change thread namespace binaries

items: []
- macro: user_known_change_thread_namespace_activities

condition: (never true)
- list: network plugin_binaries

items: [aws-cni, azure-vnet]

\
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- macro: calico_node

condition: (container.image.repository endswith calico/node and proc.name=calico-node)

= macro:. weavewo r‘k545 cope

condition: (container.image.repository endswith weaveworks/scope and proc.name=scope)

- rule:

desc:

Change thread namespace

>

an attempt to change a program/thread)'s namespace (commeonly done

as a part of creating a container) by calling setns.

condition: »

evt

and

and

and

and

and

and

and

and

and

and

and

.type = setns

not proc.name in (docker_binaries, k8s_binaries, lxd_binaries, sysdigcloud_binaries,

sysdig, nsenter, calico, oci-umount, network_plugin_binaries)

not proc.name in (user_known_change_thread_namespace_binaries)

not proc.name startswith “runc"

not proc.cmdline startswith “containerd"

not proc.pname in (sysdigcloud_binaries)

not python_running_sdchecks

not java_running_sdjagent

not kubelet_running_loopback

not rancher_agent

not rancher_network_manager

not calico_node

&)sysdig 3



and not weaveworks_scope
and not user_known_change_thread_namespace_activities
output: >
Namespace change (setns) by unexpected program (user=Xuser.name command=Xproc.cmdline

parent=Xproc.pname Xcontainer.info container_id=%container.id

image=%container.image.repository)
priority: NOTICE

tags: [process, PCI, PCI_DSS_6.4.2]

FalcoS VB A LtFa )T aAI—LIE A VNI FERY FT—=D 374000, REET HLE
AHAHAVTFTOA—ALIITHY FT—I DN LERLZEZRETEET,

# Rule to detect network connection outside local subnet
- macro: enabled_rule_network_only_subnet

condition: never_true
- list: images_allow_network_outside_subnet

items: []
- macro: scope_network_only_subnet

condition: »

not container.image.repository in (images_allow_network_outside_subnet)

- macro: network_local subnet

\
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condition: >
fd.rnet in (rfc_1918_addresses) or
fd.ip = "@.98.8.8" or
fd.net = "127.8.8.6/8"
= rule: Network connection outside local subnet
desc: Scoped images should only receive and send traffic to local subnet
condition: >
enabled_rule_network_only subnet and
inbound_outbound and
container and
not network_local_subnet and
scope_network_only_subnet
output: >
Network connection outside local subnet
{command=%proc.cmdline connection=%fd.name user=Xuser.name container_id=%container.id
image=%container.image.repository namespace=¥k8s.ns.name

fd.rip.name=%fd.rip.name fd.lip.name=%fd.lip.name fd.cip.name=%fd.cip.name

fd.sip.name=%fd.sip.name)
priority: WARNING

tags: [network, PCI, PCI_D55_6.4.2]

\
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F—TFoBRTV IRy FI—0 RN LED—FERRT—
S DEEEHEIETD

HEFERT. EEOHABEALBEIZTIVIERATELRY FT—0ZNLEVY EYIZEVWTES
LT IBENHYFET, BoBREDTAVYLARY FT—9 LAV—BELELIUVRIETD b
JLOMEEMEE. BEMEERLTH—FRAET 2 REDRHET I/ LA ZRFTL2EEDNHD
BADEMELRY ET,

4.0 BE T— 2 AOBA LGS

B
BAKEELEEF1UT A TORINEEALT, A—ToBATY v IRy kT—VENLE
REFIC. ROKSBH— FRABORET—2 £RELET.

o EHTEELHX—LIAHEDANZITAND

o FRAMOTOLINIE, REHN—D 3 VEEIEBOAZYR—

o MEBILEE. BEEAVEAD—LLTHELATLSIMIEEL TS, A—T %N
TV 2y b IT—0 N LIzA—FRET—2DREEEESIE

HA RSy
COEHDOBMIE. 3T HEENET TV r—2a vERFY—EANRZICRELTVSAMNE
I EHEARETESZETY,

SysdigD#8HE
Sysdigl&., =& ZIEXSSL/TLSH#FERA LAELESEShTULWELMESREZREL., BBMIZCZS— %
I“ I) ﬁ‘—fgij—o

\
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Ingress Cbject Without TLS Cert Created

Ingress Object Without TLS Cert 7
e ’ ’
on— it
a .
st .
e+
¢ I .
e
-
- B import frem Library € New Rule
e Futvead 0y

® Mothingimatiy oedy Sop Pause

St pra P

Ingress Object Without TLS Cert... /7 X

# Falco

hout TLS Cert Created

output: KB8s Ingress Wi
(user=%ka.user.name ingress=%ka.target.name

namespace)

description: Detect any attempt to create an

ingress without TLS certification

tags: PCI

38
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TLSEEEAZE 7 L TKubernetes? S A2 —HNDA V5 LRA TP Y FOERRZE®RE T SFalco/l—/L

# Applies to standard:
# PCI 4.8. Strong cryptography for sensitive data
- macro: kactivity
condition: (kevt and consider_activity ewvents)
- macro: kcreate
condition: ka.verb=create
- macro: response_successful
condition: (ka.response.code startswith 2)
- macro: ingress
condition: ka.target.resource=ingresses
- macro: ingress_tls
condition: (jevt.value[/regquestObject/spec/tls] exists)

- rule: Ingress Object Without TLS Cert Created

desc: Detect any attempt to create an ingress without TLS certification

condition: »

(kactivity and kcreate and ingress and response successful and not ingress_tls)

output: >

K8s Ingress Without TLS Cert Created (user=¥ka.user.name ingress=¥ka.target.name

namespace=%ka.target.namespace)
source: k8s_audit
priority: WARNING

tags: [k8s, network, PCI, PCI_DS5_4.8]

\
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REGOARATLET TV r—a vk E#RE

6.15oF%J12kdtEXxal) T+ BBEDRETE

BHOHH

b1 T 4 BEEEROEETE Y —REEALT, X1 T« HBBHEBATETO
CREMIL, FrlcERINEX1UTFAHBRICURIS VXS (&1 . T8,
ME] #E) #BYSTETS,

HA RSy
COEHEDEMIE. HEARRICEEZEZASTRMEDHHH L VRBEEERFTOREICEROZ L
—GTQ

MESBHEIERODY —R(FEETERIDTHITNELZ LT, ELDBE, RUF—DWebH 1 ~, %
Roa—RTIN—T, A=) UH YRk, £1=IEZRSST 4 — FAEENFE T,

HBNREICEEZEZ STREMOH LB ELTHELS, BHEUEN LT VRV ZEHEL T
VORI ERENRHYET, LizA->T, M. BEMICHRBEEZTFEL. ThoDMEHEMN
[CURIZUOFVITHEBEYETHEODFEERETDIRENHYES ., ChlE. ASVGRFv U F
FIZFAEBBEBEER T v O TIERSINT., LA, HBEEROER Y —XEBIBICEERT ST
AtEXARBETT,

JROENFEITHIET (EAE, TE1 . Ty, HE &) | HBEREUVRIDOENE
B#xE &L YURRIZHEE. BEIBELF T, HOL. RRKOURIZ1-0THEBENER SN S THEMH
ERoTENTEET,

AVFFAVTISATYRTIO—F

AVTFHEESNET IV G—2a v EREOT TV =230 &Y BELCI/CDIL TS5 A4 V%S
LTHETES-O, AVTTOMBUHEIRIEBET LIOIBEETT, BEEORBAZHEC:
. ERBEBIIL A FMJATC/COTAERAD—EE L THRBEDA A —CF XXy L, £
BEOUTTOMBEEERT ILENHY FT,
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SysdightE D & 5 IT|ILDOH

EILRRDA A —DITBENDELRERGHRBUENEFNTNSEE, ELFETIAILESELHR

) o—%BBICERTEFY,
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Cvss v3 base score
(optional)

Cvaa v3 base score
comparison (optional)

Fix available (optional)

Max d.!'.'! gince creation
(aptianal)

Max days since fix
{optional}

Package type

Severity (oplional)

Severity comparison
[eptional)

Wendar cves v3 base soone
(optional)

Wendor cvis v3 base score

comparison (optional)

Vendor only (opticnal)

Package type: g, Severnity comparison. »=; Sevarity: hegh, Fix avadable: true; Max days sinte creation 15

Leave blank
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LX) TARFYUICRBLEZOVTTFERELT, VRV EBEIT A EEZRDITHHICK
L4 LES,

wwe By Kubernetes (Deplo "

There are 1 Failing and 24 Passing images running as containers
in 'Entire Infrastructure’ over the last hour

Scanned Images

o redis 2819

® ,e:d,:., :3'0'"1' . —_ Running Container
& mateo-burillo-ns/currencyservice latest .

® ﬁu?fplulx-yl .v1 13.11-gke.23

[ k.Es-:dns-lkuPE*dlj\s-amdéd ‘IIS 4 i g s ' Running Containers
o defaultbaclfend-amdﬁ-t 15

2.8.19 - 2/5/2020 ARt
"\' wy 117.80 MR

" ] an [}
© February 5, 2020 349 PM

Summary & Downlood PDF
v Scan Policy

1 MO . p abilie
X )8 62 331
VARN VuLs S Vulnerabibties 0

v Viinerabilities Braakdown ( WARNS
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HAERSA4Y
Z2LOBE. TIVr—YavtFa ) T4 F L, 0BLUAITBEZT>TEREDNSLCVE
[ZX0F ZRENHY ET

Sysdight&D & 5 [Z|®ILDH

SysdigSecureZ#{FAT 5 &, KEDNYFEE IO R EZa VT FH—IZHHFRATENTEET,
F—LlE, LR PMIT, BLWFELIFBEEDR—LAR—R, VJ5RF—, V59 KF)—=U3 Y
TETINTLIHEBELER—FORY—ZFETEFET, TDHE. CVEID, EXE. fix. age
FREEEOMODEELGEDSELGEFHICE > THEDHRBMUEEZRETEET .

B
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’019-5188 Unknowni libas2 1.44 5-1+deb10ul None docker.io/vicenteherrera/adservice

2019-51E8 Unknown  e2fsprogs 1.44.5-1+deb10u None docker.io/vicenteherrera/adservice
119-5188 Unknown  libext2fsz 1.44.5-1+deb10u1 None docker io/vicenteherrera/adservice
CVE-2019-5094 Unknown  libcom-err2 1.44 5-1+deb10ul 1.44.5-1+deb10u2 docker.io/vicenteherrera/adservice
CVE-2019-5004 Unknown  libext2fs2 1.44 5-1+deb10ul 1.44 5-1+deb10u2 dacker io/vicenteherrera/adservice
Unknown  libss2 1.44.5-1+deb10u 1.44.5-1+deb10u2 docker io/vicenteherrera/adservice

119-5094 Unknown  e2fsprogs 1.44.5-1+deb10u1 1.44.5-1+deb10u2 docker io/vicenieherrera/adservice

6.3PCIDSSICEMULARRA N TSI T4 RERRT S

BN

RDESIZ, ARBEUVNRY T b0z TF7T7TV5—23y (FTUH5—23 o~ADWebR—XD
EE7 I ERAEED) ERACERLET,

e PCIDSSIC#M (RELBFRIE+OX T HE)
o REREHEBLIWELIEIRINISH T 12 RIZEDL
o YILIITRHRESA ITHAVILERKIZERET 2L T4 F#HHAD

HAES14>
VI ITHREDEHTER. Rit. 7T, BEIUTRAMOERETEXaA) T4 Z2E80RBVE, €
X1 T 1A DRBEATIEFEEETABRRICEASNLAREELHY FT,

Sysdight&ED & 5 [T|/ILDH

SysdiglZl&R 4 T 4 TDjenkins TS5 4 U H&H Y . Bamboo. Gitlab, CircleClizEDY—ILE#HE
LT A A—PRFYUZYI MV T7HETOCLRICHEICHAETEETS, COXFr Ul
BwE. MMINFAR—F ALY —D BLUEFAVTADRRMTZ9 T 4 RITRDGEL
ZFOMDA A—Da T UoYDEEIZRIBET,

642/ TR FABRIELZ S
EROHH
BR/TA MNREBEABRETER DB,

Sysdight&D & 5 [TRILDH
SysdigDF—LiEEEXFERAL T, AR/TRAMRELGEDSIEFITFLROAVTFREANDT7 VR %L
A2 METEET, Sysdigld, FARIRE. TR MRE, BLUVABRETEI AV MeShiza
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T HERE E KubernetesIRIBRID AR O — DR EEZHHR— L TOWET, REE, R—LAR—
AAA—=D KRR, AVTFREICE>THBEZRETEET,

Team management

Q

Name Description Scope By Scope

. App team store-frontend App team store-frontend Container kubernetes namespace.name in (*
. App Team: example-java-app App Team: example-java-app Container kubernetes namespace.name ="e
. App Team: example-voting-a.. App Team: example-voling-app Container kubernetes namespace.name = "e
. App Team: wordpress App Team: wordpress Container kubernetes namespace.name = "w..
. Applications Team Container kubernetes namespace.name con...
. AWS / Kubernetes Container kubernetes cluster id = "525a063d
B AWS us-east-2b Host cloudProvider.availabilityZone = "u
B Cluster AWS Host agent.tag cluster in (‘demo-kubea
B Monitor Operations Immutable Monitor team with full Host

B sysdig Agent Team Container kubernetes namespace name con

45
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Kubernetes1—H—##1TF 9 B Falco/L—IL

# Generally only consider audit events once the response has completed
- list: k8s_audit stages
items: ["ResponseComplete"]
# Generally exclude users starting with "system:"
- macro: non_system_user
condition: (not ka.user.name startswith "system:")

# This macro selects the set of Audit Events used by the below rules.

- macro: kevt
condition: (jevt.value[/stage] in (k8s_audit_stages))
- macro: kevt_started
condition: (jevt.value[/stage]=ResponseStarted)
# If you wish to restrict activity to a specific set of users, override/append to this list.
# users created by kops are included
- list: allowed k8s_users
items: ["minikube", "minikube-user", "kubelet", "kops", "admin", "kube", "kube-proxy"]
- rule: Disallowed K8s User
desc: Detect any k8s operation by users outside of an allowed set of users.
condition: kevt and non_system_user and not ka.user.name in (allowed k8s_users)
output: >

K8s Operation performed by user not in allowed list of users
(user=%ka.user.name target=%ka.target.name/%ka.target.resource verb=%ka.verb

uri=¥ka.uri resp=%ka.response.code)
priority: WARNING
source: k8s_audit

tags: [k8s, PCI, PCI_DSS 6.4.2]

&)sysdig e



A—AlRy FT—HONEI LIV THFADEHFEZBRE T BFalco/l—IL

# Rule to detect network connection outside local subnet
- macro: enabled rule network only subnet
condition: never true
- list: images allow network outside subnet
items: []
- macro: scope_network_only_ subnet
condition: >
not container.image.repository in (images_allow_network outside_subnet)
- macro: network local subnet
condition: >
fd.rnet in (rfc 1918 addresses) or
fd.ip = "@.0.9.0" or
fd.net = "127.0.0.8/8"
- rule: Network connection outside local subnet
desc: Scoped images should only receive and send traffic to local subnet
condition: »
enabled _rule network only subnet and
inbound outbound and

container and

\
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not network local subnet and
scope_network_only_ subnet
output: >
Network connection outside local subnet
(command=%proc.cmdline connection=%fd.name user=%user.name container_id=%container.id
image=%container.image.repository namespace=%k8s.ns.name

fd.rip.name=%fd.rip.name fd.lip.name=%fd.lip.name fd.cip.name=%fd.cip.name

fd.sip.name=%fd.sip.name)
priority: WARNING

tags: [network, PCI, PCI_DS5 6.4.2]

6.5.1SQLA 2O a B EDRMERET S

EHniHA

Aoz a ORM. BFIZSQLA oo ay, T, 0Sav k4o ar,
LDAPE &K UXPath4 2202 3 VDR, BLUZDHDA DI 3V DORMBEEEL TL
&Ly,

v bl o 2 2

Aoz aVDORME, BITSQLA ooz vaviE, TIVS—La v ERETHE=HICELL
FERINDIAETT, 1oz aviE, a—F—»PEELEZT—2RaT U FELIEITUD
—EELTAVE—TY B —IZEESNDEEICHELETST, KBEOWEDHDT—2IF. 1V
A—TYA—[CERLAZVWIIY FOERTOT—IDERZIEET, ChickY. REFETTT
V=23 &% HLTRY bPI—PVARAQAVR—R IV FEREL, Ny IT7F—N—200—G LD
WEHRFRAB LY., BBEEREY—N\—T TV r—a v OmMAOBEFEBELMN LY TEE

ER

Sysdight&ED & 5 [T|/ILDH
Sysdigl&. YA TLNLRIZBARNICEEDHIEELXELET, ChiE, EENGBA D)
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DAVERALETTHELS, A—HF—DrpmN\yr—CFEET L. T—E2R—IAhoDFHLLZL
BE. FERY M T—OFIVTAETADHEIZLVRATLNAT ) EECHENHLOEEL S
/{_Lzaz_g—o

DB program spawned process -

Name

Description A dalabase-server reiated program spawned 3 new proess gther than itseld. This shouldnt occur and

Enabled .

Severity ® High
Scope
kuil 1
i All
ery
Rules Add rules 1o your y from the ‘ brary eaté a b New Rule

Containers @ Nothing(notify only) Stop Pause

Notification Channels

\
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DB7O4S S LN I TORRZEMLI-C & EHRHET BFalco/l—IL

- rule: DB program spawned process
desc: >
a database-server related program spawned a new process other than itself.
This shouldn\'t occur and is a follow on from some SQL injection attacks.
condition: »

proc.pname in (db_server binaries)

and spawned_process
and not proc.name in (db_server_binaries)
and not postgres_running_wal_e

output: >

Database-related program spawned process other than itself
(user=%user.name program=¥%proc.cmdline parent=¥%proc.pname container id=%container.id

image=%container.image.repository)
priority: NOTICE

tags: [process, database, mitre execution, PCI, PCI D55 6.5.1]

65.6 /") R DB

BEHDEA
MESSMEEA T X THANSNE-TRTD F1) XY K5t (PCIDSSEH6.1TER)

Sysdighf&D & 5 [Z/ILDH

Sysdiglk. BE—D7—- JO0—TETHROI U TTOIEHEME (CVE) BLUEBHIAZBHNICR
FroLFET, BURIDBEBMEIX. CVSSRATIZEDNWT IS IDMF b, EITEICEED
TINVT—23U/F—LAR=XIIIYTLETIENTEEFT, ChoDFY R DIfEFEMHEIE.

&)sysdig 20



Ax ¥ R O—%CI/ICDINA TS5 4> (Bl : Jenkins) IZEE#HET HH. Kubernetes®7 K3 v
arvarhrO—3—NLTHSCIENTEET,

Browse By Kubemetes (Deplo -

There are 1 Failing and images running as containers

in "Entire Infrastructure’ over the last hour

Scanned Images
o redis 2819

redis alping

4]

mateo-burillo-ns/cumrencysenvice latest

o

kube-proxy v1.13.11-gke.23

(4]

k8s-dns-kube-dns-amdéd 1.154

defaultbackend-amdbtd 1.5

6.5.8 FEYNET V& A Hll{H

RETHRVWEEA TPz bSHB. URLT IV ERXADHIBROKE, T14 LY M) bIA—H)L, HiEE
ADLA—HY =TV L ADKIRDEBG E, FEYLT & R

BH-aihs

VI DI TREDOR) V- EFIRERAR, EEFZEZL T FEYGT VR H#H (XE2TH
WEHEA Tz SR, URLT 7 ERDOHERDKBK. T4 LY MU RSHA—HLGE) BLUTE
BLaA—TA VI FEATHLSIN TSI L EHRLET,

o I1—H—MEYLEREL

e AANDY=44X

o NEAITTxzy r8EEI—HV—IZARALAEL

o FRELHEADT IV REHALAVNVII—HF—A0F—T(X

\
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il ok %

ARBRENT7A4IL. T4LY M), T—ER=XLI—F, F—HGLEOARBEEAF T2V b~AD
BREURLFERE T+ —LNFA—F—ELTRRATSHE, 7TV FADEERSEN/RELE
¥, WEBQFNODSREREL T, HFALKHDFT TSI MIFIERATEEY,

FTRTOURLD T LE Y T—2avBEEDRROADY I T—ELTT IV RHIHEERELET,
ELDFE. TTVr—2a VO BEREERET SE—DOFEEF. FASATHGEDI—Y—~
DY Y FEIFURLORTREMLET S LT, MBEHFZOMRBHEZFAL T, ShoDURLIC
EE7VERATEHIEITEY. FEGREICTIERAL. RTTHIENTEFET,

KEEEIWebH A DT 4 LY MIBEZIESLVFET—F (T4LY M) FSNA—H)L) T
EHESH. FEGERICTIVEALEY, RTERTHEHICH A FOLEBAZSHIZHELLAD
CENTEEY, A—HF—A =T/ ADNHFRA SN TUVGEMERADT I X ZHFAIT 515
B, COT7VERIZEY, FRASNTOVGEIMEANFHEN G ERIBEREEH—FRET—2~D
TORRZRGET HAREENHYET, BB YV —A~NOEEF TV FSBADT VX%
AEnfz1—HF—DHIHATIBELAHBYES, T—2IVY—ZAANDTIERAZHRT &,
H—FRET—EAHBFER) YV —RIZERENIDEHCDIZRIBET .

\
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Sysdight&D & 5 [T{|ILDH
DS5RAZ—4BEBITLH-ODEZD) VIR MNPy FEnt=No=F%KRHEHT HFalco/L—IL

# Corresponds to K8s CIS Benchmark, 1.1.1.

- rule: Anonymous Request Allowed
desc: Detect any request made by the anonymous user that was allowed
condition: >

kevt and ka.user.name=system:anonymous and ka.auth.decision!=reject

and not health_endpoint

output: >
Request by anonymous user allowed

(user=%ka.user.name verb=%¥ka.verb uri=¥ka.uri reason=%ka.auth.reason))
priority: WARNING

source: k8s audit

tags: [k8s, PCI, PCI_DSS_6.5.8]

6.6 DI EHEFICIAEETRICT—BMAITWebE L E2L—TF B

EHDEHA

—REEIFDOWeb7 T 75— 3 VDIFEE. ROVWTNAHDHET. H LWVER &I
ML, Sh5DT7TIVr—2 a3 UhABMOKREN SR EINDILSICLET, FHFELETEHEE
SNET IV =23 onlBHEEF1 ) TAFHEY—ILELIEAEREFERALT. P EDE
[CT—EBLUVERRICAMEINTLNSWeb7 TUSr—> a0 LE1—T 5,

ARy

BRT IV 7= a3 VEHRBEEOELEMTHY . 23—T 1 Y IBF+5BWeb7 TV r—2a >
. RBENRET —FPVRATAIIT IV ERTHIOOBEGHEERBLET. 7TV 77—

YAVDOLELA—FEWeb7 TUT—2 30T 7474 —VEADEHE. F+HBa—T 4

\
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VOERRET IV =23 VEBBTICK S —BAITWeb7 TV 77— a VDBREOHER 5T C
EZEMELTVET,

aAVTFICEITARE
AVTFTDITIASLGHREICKY, A VIFRA ISV FYEBETIIES. HEICRAFr 0T
LRENELET, COBRIE, Y—ERDHFLLWN—23vhTIOSEhb LT CICERzSh
S RAF¥ ¥ UHBBEMICRTSNOBENHY FT .

Sysdighf& D &k 5 IT|’ILDHh

Sysdigld. NI v/ BEBESLUVABRETETINTVS I TTORGHLAERZRELE
¥, Sysdiglk, HESBHED ) RV R T2 APABTERINIZLEWVMEZBAZBEICUTILEA
LDT7 53— bEFTSENTEET,

7

@sysdig >



IMAGE SCA

Alerts > New Runtime Alert | et |

Alert Type Runtime
Name Unscanned image deployed
Description Unscanned image deployed to pod in production, actomatically trigger a scan
Scope kubernetes namespace name in MiCroservices AND X
Clear all
Trigger ﬂ Unscanned Image Sean Image
Scan Result Change
CVE Update
Natification Channels ‘ f '

Email Channel {vicente.herrera@sy:
pd PD Sysdig notifications

:'-'" Slack Sysdig Notifications

' Sysdig notifications

@ Sysdig-OpsGenie

@ VO Sysdig Channel

&_ WH Sysdig Channel

@sysdig >



ESRRIZE>TRELETIH/BEDHIC, h—FERT—4
DT Y ERZHRT S

BEELT—RIERDOHDIANDADNT I EATESLSITTBITFK. PRATLETAERZERRL
T, MEALEMEBBICEDVWTT IR ZHIRT 2VENHYFET,

712 FE1——IDADT O R EHIBT S

EHniin
FHEL—T—IDADT7 VX%, BEDORTICLELGR/IROFFHECHIRLES .

v Bl B 2 2

Ry ReEFaUT4RYO—F EENICEBBBLAD=XLTYT, ThoBEETSEF2 1)
TAHICEY., RENY SREILKICENDDEHRE. — WGV TFILAVTIONTT
O—F%27JA8vy%9 LET, PSPIXAppArmor. SELinux. seccomp. FT-IELinuxi&ged & 5 %2 = sHHH
MPNEFTHEF L) T4 TOT7ALEERTHLELTEES, ThITKY . FATELZIL—
BEOY Ity FETOERICRBELET,

Sysdighf& D &k 5 IT]’ILDHh

Sysdigld, 7704 A2 FERDOPodIHDERZEZDH L. 7T U7r—2 3 U OR/IMEHEPSPEER
LET., hIckY., HERY K, a—F—pa T+, RU1—LBEELELTEITTEDELSIC
TENESHDFIHEINES, PSPEWMAEL., TTIOM AV MRS S TaL—2avE

\
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ETTER—LAR—REERTETET,

No privileged pods allowed
(%) Stop Simulation

© [PSPpsim_80 Violati o [PSP psim_80 Viclation (privileged) System Acti..
host mac="42010a800

x

713 EXDBPLUEDEEL BEEICEINT7Z7IERAZEYHTS
BB
BRDELEE DRSS BEIESNTT I R REE Y STES,

Sysdight&D & 5 [Z|®ILDH

Sysdiglf. BHEDR—LAR—XICEEDT FTUHT— 3 VICBWTR/IMFEPSPEERLE T,
=& 2L, permissive PSPET AL b ELTHERL. ZTVr—2 a3 D& YBEEDOS VS
THIRTEDF—LAR—X([Zx L THEDpermissive PSPEERTEE T,

\
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Q ’od Security Policies > pod-security-policy-default-20191110234435

Import: PSP Policy Deployment YAML
kubernetes.namespace.name

o apiVersion: policy/v1betal
kind: PodSecurityPolicy

POLICIES

metadata
creationTimestamp: null
name: pod-security-policy-default-20191110234435
spec:
allowedHostPaths

pathPrefix: /etc
fsGroup:

rule: RunAsAny
hostNetwork: true
privileged: true
runAsUser

rule: MustRunAs

ranges

# Forbid adding the root group

min: 1

max: 65535
seLinux

rule: RunAsAny
supplementalGroups

rule: RunAsAny
volumes

hostPath

secret

722RBELBBICESOTHEAICKHEEZRIULTS

B0
BRECEBICEDVEANDEDEY LT

Sysdight&D & 5 IT|’ILDHh

Sysdigl&, HEDR—LRAR—RIZEEFDT TV 75— 3 VIZEWTR/NMNFEPSPEER LET,
=& Z I, permissive PSPET 74 b ELTHERL., 7TV —2 a0k YBEEDOS VS
THAIBEEDHR—LAR—=X[Zx L THEDpermissive PSPEERTEE T,

\
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NN 50 Security Policies > pod-security-policy-default-20191110234435

Import: PSP Policy Deployment YAML
kubernetes.namespace.name

o apiVersion: policy/v1betaT
kind: PodSecurityPolicy

POLICIES

metadata
creationTimestamp: null
name: pod-security-policy-default-20191110234435
Spec:
allowedHostPaths

pathPrefix: /etc
fsGroup:

rule: RunAsAny
hostNetwork: true
privileged: true
runAsUser:

rule: MustRunAs

ranges

# Forbid adding the root group.

min; 1

max: 65535
seLinux

rule: RunAsAny
supplementalGroups

rule: RunAsAny
volumes

hostPath

secret

\
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723 F7# I FETRTEERE
EHniie
T4 I TTRTEE] RE

Sysdighf&D &k 5 IT|/ILDHh
Sysdigld, 77— 3 VIZx L TR/INBDIFEDPSPEER LE T, Chid. FEEIZHBEMT
HY., IRTEEREITHSLSICIEETEET, BROFZESELTLLESL,

2YRI—=DVIY—RABEUVI—FRAT—FADTRTD
FOERAZERESIVERT S

OFXTANZALEA—Y—TFT I T4 ET 1 ZEBUWT DHEEL. T—2REOZEZMHL, &
&sit@m¢k¢étbk§%f?o?AT@ﬁﬁLDO##T¢étbsﬂ#ﬁ%ﬁ%ibt
BEICRENGER. 75— F 2WHNEIETYT. YRATATITAETAOTNGNE, ZFHD
FRZHES S EFTAEETELZWNZLTY, FEICE#ETT,

101 B1—HF—~ADT7 I RZ) VO THIEEMHBERET S

#wam

BEMMEERELT, YATLAVKR—RY FADITRTODT7 IV EREF@BLZOI—F—IZ) L
i—d-o

v Bl o 2

A—H—DT7HIERETIERAEINBZVATLIAVR—R VMYV TEH5TAEREEEFVRT
LEFDILENEETY, COVRATLIFEERTZERKL. fHOLWP IV TAETAZHED
A—Y—IThL—RANY I T EHEFIRELET,

AVTFICBITRERE

AT FI(ELinux A —RILADcgroup & F—RAAR—ZAMNLRBEEESN TS, AVTFRHRNTE
BRICAAEE > TSN ERDIDIFEREICZRE#ETT, £z, 2—F—DMNarTFFRATRINrZLTL
BEERF. IRTAL—IFTITAETADESCRAS D, BROI—H -2 TFTRADE
EDTI T4 ETAITEBHT S EIFFEEICR#EETT,
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Sysdight&D & 5 [Z|®ILDH

SysdiglEA—RIL LRI TRERERBLTWVS, X2 T MR FOFT. &P, BLUVEDT
RTDVATLT7ITAET4E2FX ¥ TF v TEET, SysdigSecureld, a~< > K51k, pid. T+«

LY F R EEELAI—Y—aT UV FEEDIVRTLT VT4 ET 4« 2B S, Kubectla—

HY—tyia BB EFET,

A—HF—DBTA LI PIADEINMIRI AV T FAUDRHEINAFT)TALI M) EERELLE

NESIHERHET HIL—ILOH

Name PCI Compliance Control 10,1 - Auditing all activity around modification of binaries

Description mplernent audt trails to link all access 1o sy:

) 06,1

Actions

) Nothing(natify only) Stop Pause

\

Q) sysdig
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Rules BY import from Library @ New Rule

Name Published By

PCI Compliance Control 10.1 - Auditing all activity around modification of binaries

Modify binary dirs
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A—HF—DEREINHEERN T I LZER LA E SN ERET HIL—ILDHI

Name

Description

Enabled

Severity

Scope

Rules

Name

Actions

Containers
Capture

Notification Channels

\

Q) sysdig

7é

erminal shell in contame

Terminal shell in container

n @ contamer with an sttached termina

§ High
Custom Scope
u Import from Library €3 New Rule
Published By
Sysdig 061
@) Nothing(natify only) Stop Pause

Terminal shell in container .
L ated o
rule L 1 st r n
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A—HF—MNAVTFATIILEZER L. BBEOPANT—2 E2HmAMS_LITL>T R A—2h

X1 T44~U L

Policy Events Entire infrastructure

Browse By Hosts & Containers b

Entire infrastructure PY @ Directory/file opened f
. Terminal shell in container
» 42:01:0a:80:01.d8 L ] 7 L BO.0Fd8 * 18a7c7ad4

Terminal shell in contai
e

LIVE: 8:03:20 AM - 2:03:220 PM (6 H) =

Summary

Policy Event Details X
When
2/5/2020 10:41:50.072 am (3 hours ago)
Related Resources

Capture and commands will cover 10 minutes around the time of the event
VIEW COMMANDS 3

Severity

®Hioh

Triggered Policy

Terminal shell in container

Triggered Rule Type

Scope
1. hostmac: 42:01:0a:80:0.d8

2. container.id: 18a7c7addbef

Host

Hostname: gke-vicente-test-default-pool-924c4c96-ckdv

MAC: 42:01:0a:80.01.d8

Container

ID: 18a7c7ad4bef

Name: kBs_server_paymentservice-6cd7498ch4-4)2cf_defaull_9c65del1-4723
11ea-8185-42010a80009b_0

Image: ger.io/matec-burilio
ns/paymeniservice@sha?56.e169bb70e32eadf5a8beB4748009c70eSeee300c2e

Actions
No actions performed

Summary
A shell was spawned in a container with an a hed terminal (user=roct

10M 30M 1H 6H 1D 3D 14 1 »

A shell was spawned in a container with an attached terminal (user=root
k8s_server_paymentservice-6c47498cb4-4j2cf_default_9c65de11-4723-11ea-
8185-42010a80009b_0 (id=18a7c7ad4bef) shell=sh parent=runc cmdline=sh
terminal=34816 container_id=18a7c7ad44bef image=gcr.io/mateo-burillo-

ns/paymentservice)

\
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Policy Event Details X

When
2572020 10:5%:30.267 am (3 hours ago)

Related Resources
Capture and commands will cover 10 minutes around the time of the event.

VIEW CAPTURES () VIEW COMMANDS )

Severity
@ High

Triggerad Policy
Suspicious access to customer private data Fitter: Add Remove

Triggered Rule Type

[E]h: System

Scape
1. hostmac: 42:071:0a:80:0fd8

2. container(d: 18a7cfaddbef

Host

Hostname: gke-vicente-test-default-poot-924c4c96-ckav
MAC: 42:07:0a:B80:0fd8

Container

ID: 18a7c7addbef

Mame: kBs_server_paymentsenvice-bod 7498cha-42of_default_9c65de1 1-4723
11ea-8185-42010a800056_0

Image: gorio/mateo-burillo-

ns/paymentservice@sha? 562 1659bb70e32ead4f5a8beB4748009c 70 5eee300c2ec2

Actions
QD 1 CAPTURE RECORDED

Surmmary

fd name feustomers/paymentinfo Fitter: Add
proc.cmdlineg sh Fiiter: Add
evi.type open Filter: Add
proc mame sh Filter; Add

\
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Activity Audit Tl&. Kubernetes1—H—mRy KZETL. LW{D2HhDAT 2 F (curl, bash#i
E) EETLTHED I 7AINERARY ., a0 TFH—Z@RGIRT LTEREEELZZ EADD
Y&EI,

@ Nov 11, 7:00 am - Nov 12, 1:00 am

\
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SysdigInspect# AT A&, AV TSATURF—LETAHLUDY I F—LNVRTLRIETIT
PRLTWEITRTOKRREZBETEES, R F—ZFALT. BEDDs 2V FOET4 700

DHETRTL, IXTOFMILOREILLZEHFTEEY,

) sysdig Inspect

Suspicious access to customer private data-992b12eb-cdae-4e3d-993d-4bbb157459¢cd.scap

ﬁ QOverview
VIEWS GENERAL
- e Sysdig Secure
SR Notifications
Containers 1
Directories
Running
ors Processes
e 131
ype

Processes System Calls

132K

erver
Slow File
Spy Users
VO STREAMS ALLS

\
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FILE

File Bytes In+Out

3832K

File Bytes in

369.8 K

File Bytes Out

134K

Accessed Files

119

Modified Files

6

NETWORK

Net Bytes In+Out HTTP Bytes

325K 86K

Net Bytes in redis Bytes

44K 73

Net Bytes Out

281K

Active Netwark

Connections

"

3935 duration: 200§

NETWORK APPS

SECURITY PERFORMANCE LOGS
Executed HTTP Requests. App Log
Commands Messages

23 1 60

Executed Fork Count
nteractive

(O!TE‘.JI‘\E!S 1 26

INFRASTRUCTURE

Docker Events

6

Container Exec
Created Events

2

Container
exec_die Events

2

Container Exec
Started Events

2
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BANLERYILEYU LT, BEDEFTEAAT Y RERRTEET, CDHEE. 2—H—Hcata
IV RF%EFERALTCPANTHEE T — 2 25+ MAIGMEHRATEET,

A Overview > fuicd U_‘:"‘_ e, Q,
Execured | e Commat

VIEWS Sysdig Filter  evirawtime >= 1519896388566218725 and evirawtime < 1519896389367852325 and (proc.pnamesbash) -

0 by Type TIME USER SHELL Container Command

Page 09:26:28.94192... root 23102 mysal cal customers/paymentinfo

roresne
Processes CPU

I/OMREZHEAL T, HAMON-T—2 ZHEICHEL. MEDHEZAREIZHIIT SEEZER
ZTWET,

(2] b
M Overview > » /0 streams =

VIEWS

View As

s smms sEa rrrmarnw Nl KA hrsems o s e

AVina.4243426242424242.12/2010 o 06/2018.133.UBA.Nith Limit.No.Visa.49900000000

(<f=rdeviptsit) “Visa. 42424242424 2/2018 or 06/2018.12).USA.KLtH Limit.No.Visa.49000000000

WO STREAMS  SYSCALLS
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Sysdig Secure Tld, BEEREA XY F#SplunkZE EDSIEMU R T AIZERETEE T,

> Search & Reporting

Sysdig Secure

Alerts by Severity

Pending Alerts

Date

) Description *

A shell was spawned by a program in a container with an attached terminal

a database-s

ver related program spawned a new proce: than itself

attacks
an attespt to write to the rpa database by any non-rpm related program

a database-server related program spawned a new process other than itself

attacks
an attemgt to read any sensitive file (e.g. files containing user/password/authent
programs
a database-server program spawned a new process than Ltself
attacks
ver rélated program spawned 3 new process her than Ltself

s database d a new process other than itself

attacks

C sysdig

This shouldn't

This shouldn't

This shouldn

This shouldn't

This sho

cation

sccur

occur

infor

occur

otcur

and is

and is

and is

a

a

a

#Num of Security Events / Time

follow on f

follow on

Exceptions

follow on

follow on

follow on

from sose SQU

injection

are made fi

known

from

injection

from some SQU

Jsacure

//secure

Isecure

sysdig

sysdig

sysdig

sysdig

sysdig

sdig

sysdig

1000 AM

com/#/events/f

com/#/ev

con/dievents/f

com/#/events/f

con/#/events/f

com/#/events/f

com/8/events/f

con/#iev

ts/f:

M 200 0M

1518816180, t

1518829260, t

1518834500, t

1518840960, t

1518849300, t

1518850860, t

BA61660, t

1518818460, t

400 P

Severity

1518816248

1518829320

1518834368 3

1518840128
1518849360
1518850320
1518861720

1518818520
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- rule: Terminal shell in container

desc: >

A shell was used as the entrypoint/exec point into a container with an attached terminal

condition: >
spawned_process and container
and shell procs and proc.tty != 9
and container_entrypoint

output: >

A shell was spawned in a container with an attached terminal
(user=%user.name %container.info shell=%proc.name parent=%proc.pname
cmdline=%proc.cmdline terminal=X%proc.tty container_id=%container.id

image=%container.image.repository)
priority: NOTICE

tags: [container, shell, mitre_execution, PCI, PCI_DSS_1©.1]

10.2 HSEEMHERELTAIR FE2ERET S

BH-aihsa
TRTDOVRATLAVKR—RY MABEBMHEREL T, IRV FEBBELETT,

LSt
BOLWTFITAETADERIMMEERT HE. DRTLEBEFICEENELN., HMOERAD
ZRL (BABMYATLGE) ITT—40FEESN, 1 VOTU MEDTAO—T7 v TORERE
BNEHENET, 1RV MOOYERBETEHIEICEY ., HBIIBENCEEDHDIT7I T4 E
TAEHELTEBHTEET,
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Sysdigld#ae & LTIRBLTWDERICKY. AV IFRMSIVFXERIEISTORIY—RD A
FP)OREEFANTAARY FEREBLUVEERETEH-ODY—IILELTERLTVET, LIz
NoOT, TOWELANZIDEF1) T ERHEZRRELTVET, Ff-, BITRLEZZ O
[CMAT, TRTDY T RAA—THERET HKubernetesDEE A RN k%SecurelBMT 2FENTE
FT., COANYFEBTIH, 1AV MOBEE. BE#, FERX3—T (V53R2— *—LA
AR—RIGE) TIANE)VITEET,

Events
Everywhere Edit Scope
Inf 790 Events
© Killing Container
kubernetes namespace.name = ‘default’ and kubernetes pod.name = 'wanmap-fake-wan-548d889d79-hhzsh'
© Scaling Replica Set
kubernetes namespace.name = ‘default’ and kubernetes.deployment.name = ‘wanmap-fake-war
© Infra Connectivity
kubernetes.node.name = 'gke-vicente-test-default-pool-924c4c96-ck3v' and kubernetes cluster.name = 'production
© Infra Connectivity
kubernetes node.name = 'gke-vicente-test-default-pool-924c4c96-gmnp’ and kubernetes clustername = ‘production’
© Infra Connectivity
kubernetes.node.name = ‘gke-vicente-test-default-pool-924c4c96-g85d' and kubernetes.cluster.name = ‘production
02/03/2020

© Container Unhealthy
kubernetes.namespace.name = ‘microservices' and kubernetes.pod.name = ‘emailservice-7697869f96-nzblv

© Container Unhealthy
kubernetes.namespace.name = ‘microservices' and kubernetes.pod.name = ‘paymentservice-6b468fd8db-c6858'

© Scaling Replica Set

kubernetes namespace.name = microserv, ces' and kubernetes.deployment.name = 'shippingservice

© Pod Created

kubernetes.namespace.name = ‘microservices' and kubernetes.replicaSet.name = 'shippingservice-777db47654

© Pod Created

kubernetes namespace. name = 'microservices' and kubernetes replicaSet name = 'redis-cart-8698d64748'

© Scaling Replica Set

\
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W DM DFalco/l—ILIF, BELEUVMEEDEX AT A AR FEEWHITHDIZE/IBEET,

FTRTOKSEEA RN &R I BFalco/l—IL

- rule: All K8s Audit Events
desc: Match all K8s Audit Events
condition: kall
output: >

K8s Audit Event received

(user=%ka.user.name verb=%ka.verb uri=%ka.uri obj=%jevt.obj)
priority: DEBUG
source: k8s_audit

tags: [k8s, PCI, PCI_DSS_18.2]

\
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74 )L KH— KZ{#EAL=ClusterRoleDERL Z#& 29 B Falco)L—IL

- rule: ClusterRole With Wildcard Created
desc: Detect any attempt to create a Role/ClusterRole with wildcard resources or verbs
condition: >

kevt and (role or clusterrole) and kcreate and
(ka.req.role.rules.resources intersects ("*") or

ka.req.role.rules.verbs intersects ("*"))

output: >
Created Role/ClusterRole with wildcard

(user=%ka.user.name role=%ka.target.name rules=%ka.req.role.rules)
priority: WARNING
source: k8s_audit
tags: [k8s, PCI, PCI_DSS_10.2]
B EAHHER Z#DClusterRoleD e 2 H 9" B Falco)L—IL
- rule: ClusterRole With Write Privileges Created

desc: >

Detect any attempt to create a Role/ClusterRole that can perform write-related actions
condition: kevt and (role or clusterrole) and kcreate and writable_verbs
output: >

Created Role/ClusterRole with write privileges

(user=%ka.user.name role=%ka.target.name rules=%ka.req.role.rules)
priority: NOTICE
source: k8s_audit

tags: [k8s, PCI, PCI_DSS_10.2]

&)sysdig 7z



Pod Exec CClusterRoleD{E Rk 19 B Falco/L—IL

- rule: ClusterRole With Pod Exec Created
desc: Detect any attempt to create a Role/ClusterRole that can exec to pods
condition: >

kevt and (role or clusterrole) and
kcreate and

ka.req.role.rules.resources intersects ("pods/exec")

output: >

Created Role/ClusterRole with pod exec privileges
(user=%ka.user.name role=%ka.target.name rules=%ka.req.role.rules)
priority: WARNING
source: k8s_audit

tags: [k8s, PCI, PCI_10.2]

1021 T RTOEAL—Y—IZBFTEAIH—FEET—3~~DF7HI R
EHDBH
FTARTOBELRDLI—F—HIKH—KEET—RIZFTHI9EALET,

Bl M

EEOHBHBEANEL. COEQVRTLIZT I ZRATEDA—HF—TFThO U FOBERERELEZY.
H—FREBT—RICT7IERTHEDICHLWVEFTOTHO Y FEER LY T 5EREMENH Y
F9. N—FRET—EINODIRTOBEAT IV ERADEFICLY. EOT AT MHAREFEE
RASNI-AIRRENHINERETEET,

aAVTFITEIT5RE

D7AINT IR EA—Y—IZRT LT, HIZTaVTFFATT I aURETINBBESICHE
2B ENELHBYET, -, AVTFTODI T ASIILEMEICKY., aVTFEEEL.
T—RADWMBT7ITAETAZZETLTOL, FADEN TERHOLLESRZENTEET,
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10.10fZBRL TS ESL

10.2.2 )L— FFEEIEBREERZHFEOBAICK > TITON=IRTOT Y
ay

4B

L— b EEEEBREEREBE BEANERTT 2T RTOT I3

Bl N

MEEE] FE TIW—F THOUMGE, ERAEBMLETHI Y I YXATLOEF2Y
TAFEITERBECKEGREEZSZDTARMUAHYVET . RITSNETITAET+OOTH
TE, HBEXEELDO I ACHHEDORAICER Y AMEZRENT IV L a VPBEANZETTESHD
FHZEMNTEEEAS

Sysdight& M &k 5 [ZRILDH

T 74 FTIL, Sysdigld, RRAFEB LV AV TFHRTA—HF—REFTLEZITRTOT7I 3y
EFXvTIFvLET. 0TI avIE. AR aVTF FREF—T X FL—P3 00
ARTF—RIZEDNTRTTSHIEHTE, AV RNAI UV ISRAMSOFYEETSTISILL—
TAVPE M) A—TEHEERRTEET,
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14TV RETALE—MELT, EFENETRTOIL—F (Uid=0) 37> KEHE

Activity Audit g0

Time Data Source  Details

1025 BABLUVEMA DX LDFERALER

EHDBH

HLWTADY FOEBCEEORBRLEEDEBNBSLUVRIEA D _XLDFEREEE, BLUIL—
R EEEEEEEOTAYY MoHT 2T RTOLTE, Em. HR

il o

AT MRERICENDTF LTV A ZER G AN, EREN-AIREEDHEITHVI Y
FERET D EEFARTT . 6l BEOH L IL—Y—(F. ThoZN\(/XLY, BH
BPHAIVMIRYSTFEFEZEMELT, BRIV FO—LEBELES ETHEELHY F
ER

Sysdight& M &k 3 [ZRILDH
BIEQ VT INRBREBESNENESIHZEBIHT AT IAILERYO—DHBY ., UTOESITHRE L
RYS—ZHEICER L THEEEOIEEIFET ZENTEET,
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- rule: Launch Privileged Container

desc: >
Detect the initial process started in a privileged container.

Exceptions are made for known trusted images.
condition: >

container_started and container

and container.privileged=true

and not falco_privileged_containers

and not user_privileged_containers

output: >
Privileged container started

(user=%user.name command=%proc.cmdline %container.info
image=%container.image.repository:%container.image.tag)
priority: INFO

tags: [container, cis, mitre_privilege_escalation, mitre_lateral_movement, \

PCI, PCI_DSS_10.2.5]
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AVTFHF—HHEBEE—FTETINTULEINE SHhFRXRSFalcoll—IL, =& Z[X. docker exec
EFETLTWAA—H—[IHENEINEES

Policy Events 42:01:0a:80:0¢d9 = | [ 5 exporr

Browse By Hosts & Containers (.~ @) |nadvised Container Activity, Launch Privileged . X Policy Event Details X

/Ul Uasuuray as1 iU/ 3t

c7

gog When
Entire infrastructure @ Inadvised Container Activity 2/4/2020 10:29:26 618 am (2 minutes ago)
» 42:01-0a:80:00:0 42010 30-0fd9 77

Related Resources
° Launch Privileged Container Capture and commands will cover 10 minutes around the time of the event
4201:0a80:0fd9 * dB8110736c077
> 42:01:0a:80.01:d9 2 VIEWCAPTURES @) VIEW COMMANDS @)

> 420

Severity
@ Medium

Triggered Policy

Launch Privileged Container Filter. Add = Remove

Triggered Rule Type

@lco

Scope
1. host.mac: 42.01.0a:80.0fd9

2. container.id: d8110736c077

Host
Hostname: gke-vicente-test-default-pool-924c4c96-gmnp

MAC: 42:01:0a:80:0f.d9

Container

1D: d8110736c077

Name: kBs_wanmap-fake-wan_wanmap-fake-wan-548d889d79-
hhzsh_defauit_b70a2378-4730-11ea-8185-42010a80009b_0

Image:
bradmwalker/wanmap(@sha256:c5f1046cf646c61d5ff2b9faBBbboffeb342914b1a2]

Actions
No actions performed

Summary

Privileged container started (user=<NA> command=container.d8110736c077
k8s_wanmap-fake-wan_wanmap-fake-wan-548d889d79-hhzsh_default_ b70a2378
4730-11ea-8185-42010a80009b_0 (id=d8110736c077)
image=bradmwalker/wanmap:latest)

Ry FCHRIESNEEHEI VT T —ZRET HKR Y O—A A hEA

Summary

Privileged container started (user=<NA> command=container.d8110736c077
k8s_wanmap-fake-wan_wanmap-fake-wan-548d889d79-hhzsh_default_b70a2378-
4730-11ea-8185-42010a80009b_0 (id=d8110736c077)
image=bradmwalker/wanmap:latest)
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10.2.6 )AL, &1k, —EHEitoO s
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Sysdight&D &k 5 IT|’ILDH

Sysdigld, 774+ FT, BERT DI RTOIVT 1 T4 DEEHFHA M) I RXZEBHLET, =
nolE, a7+, KRR b, kubernetestt—EX, 459 F)—2 30 ETT, ChoDy—E
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BEDIVTTFNEYUDEE. splunk, Sysdigh EIZEELET, COURXMIBEEIMIZCADS
h, BRICEETEET,

New Alert / Downtime
Critical Audit Container Down
[: Medum =

@ Define

( ) Select entity to monitor
() Scope

¢ | Trigger

f entity is down for the st 1 - for 108

© Notify

» | Motification Channels

B @ Ermail Channel (vicente hermera@sysdig com)
B R yudeg-Opstoenm

(&) Re-notification Options

(¢ ) Notification Message & Events

Wotification Subject & Event Tike

Hotification Body

RESET

© Act -

Activate Sysdig Capture e

Storage Systhg Montcr Storape = (G0 w Sysdyg Sorage 1o reveew sefng
Fibe Moo wee) Capture

Time frame 15

Fitet

\
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TOtRIZHLTERMLELIENTEET, ZLDHE. BEEIRR FTiThh, aVTFHEREE
BALZET,

New Alert / Downtime

Critial Audit Process Down

N Medium
@ Define
(a) Select entity to monitor
Alertif any proc.name -
ctalabel - is down
(b) Scope
proc.name w in - splunkand 7 more -
PR L - Q g X Clear all
I mercs_Jagmon
(c) Trigger O ps
If entity is down for the last 1 minute - D redis-server
I:I sdjagent
[ sed

e Notlfy [ server -~

splunk

\" 80
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v bl o 2 2

RVDITFREDEBEEDHDV I RI7TIE 2L DBE. 3—7 Y O RATLETHEDKAES
FIEBEZRIET 5012, SATLLRNLDF Tz b EERFERIIERLET, T—F—
AT—TILORA M7 RTOS—DxBEDVRTLLRLOAT O FHAERFERITBIBR ST
EFTITATERBITDACEITEY, TR LGEENHFRASNNEINEBHEICHTEET,

Sysdight&D & 5 [Z|®ILDH
SysdiglZld, BHBVATLNAF ) EHAHAHAT Y RNBEEBRZI ONDEINEINEERT ST
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AR FOFEENDS., 2—H—h Tls) #EeZx Twgetl ICEZTMA I ENOMYET, DF Y.
A—H—F Ms) Z2EALTAVEI—RY MBS T—R2ETILTELLSITHYFELT,

Policy Events 42.01:02:80:0fd9 = |y 2) exporT

Browse By Hosts & Containers | * © suspicious Filesystem Changes , Suspicious Fil. X Policy Event Details X
When
Entlre Infrastructure. Suspicious Filesystem Changes 2/4/2020 10:47:34 552 am (3 minutes ago)
» 470108 80-00:0 0 ® a 42:01:0aB00fd2 *» 1c24c3cAR1ba
sl o Related Resources
* 4201 Da800fRds ] ® Suspicious Filesystem Changes. Capture and commands will cover 10 minutes around the time of the event.
470702 BI0fde » 124830691 ba

» 42:01:0a80:0fd9 2 VIEW CAPTURES @) VIEW COMMANDS @)
Severity
@ High
Triggered Policy
Suspicicus Fllesystemn Changes Filter: Add ' Remaove

Triggered Rule Type

lcu

Scope
1. host mac: 42-01:0s:80-0Fd9

2 contamerid 1c24c3cE9Tba

Hest

Hostname: ghe-vicenie-test-default-poal-924c4c96-gmnp

MAC: 42:01:0a:80.0E49

Container

1D: 1c24c3c691ba

Mame: kis_server_smallservice- 769d9fb Sdo-hm68r_delaufi_96530chbf-4723-11ea-
B183-42010a8000%0_0

Image: gorio/mates-burills
nsfemailsenvice@ana? 56601 63f56a024407be 1832 187600 1 8960 7TdIS1 351101

Actions

Mo actions performed

Sumimary

File below a kmown binary directory opened for writing (user=roct commandscp
Jusribindwiget Susrhinds file=fusr/bin/ls parent=sh pemdline=sh gpanent=<NA>
contalner hd=1c24¢3c691ba Image=gerlo/mateo-buriBo-ns/emallservice)

Summary

File below a known binary directory opened for writing (user=root command=cp
/usr/bin/wget /usr/bin/ls file=/usr/bin/Is parent=sh pcmdline=sh gparent=<NA>
container_id=1c24c3c691ba image=gcr.io/mateo-burillo-ns/emailservice)
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CO2BEEDT 74 ERY =& DI RTLNAF) (s) MRy D=0 b3 T090 %
EELECEERELET,

Policy Events 42:01:02:80:0f-d9 = | (@ D) wne
Browse By Hosts & Containers (.~ ¥ e Suspicious Network Activity . Suspicious Filesyst . X Policy Event Details X
Entire infrastructure : e
® E] Suspicious Network Activity 2/4/2020 11:19:56.061 am (s minute ago)
» 4201 0aB0000a ] 420102 800fd9 » 1c24c3c691ba -~
¥ 4201 DaBO0fd8 0 ® @ Suspicious ﬁ‘“ﬂm Changes. Capture and commands will cover 10 minutes araund the time of the event,
> 420N 0a:80:0fd9 46 [ 0] VIEW COMMANDS o
® @ 420102 BODFdD * 1c24c3c60 pa—
. Medium
¢ @ Suspicious Filesystem Changes b
42:0N:0a BOOfd9 Tc24c3ch97ba Triggered Policy
Suspecious Network Actity Fitter: Add Remowve
® [E] &mpmmkmvity '
42010280079 * Tc24c3c691ba Triggered Rule Type
Suspicious Filesystem Changes. (Fa)eo
. E] 42:010a B0 0fd9 Te24c3ct9ba
Scope
° Suspicious Network Activity 1. hostmac: 42:07 0a:800Fd9
42010280009 * 1c24c3c691ba 2 containerid 1c24c3c691ba
o [m) RO e, Chgas. Host
a e o e e Hostname: gke-vicente-test-default-poot-924c4c96-gmnp
MNetwork Acti MAC 42:01.02:80:04d9
@ E] 420102 BOO1-d9 my 591ba i
Container
° @ Suspiclous Filesystern Changes. ID: 1624c3c691ba
AT D8A00ED > 122463069158 Name kBs_server_emailservice 760d9fbd6 hmégr_default_96530chf-4723
Py @ Network Activity 11ea-8185-42010a8000% 0
42071 0aB00fd9 * 1c24c3c691ba Image gor o/ mateo-bunlio-
Suspicious Filesystam Changes. ns/emailservice@sha? 56 6c163f562924407he 18321 876dd8 189607198135 THC
L @ 420102800109 * 1c24c3c691ba
Suspicious Netwark Activity No actions performed
b @ 42-01:0a B0Df-d9 1c24c3c69ba s
Known systermn binary sent/recened network traffic (user=root command=ls -q0-
® @ google com connection=10 8.2 4:33550-10.0.0.10.53
.. container_jd=1c24c3c691ba image=gor lo/matec-bunllo-ns/emadlservice)
PAST: 111950 AM - 11:20:00 AM = oM 30M TH BH 10 3D 4 » Bl
Summary

Known system binary sent/received network traffic (user=root command=ls -qO-
google.com connection=10.8.2.4:33550->10.0.0.10:53
container_id=1c24¢3c691ba image=gcr.io/mateo-burillo-ns/emailservice)
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NAFVT4LY F)ANDEBFHET SFalco/l—IL

- rule: Modify binary dirs
desc: an attempt to modify any file below a set of binary directories.

condition: »

(bin_dir_rename) and modify and not package _mgmt_procs and not exe_running_docker_save
output: >

File below known binary directory renamed/removed

(user=%user.name command=%proc.cmdline pcmdline=%proc.pcmdline operation=%evt.type
file=%fd.name %evt.args container_id=%container.id image=%container.image.repository)
priority: ERROR

tags: [filesystem, mitre_persistence, PCI, PCI_DSS_16.2.7]

NAFTIVT4LY FPIADT 4 LY M) DERZERET HFalcol—IL

- rule: Mkdir binary dirs
desc: an attempt to create a directory below a set of binary directories.
condition: mkdir and bin_dir_mkdir and not package_mgmt_procs
output: >

Directory below known binary directory created
(user=%user.name command=%proc.cmdline directory=%evt.arg.path

container_id=%container.id image=%container.image.repository)
priority: ERROR

tags: [filesystem, mitre_persistence, PCI, PCI_DSS_10.2.7]
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FTRTDLI—HF—A RV FIE BELEITRTOVRATLI—LLRILETOREL I A LRE

vINBYET,

root-0083fc2d-9a05-4083-9¢

ﬂ Overview >

VIEWS

Connections
Containers
Directories
Errars

Files

10 by Type
Page Faulls
Part bindings
Processes
Processes CPU

Processes Errors

L]

WG STREAMS

SYSCALLS

© nive

wu RESET

IADS Log Error Messages

I Executed Interactive Comimana:

I Modified F

Accessed Flles

C sysdig

Syscalls

Sysdig Filter

View As

16:37:01.587701359
16:37:01.587710064
16:37:01.587716202
16:37:01.587718742
16:37:01.587721431
16z 01.587771378
16:27:01.58777375%
16:37:01.58B862788
01.588668037
t01.588B70556
16:37:01.588903275
16:37:01.5885906115
16:37:01.588945148
16:37:01.58B%957056
16:37:01.586971831
16:37¢01.599198851
r1.599217872
t01.599244073
16:37¢01.599257503
16:37:01.599321317
16:37:01.599323482
16:37:01.599646823
16:37:01.599664475

1
i
1
1
1
1
1
1
X
1
1
1
1
1
1
i}
o
o
o
o
o
1]
o

Dotted ASCIH

host
host
hoat
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host

Printable ASC

[host )
(host)
[hoat)
[host )
[hoEt)
[hoat)
(host)
(host)
[host)
[host)
[hoat)
(host)
(host)
(hoat)
[host)
[host)
{hoat)
[host )
[hoat)
{hoat)
[host)
({host)
[host)

axe
exe
axe
exe
axe
exe
exe
rune
runc
runc
runec
runc
rune
runc
runc

kubalat
kubealet
kubelet
kubalat
kubelet
kubelet
kubelet
kubelet

duratior: 411 5

evt.rawtime >= 1580834221102419903 and evt.rawtime < 1580834225211997011 and (evt.type 1= switch)

Hex ASC|

(1B450845:1845845)
(1B45845:1B45845)
(1B45845: 1B45845)

(1845845: 1845845)

(L1B45845: 1845845
(1B45845:1845845)
(1B453845: 1845045
(LE45834: 1845834 )
(145834 :1845834)
[LE45A 54 LB45834)
(LE4ASE34: 1845834)
(145834 : 1845834)
(LE45834 11845834 )
(LB45834: 1845834
[1B45646: 1045846)
(1423:1423) =
(1423:1423) =
[1423:1423)
(1423:1423)
[1423:1423)
[1423:1423)
[l423:1423)
(1423:1423)

E
<
>
<

=

L Tl

| I

w

close res=0

openat

openat fd=4(<f>/lib64/libe.80.6) dirfde=-100(AT FDCWD) name=/1ibé
read fd=4(<f>/1ibf4/1libc.s0.6) size=832

< read res=B3? datas . ELF.............- »
close fd=4(<f>/lib64/libc.s0.6)

AV A

< close res=0

< read res=D dataw
fd=T(<p>)
res=0

£dws (<u> )

close
close
clogse

>
<
B
res=0

fd=§(<u>) size=160

reg=160 data=....0..c0uvnnsnnnasn]asaW..jipe:/proc/Bas6ls
clone res=0 exe=runc args=--root./var/runfdecker/runtime-runc/m
write fdel5(<u>) sizem13s

write res=135 data=....ccafesnnnnnsasaMesananeeN.B22fcBbEBBRI24L
read fd=16(<u>x/var/cun/dockershim.sock) size=32768

read res®l35 datA®..ccsssPessscnnsassMecasPanaaN.0220cBDIBBBIZL10
read fd=16(<u>/var/runfdockershim.sock) size=32768

read res=-11[{EAGAIN) data=

write fdeS(<u>) size=150

write res=150 data=GET /v1.38/containers/22fcBbfBB832410003eanbd2s

< close
> write
< write

<

25
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1055 AJIFEETEHLVE

EHOH

NS TI7 A L BARERE-IEEREY T FY I 7EEALT. 75— FE4ERETICEED
O F— 24 EBECERNCEERALET (EL. HLLWTF—22EBMLTE7S5— R4
LEFA)

il o %

T7AIIDREMEDOERFLFEERHVATLIX, EEGIFAIMADEEZFIVvIL. D
FOLBEENEHE SN EZITBHMLET ., 77/ LOBEMZERISBMNT. TUT1sT41&
BE. EHHICERESNGVWI7MILEERLETA. EESNGERIEREOFRMEERLE
ERS

Sysdight& D &k 5 IT|’ILDOM
FTRTCDIF7FANTITAET 4« ZHHEICERTE., SELZFalco/Ll—ILEFALTIRTDI/OF
DTAETAEZRETHELTEET,

> Detect writes to /etc... | Cancel
Rule Type File System Rule
Name Detect writes to fetc binary directory
Description Policy rule to detect writing to /etc directory that should only contain unaltered binary
files
Read/Write operations If Matching (@ If Not Matching
Read Operations . If Matching If Not Matching
Tags PC

\
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O DEFEFHET SFalco/l—IL

- list: log_directories
items: [/war/log, /dev/log]
- list: log_files

items: [syslog, auth.log, secure, kern.log, cron, user.log, dpkg.log, last.log, yum.log,

access_log, mysgl.log, mysqld.log]
- macro: access_log files
condition: (fd.directory in (log_directories) or fd.filename in (log_files))

# a placeholder for whitelist log files that could be cleared. Recommend the macro as

(fd.name startswith “/war/log/appl*")
- macro: allowed_clear_log_files
condition: (never_true)
- macro: trusted_logging images
condition: (container.image.repository endswith "splunk/fluentd-hec" or
container.image.repository endswith "fluent/fluentd-kubernetes-daemonset")
- rule: Clear Log Activities
desc: Detect clearing of critical log files
condition: >
open_write and
access_log_files and
evt.arg.flags contains "O_TRUNC" and

not trusted_logging images and

\
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not allowed_clear_log files
output: >

Log files were tampered
{user=%user.name command=%proc.cmdline file=%fd.name container_id=%container.id

image=%container.image.repository)
priority: WARNING

tags: [file, mitre_defense_evasion, PCI, PCI_D55_16.5.5]

1061 FRTDEFXFLYTA ARV FOBRLVEa—
B0
DI EHARTUTERBL T ESN-TRTOEF YT A ARV b,

v bl o 2 %2

X1V TAARUE (EFEAE, FOLWERREELRTITAET« £HAT2BMELET
S—Fbk) OBRLE2—, BLUVEELVRTLIAVKR—FRY O LDAYT, BELUTF7A4T
DA —IL, IDS/IPS, 77 A LBAMERLEDEX 1) T BEEZERTIIVRATLAGOAY
(FIM)S AT LR EL, BEMGREEZHNT2EHICBETYT, TEXa)T1M4 2] DR
EIEHB T EICER Y, BifT0EE,. T/A1 XADGAT. #EECET 2ZEFTENEENDI LD
YEFT, L. EELEMEEZHEET S0, TEED] FS 749 IDR—RS(4 U &#HEFT
5LELTEET,

Sysdight&D & 5 [TRILDH
Sysdiglc7 T VA MRV RATLATRE LT RTDARNY F 4 —HBHTHERTHEDTETHEHOY
RU—FEHLTLET,
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Sysdigd Ry MIES v L2 R— FIZIE, BEIHBICRELLZIRTOIRY A, EXE., &
Ab, AVTF— BV —ERDOEEAMRIREINFET,

Haraty & Lol wrmey

\
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X2V T4 VRTLETAO R ZEHMNIZTR F&E1TS

SEMIEIEEDHLBAANPCHAREICE > THREMICERESATEY., HILLWY I FDITITELT
ERINTVWET, PXTLAVKR—RU b, TR, BLUVHREFLY T T, %2
T4 BEARLTFRRERMLEEIT S EEHRT AOICHEEITTA T IRELNHY F
TO

114 FS 74 v O BRI H-HORY FI—HBABRH/RSLE

OB

Ry b T— I BARMV AT LB LW ELRBABLYRATLEFALT, h— RLEF—FBHE
DTRTDLS T4 v I EERL. BOLVEEC OV TELECEELET,

Bl M

BABRME L WEFEEEFERABLEMfZERALT, 2V FIT—IADEAZEME L W/ ELIFHL
LET. h—FRET4BREORASSIUVI—FRET S RREOEELGRSA U FTIRTO
7490 FEBRL, BOLOWERFICOVWTHEAEICESLET, TXNTORABHME L UHLET
DOU R=RAFAL Y, VTR TFy—ERHOREICTRLFET

Sysdight&ED & 5 [T|/ILDH
BIDEY a3 THBALEELSIZ, IRTORY FI—90 79 T4 ET 4%, BEHFalcoll—IL%F
FRALTCHEICERSIURETEET,

\

Q) sysdig 71

7é



Fl. EXaT7rxy bT—OR) —)L—ILEHEK LT, A +a)L (TCPEI=IZUDP) . R—
b, BEUVAR GEEFEIIRE) [CEOWTERZHFTELIIEETETET,

Runtime Policies > Add Policy > Allow inbound HTT... Cancel

Rule Type Metwork Rule
Name Allow inbound HTTPS connection
Description Allow inbound TCP connections using port 443
Inbound Connection i Allow Deny
Outbound Connection Allow (@) Deny
TCP (@ I Matching if Not Matching
443
uDP (@ If Matching If Not Matching
Tags PCI

\
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1151 ZFBRED7 5— FADORE

BH-nihsa
EEREY Y12 aVICE s TERSNET S — MIBET S TOERERELET,

v bl o 2

FERHADZXL (F7AINBEEMERY—ILLGE) ZEALT, EEHVRATLI7AIL, &
MI27A4I., £EFAVTUOYIFAILORELER (KR, BN, HIREZED) ZELFICES
LEF, Ffz. Pt ER. EELI7AIVERERTIDLSICYI NI 7TEREBRLET

Sysdight& D & 5 IT|ILDOH

TRTOTAER, Z74I)I, 2y cT—4H, AVFF, VRATFLA—IDT I T4 ET 1 2HE
[ZEERTE, TR, 75— MBHMEERTEET,
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FTRTORY—A R MIE, ARVMREDT7S— FE2EBTI2BHMNF Y RILOTI 3 oM
HYET,

» Send notification on interactive shell in production Cancel m
Name Send notifcation on interactive shel in production|
Descriplion Send a notifcation 1o all channels to acknowlesge an meracine shell in producton containers

STy @ High
Seope Custom Scope
hubemetes chusten nams in produgtion b
Clear All
Rules B impont from Library €D New Rule
Name Pubdished By
Terrménal shiell in contamer Sysdig 061 OoR
Systemn user nderactive Sysdig 0.6.1 OR
Actions
Contamers » Nothing(natify only) Stop Pause
Capture
Notification Channels
B Email Channel {vicente herrera@sysdig.com) X
pd PD Sysdig notifications ¥
5% slack Sysdig Notifications *
‘ Sysdig notificatons. x
@ O Sysdig Channel *
&, WH Sysdig Channel X
@ sysdigOpsGenie *

\
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R —ARY CDEF A —ILEHDH

Malicious Python library jeilyfish activities prevention triggered & @
at 12/12/2019 08:59 AMUTC D inbex x

Srsdig Motifications notifications(@sysdig.com via amazonses.com Thu, Dec 12, 2019, 10:00 AM ﬁr LY
lome =

€)Sysdig Secure

Policy event triggered at 121 2/2019 08:59 AM UTC |

Policy Malicious Python library jeilyfish activities prevention

Prevent runtime activities from jeilyfish malicious Python library

Triggered at 12/12/2019 08:58:47.537 AM UTC
Severity High
Scope Host Name: Debian101

Container Name: laradock_php-fpm_1
Actions Capture recorded
Container stopped
Detalls GPG key read by non-gpg program (user=root command=ls file=/root/.gnupg
parent=bash

\
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Sysdig Secure DevOps PlatformMED & S IZHLif- L HinT-D
F—LNEKBERRTISVRERA T« T7 T 2BEZH >TER
SELNEIMETESIESW, T5Y FI7+—LOEMIZDOINT,
X BEAINEHE LSS,
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