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Pervasive SQL injection in DAS component

Summary

An improper neutralization of special elements used in an SQL Command ('SQL Injection') vulnerability [CWE-
89] in FortiClientEMS may allow an unauthenticated attacker to execute unauthorized code or commands via

specifically crafted requests.

Version

Affected

Solution

FortiClientEMS 7.2

7.2.0 through 7.2.2

Upgrade to 7.2.3 or above

FortiClientEMS 7.0

7.0.1 through 7.0.10

Upgrade to 7.0.11 or above
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