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# execute update-now

# diagnose autoupdate versions | grep -A6 "Certificate Bundle"
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# fnsysctl killall fnbamd

# diagnose test application wad 99
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Certificate Bundle 1.00044 (CRDB) Update Blocking Web Sites

2023-06-29

Subject: Certificate Bundle 1.00044 (CRDB) Update Blocking Web Sites

Released: 2023-06-29

Modified: 2023-06-29

Product: FortiGate firewalls running FortiOS 6.0 and 6.2.

Description:

Fortinet released an update, version 1.00044, to the certificate bundle (CRDB) to the FortiGuard Distribution

Network. The release included an update to the Fortinet_Wifi_CA certificate authority, which may result in an

unhandled SSL handshaking case by FortiOS v6.0 and 6.2

Affected Products:

FortiGate firewalls running FortiOS 6.0 and 6.2.

Affected OS:

FortiOS 6.0 and 6.2

Resolution:

Fortinet released a new certificate bundle, version 1.00045, with a corrected certificate chain on June 29,

2023. Execute the commands below to ensure the FortiGate is on the patched CRDB version.

# execute update-now

# diagnose autoupdate versions | grep -A6 "Certificate Bundle"

Workaround:

FortiGate on CRDB version 1.00044 will require restarting fnbamd and wad in FortiOS at a time of low traffic

# fnsysctl killall fnbamd
# diagnose test application wad 99



The customers who have already applied the workaround on the CRDB 1.044, will require to run the
workaround again after updating to 1.045, otherwise, you may encounter access problems to web servers
signed by "DigiCert Global G2 TLS RSA SHA256 2020 CA1"
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