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FortiNAC - java untrusted object deserialization RCE

Summary

A deserialization of untrusted data vulnerability [CWE-502] in FortiNAC may allow an unauthenticated user to
execute unauthorized code or commands via specifically crafted requests to the tcp/1050 service.
Affected Products

FortiNAC version 9.4.0 through 9.4.2

FortiNAC version 9.2.0 through 9.2.7

FortiNAC version 9.1.0 through 9.1.9

FortiNAC version 7.2.0 through 7.2.1

FortiNAC 8.8 all versions

FortiNAC 8.7 all versions

FortiNAC 8.6 all versions

FortiNAC 8.5 all versions

FortiNAC 8.3 all versions

Solutions

Please upgrade to FortiNAC version 9.4.3 or above

Please upgrade to FortiNAC version 9.2.8 or above

Please upgrade to FortiNAC version 9.1.10 or above

Please upgrade to FortiNAC version 7.2.2 or above
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