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CVE-2015-5312
7.1 (High) (AV:N/AC:M/AUN/C:N/I:N/A:C)
The xmiStringlenDecodeEntities function in parser.c in libxml2 before 2.9.3
does not properly prevent entity expansion, which allows context-dependent
attackers to cause a denial of service (CPU consumption) via crafted XML data, a
different vulnerability than CVE-2014-3660.

; CVEDetails / MITRE f RHEL-CVE / RHSA-2015:2550
# vuls-report Installed Candidate

libxrnl2-2.9.1-5.el7 1.2 libxml2-2.9.1-6.el7 2.2
libxml2-python-2.9.1-5.el7_1.2 libxml2-python-2.9.1-6.el7_2.2

CVE-2015-8370

6.9 (Medium) (AV:L/AC:M/AuN/C:C/1:C/AC)

Multiple integer underflows in Grub2 1.98 through 2.02 allow physically
proximate attackers to bypass authentication, obtain sensitive infarmation, or
cause adenial of service (disk corruption) via backspace characters in the (1)
grub_username_get function in grub-core/normal/auth.c or the (2)
grub_password_get function in lib/crypto.c, which trigger an "Off-by-two" or

"Out of bounds overwrite” memaory error.
CVEDetails / MITRE / RHEL-CVE / RHSA-2015:2623

Installed Candidate
grub2-2.02-0.29.el7 grub2-1:2.02-0.34.el7 2
grub2-tools-2.02-0.29.el7 grub2-tools-1:2.02-0.34.el7_2

CVE-2015-8704
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Last Vulnerabilities @

L oote

r. 11/11/2015 at 4:04PM
11711/2015 at 4:04PM

oo 11/11/2015 at 4:04PM
11/11/2015 at 4:04PM

11/11/2015 at 4:04PM

Target

192168.2023Q
192.168,20.23 @
192.166.2010Q
192.168.2010Q

1921682010 @

Top Hosts @

Dashboard for demo_faraday (all vulns)

Vulnerabilities @

2 | Change workspace ~

L

View confirmed vulns ¥

Services report @

18 |1

8 9

Workspace summarized report @

42 30 111 47 120

iy ssH UNKNOWN HTP HOSTS NoTES SERVICES  WEB VULNS VuLNS
TELNET TP RPCBIND PRINTER? TOTAL VULNS
Mame Web  Ease of resolution Vunerabilties €
med Service Detection x 14 26 Q
med sSkype Stack Version Detection x I I
crimicaL HIGH INFo Neia
med SNMP Protocol Version Detection x
med TCP/IP Timestamps Supported ®
Workspace's worth @
med SNMP Supported Protocols Detection x
M @n10 £AA AR bakal
Heatmap v || Count ¥ CVSS Severity ¥ CVSS Score v
Family v ServerName v LR Vi Medium High Unknown
Severity
Release * Container ¥ cvss Totals
Score 47 19 21 26 28 33 35 36 4 A3 44 46 47 5 51 55 58 61 62 64 65 68 63 74 7.2 75 .6 7.8 85 9 93 10 Unknown
CvelD ¥ ServerName Container
Packages ¥ centos_5.1 2| & 13 4| 2 |82 8 2429 20 [ 1 5 1| 1| 4 16 178l 4| 5| 1 18| 21
centos 5.2 3 10| 16 6482 2|12 2[R 15 24| 1| 3| 1| 2| 41| 1 13 42| 4| 4| 2 13| 20
Platform *
centos 5.4 1 4 2| =2 2| ([ cae 7 4 2| 1| 1| 23| & 8| 17| 4| 1| 1 T 7
Summary v centos_5.6 2 4 1 19 1 3| 4 2 1) 20 o4 1| 1 7| 5 120
centos 5.7 4 6 4 3 1 5 5 6 1 45 3 ar| 4| 2| 2 5 6 213
CVSS (AV) ¥
centos_5.8 2 4 4 2 9 3 6 15 3 23| 4| 2| 2 4| 6 146
CVSS (AC) ~ centos 5.9 1 2 1] 14 14| 3 2 5 13 a| 1| 1 5
CVSS (Au) ¥ centos_5.10 13 13| 3 4 9 4 1| 1 5
centos_5.11 12 16 2 3 6 4 8| 1 4
=
Ersiilie localhost  centos_6.0 | 2| 5 10 - 1 - 17 3 %5 2 bid 10 2| 34 1
cVvss(ly v centos_6.1 7| 2| 18 6 132 1 n 13 3 7 14 65 6 2| 2 1
centos 6.2 7| 2| 18 6| 17 1 173 13 3 63 14 57 ] 2| 2 1
CVSS (A) ¥ -——
centos 6.3 7| 2| 18 5 118 1 173 13 3 60 14 62 6 2 1
centos 6.4 4 2 4 4 g 122 9 3 47 10 s 4 18 1
centos 6.5 1 2 1 25 53 5 3 30 4 26 1 7 1 158
centos_6.6 1 2 1 2 44 3 3 20 3| 1| 7 7 5 1] 131
centos 6.7 1 o1 1 1 23 3 18 1, 1] 15 7 5 87
centos_6.8 2 10 2 16 2 8 40
None 2| B a3 5 il 2 27 il 2 3019 2 1|18 15 2 1 8 3 1
Totals 2|56 35 145 1|24 6 10 53- 2 30 5- 62 3154 3 10 24 B 641 38 83 60 603 36 74 12 1 60 228 10| 5216
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CVERHBMLLEE (RF v 6& : RHELT. 2)

Vuls OpenVAS Inspector
BRE 203 141 190
FRBHOE W | 0 0 0
REBHOEL
IEE B
1 GVE-2013-4312 GVE-2013-4312
2 CVE-2015-3217 GVE-2015-3217
3 CVE-2015-5073 CVE-2015-5073
4 CVE-2015-8325 CVE-2015-8325
5 CVYE-2015-8374 CVE-2015-8374
6 CYE-2015-8543 CVE-2015-8543
F i CYE-2015-8710 GVE-2015-8710
a8 CYE-2015-8746 CVE-2015-81746
9 CYE-2015-8803 CVE-2015-8803
10 CVE-2015-8804 CVE-2015-8804
11 GYE-2015-8805 GVE-2015-8805
12 CVE-2015-8812 CVE-2015-8812
13 CVE-2015-8844 CVE-2015-8844
14 CVE-2015-8845 CVE-2015-8845
15 CYE-2015-8956 GVE-2015-8956
1A CVE-2016-0643 CVE-2016-0643
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Scanneur de vulnérabilité Linux, sans age

Nous avons une équipe Slack. Rejoignez notre Slack Tea

Pesgibased bulfer everfioe in Kox Th Sechrity Sarvices (NSS) before 3.19.7.3 and 3.78.% and 1.2
orm 3.21.1, a3 med in Mozills F3 fare 45.8 and Firetor E50 38.x betare
exvrute arsitrary code via crafted BSM.1 duta in su X.50% certificste.

Vuls — Scanner fiir Linux-Re
ar0e2018
Der in Go programmierte Scanner Vuls

Wird Vuls beim Scan auf Basis der Da
schickt er eine Benachrichtigung an de
Enterprise Linux kompatibel und behe
Middleware, die nicht im Paketmanage
etwa Bibiotneken von programmiersp. - Rechierche de vulnérabilités avec VULS
Voraussetzung. Die Entwickler merker
keinen Updates der betroffenen Paket
Gthub.
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Explore GitHub

Trending developers

Pricing  Blog Support | Search GitHub

9 Showcases

£ Integrations

These are the organizations and developers building the hot tools today.

Sign up for tree [T

Repositories  Developers anding: today =
1 . FezViasta (Fez Vrasta) & Foliow
[ baotsirap-matariai-.. Matstial o
2 I mortenjust (Morten Just) § Follow
[ androidiool-mac One-click screeash
FreeCodeCamp (Free Code Camp) & Follow
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_ future-architect & Follow
Fumge
] wiss Vulnerabillly scann
.. Solmort (Mort Yao) 8 Foliow
e L] you-get sanow_doubie_ca.
6 l‘i facebook (Facebook) §Follow
[ renct A daciarative, effic
# google (Google)  Faliow
L] versionpress (VersionPress) & Follow
[ versionpress Git vetsian contral
@ firehol (FireHOL) & Foliow
[ ratdata Reattime performa.
10 ﬁ feross (Feross Aboukhadijeh) §Fallow
[ webtorrent zap: S g e
1 E’-‘ dalmajia ({£RE) § Faliow
L AndroidSwipeLayout ost Powarful
n airbnb (Airbnb) & Follow
[ javaseript JavaScript Style G
13 ' DevLight-Mobile-Agency (DevLight) § Foliow
] Navigation TabBar Navgation tab bas
" jessepollak (Jesse Pollak) §Follow
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kenshaw 1750w
kotakanbe: security in this thing is completely broken - it needs to be 'root’ to scan for packages on

Debian derived systems -- | killed the thing when it got to scanning for packages to upgrade
Is all this do is check installed package versions against the CVE database?
Because that's pretty much worthless

that's not "detecting a vulnerability” -- that's just checking package version

my assumption when it said "vulnerability detection" in the readme was that you were building something
akin to nessus/openvas -- but this as far as i can tell does none of the above, and completely breaks all

security by have a nice central repository of all 55H keys

kotakanbe 1735 7M1
Many DevOps tools need root privilege something like Chef, Serverspec...

In the case of Debian like Linux, the scan procedure is below...

1. apt-get upgrade --dry-run (to search upgradable packages)

2. apt-get changelog ( from installed version to candidate version)
3. parse changen 0521 [E IDS.

M_12:550 M
H}ﬁ the ‘Fuck7 ou know nothing about these systems then

H’gd

you don't need to do apt-get upgrade --dry-run

you shouldn't be within 200 yards of a linux server

kotakanbe: word of advice, look into the 'dpkg' command

also, you shouldn't be doing anything involved with 'security scanning’ that requires root access of any
kind

you're making the world worse off than it already is -- you should be ashamed of what you wrote and

released to the public

kenshaw 104/
btw -- the reason you should be ashamed is that the two package managers you're "scanning”, rpm + deb,

both have supported for YEARS to report when packages are out of date -- if a vulnerability has a public

VVF then dehian/redhat swstems will have already sntten a securitv nackace released at least AR+ hanrs
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@/7 calling 'vuls' a ‘'vulnerability scanner is like cailing ssh a Windows Ui

n kotakanbe 1257w
Thanks for you kindness.

kenshaw
'3& definitely not being kind -- the problem in the software world is too many people push out crap and cause

other people to use it -- this is one of those things
the only reason i can assume they continue to do that is because they never had anyone to tell them 'no’

or 'this sucks' -- well, let me be the first to tell you - this sucks, horribly
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seirios Piv
- Vuls has just been released ,and the application is still under development.
Such like this software has some sort of problem, usually.
No one command you to use this application, and so you may not have to use it, if you do not like this.

Only to blame for the software which slide into growth is desired , is not make a constructive discussion .

EDITIDTITII'IED 1:03 P
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also, you shouldn't be doing anything involved with "security scanning' that requires root access of any
kind
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$ vuls scan -report-json H?it(:iqﬂf\
$ vuls scan -report-mail ki
$ vuls scan -report-s3 #1/bin/bash . : g
$ vuls scan 'report'SIaCk VU LS—ROOT= /rOOt/VUIS History: History » Latest data » History » Latest data » History
S e e VULS_RESULT_DIR="$VULS_ROOT/results" e
vuls scan -cve-dictionary- Timestamp e
( | dbpath=$VULS_ROOT/cve.sqlite3 -report-json E———
” files="$VULS_RESULT_DIR, t/*" o —

# HFBEE'EI(D?& " ot o fl)?s"fileiath in_$ﬁles; do. s 2016-07-12 14:06:03 32 %‘;{q:;E}'ET\\*ﬁ*EHfEss
o S BIREE I T TG e J2e TARGET _NAME="basename $filepath json 2016:07-12 13:37:38 3 IEREL, BEE
Jq C[ Bozvr_ll (\ZleSI[I]D" b n nt(r)]\an ves(]: zabbix_sender -z localhost -s $TARGET_NAME - | 2016-07-12 12:05:00 43 ZabbixT#l#AD
| SOEDEEN VRO || &g = k nvd_count -0 " cat $filepath | jq 2016-07-11 15:11:14 80
79 < ﬂﬁﬁﬁ'fﬂgd)ﬁi&ﬂy{a '[.KnownCves[]?, .UnknownCves[]?

| .CveDetail.CvelD] | length'
# Cvss ScoreDRA1E zabbix_sender -z localhost -s $TARGET_NAME -
$ cat vuls/results/current/target1.json | !‘ nvd_max -0 7cat $filepath | jq )
jq '[.KnownCves[]?, .UnknownCves[]? [.KnownC\_/es[]., .UnknownCv|e‘:s[].
| .CveDetail.Nvd.Score] | max' (|j.CveDeta|I.Nvd.Score] | max
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