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. . Since 2013, Stylez has grown by focusing on

} https '//neXtCIOUd 'StyleZ'CO'J p/ integration and Business Process

- o Outsourcing. Today Stylez expands its scope

| N eXtC I O u d E $ EE 7I_\ — I\ into cloud and open source services, keeping

up their focus on customers and quality.
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Nextcloud Frank Karlitschek
Frank Karlitschek KDE ownCloud private | 22 Comments Frank Karlitschek is a

free software developer,

This is a big onel entrepreneur and
privacy activist. He

As announced 5 weeks ago | left ownCloud, Inc., The company that | co-founded. Not because | abandoned ownCloud founded the ownCloud project and

or the idea behind it. Actually the opposite. | don't want to go into details but there are a lot of things that could have ownCloud Inc. and was involved in

been better at ownCloud Inc. several other free software projects.

He published the “User Data

Usually this is something that could just be ignored. You leave your job and work somewhere else. But ownCloud Inc. Manifesto” and is a reqular speaker at

is not just a normal company for me. ownCloud own one of the biggest and most important open source projects. This conferences. Frank also enjoys to
is a critical component of the open source space and super important for the privacy and security of millions of people. take photos of interesting people and
And it is also used by a ton of institutions like CERN, Sciebo DB and lots of other bigger companies and places.

organizations.

Say Hi to Frank
So |, and a most of the core technical people reached the point where we decided to reboot ownCloud in a better way.

So today we are forking ownCloud into a new open source project called Nextcloud and we are also founding a new RSS
company called Nextcloud GmbH to offer Nextcloud software and services for companies and bigger organizations.

. weets by @fkarlitschek
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. ) Suspicious login detection
1 Personalinfo
& Securit The suspicious login app is enabled on this instance. It will keep track of IP addresses users successfully log in from and build a
1}
/ classifier that warns if a new login comes from a suspicious IP address.
¥ Accessibility Training data statistics
< Shari So far the app has captured 258058 logins (including client connections), of which 591 are distinct (IP, UID) tuples.
aring
Classifier model statistics
o*  Privacy . . . L .
During evaluation, the latest model (trained 18 hours ago) has shown to capture 99.315% of all suspicious logins (recall), whereas
96.667% of the logins classified as suspicious are indeed suspicious (precision). Below you see a visualization of historic model
performance.
Administration £_ T_ " Precision ] Recall
100 —
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Basic settings
70
Sharing 60
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Security 40
30
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Theming
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Create folder and mark to server as en
crypted

Generate metadata file,

Generate metadataKey, encrypted to all
public keys that have access to the folder.

Use metadataKey to encrypt all values in
metadata file

Store encrypted metadata on server.
Generate new 128bit encryption key for
file

Encrypt it using AES/GCM/NoPadding.

Nextcloud end-to-end encryption
Encrypting a folder and adding files
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Outlook TA —JLE{ERIZBEIRIIZ NextcloudIZZ 74 IILEF7 v TO—F

The Outlook Add-in

The Nextcloud Secure Sharing Outlook Add-in stores data in Nextcloud ety Oven
Activity Overview

instead of as attachments to emails. This has several direct benefits:

® Emails become smaller, saving storage on the mail server and R E—
inboxes of senders and recipients U g vl A

debaaied B

® The IT department is in control over the data, with security policies M S nop

enforced by File Access Control in effect

® Files and folders exchanged can be of any size and amount
5 y The activity view shows you when a

The Add-in lets users upload attachments to Nextcloud. It will recipient downloaded or uploaded
automatically insert a link to the attachments in the email. Users can files

also create a public upload folder for the recipient and the Add-in can be

configured to automatically upload attachments before they are sent when they exceed a specified size. An upcoming
feature is the ‘activity tracker’ which is being tested now. It shows when files were uploaded in a folder that was
shared or when files were downloaded. This feature is expected in a big release later this summer.

23 Syl
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Controlling file access and limiting life time

Once data is on Nextcloud instead of in hard-to-track emails, the usual IT capabilities provided by Nextcloud can
deliver security, legal and practical control. Not only are File Access Control rules enforced, the Outlook Add-in can be
recognized and special policies can be configured. In this example, we show how to tag files from the Outlook Add-in
as "Outlook” and set up a policy to delete them after 30 days, but only if they are larger than 100 mb.

First, we have to check if the automated tagging app and the retention app are enabled. If they are, we can proceed

to the settings screen and move there to the Workflow tab.
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