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# swift-get-nodes /etc/swift/object.ring.gz AUTH_orion-cabinet con object_1
Account AUTH_orion-cabinet

Container (oo]]

Object object 1

Partition 54999
Hash 35b5ebcd21107f41ae41e230bb367a3c

Server:Port Device 172.10.0.4:6000 swdisk1
Server:Port Device 172.10.0.2:6000 swdisk1
Server:Port Device 172.10.0.1:6000 swdisk1
Server:Port Device 172.10.0.3:6000 swdisk1 [Handoff]

curl -1 -XHEAD "http://172.10.0.4:6000/swdisk1/54999/AUTH_orion-cabinet/con/object_1"
curl -1 -XHEAD "http://172.10.0.2:6000/swdisk1/54999/AUTH_orion-cabinet/con/object_1"
curl -1 -XHEAD "http://172.10.0.1:6000/swdisk1/54999/AUTH_orion-cabinet/con/object_1"
curl -1 -XHEAD "http://172.10.0.3:6000/swdisk1/54999/AUTH_orion-cabinet/con/object_1" # [Handoff]

ssh 172.10.0.4 "Is -lah /srv/node/swdisk1/objects/54999/a3c/35b5ebcd21107f41ae41e230bb367a3c/"
ssh 172.10.0.2 "Is -lah /srv/node/swdisk1/objects/54999/a3c/35b5ebcd21107f41ae41e230bb367a3c/"
ssh 172.10.0.1 "Is -lah /srv/node/swdisk1/objects/54999/a3c/35b5ebcd21107f41ae41e230bb367a3c/"
ssh 172.10.0.3 "Is -lah /srv/node/swdisk1/objects/54999/a3c/35b5ebcd21107f41ae41e230bb367a3c/" # [Handoff]
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# swift-object-info /tmp/swdisk1/objects/54999/a3c/35b5ebcd21107f41ae41e230bb367a3¢/1330619410.99149.data
Path: /AUTH_orion-cabinet/con/object_1
Account: AUTH_orion-cabinet
Container: con
Object: object_1
Object hash: 35b5ebcd21107f41ae41e230bb367a3c
Ring locations:
172.10.0.2:6000 - /srv/node/swdisk1/objects/54999/a3c/35b5ebcd21107f41ae41e230bb367a3¢c /1330619410.99149.data

172.10.0.1:6000 - /srv/node/swdisk1/objects/54999/a3c/35b5ebcd21107f41ae41e230bb367a3¢c /1330619410.99149.data
172.10.0.3:6000 - /srv/node/swdisk1/objects/54999/a3c/35b5ebcd21107f41ae41e230bb367a3¢c /1330619410.99149.data
Content-Type: application/octet-stream
Timestamp: 2012-02-21 01:30:10.991490 (1327822691.35174)
ETag: 8975583a03073e60b34af5d2d3528661 (valid)
Content-Length: 120 (valid)
User Metadata: {'X-Object-Meta-Favorite': 'Apple'}
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# swift-get-nodes /etc/swift/container.ring.gz AUTH_orion-cabinet con
Account AUTH_orion-cabinet

Container foo

Object None

Partition 245698
Hash eff0834d2393fbb23f45d8b62cc47dfe

Server:Port Device 172.10.0.2:6001 swdisk1
Server:Port Device 172.10.0.3:6001 swdisk1
Server:Port Device 172.10.0.4:6001 swdiskl
Server:Port Device 172.10.0.1:6001 swdisk1 [Handoff]

curl -1 -XHEAD "http://172.0.0.2:6001/swdisk1/245698/AUTH_orion-cabinet/con"
curl -1 -XHEAD "http://172.0.0.3:6001/swdisk1/245698/AUTH_orion-cabinet/con"
curl -1 -XHEAD "http://172.0.0.4:6001/swdisk1/245698/AUTH_orion-cabinet/con"
curl -1 -XHEAD "http://172.0.0.1:6001/swdisk1/245698/AUTH_orion-cabinet/con" # [Handoff]

ssh 172.0.0.2 "Is -lah /srv/node/swdisk1/containers/245698/dfe/eff0834d2393fbb23f45d8b62cc47dfe/"
ssh 172.0.0.3 "Is -lah /srv/node/swdisk1/containers/245698/dfe/eff0834d2393fbb23f45d8b62cc47dfe/"
ssh 172.0.0.4 "Is -lah /srv/node/swdisk1/containers/245698/dfe/eff0834d2393fbb23f45d8b62cc47dfe/"
ssh 172.0.0.1 "Is -lah /srv/node/swdisk1/containers/245698/dfe/eff0834d2393fbb23f45d8b62cc47dfe/" # [Handoff]
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# sqlite3 -line /srv/node/swdisk1/containers/10504/7a3/0a4224369c35c3aadf07d924869167a3/0a4224369c35c3aadf07d924869167a3.db
".dump object'
PRAGMA foreign_keys=0FF;
BEGIN TRANSACTION;
CREATE TABLE object (
ROWID INTEGER PRIMARY KEY AUTOINCREMENT,
name TEXT,
created_at TEXT,
size INTEGER,
content_type TEXT,
etag TEXT,
deleted INTEGER DEFAULT O

);
INSERT INTO "object" VALUES(2,'object_1','1327822691.35174',120,"'application/octet-stream’,'0e07221c3d284281c348eaf83e70ddce’,0);
INSERT INTO "object" VALUES(4,'object_2','7822132691.18574',3456,'application/octet-stream’,'4281c348eaf83e70ddce0e07221c3d28',0);
INSERT INTO "object" VALUES(5,'object_3','7812691232.17392',7890,'application/octet-stream’,'b039efe731ad111bc1b0ef221c3849d0',0);
CREATE INDEX ix_object_deleted_name ON object (deleted, name);
CREATE TRIGGER object_insert AFTER INSERT ON object

BEGIN
UPDATE container_stat
SET object_count = object_count + (1 - new.deleted),
bytes_used = bytes_used + new.size,
hash = chexor(hash, new.name, new.created_at);
END;
CREATE TRIGGER object_update BEFORE UPDATE ON object
BEGIN
SELECT RAISE(FAIL, 'UPDATE not allowed; DELETE and INSERT');
END;
CREATE TRIGGER object_delete AFTER DELETE ON object
BEGIN
UPDATE container_stat
SET object_count = object_count - (1 - old.deleted),
bytes_used = bytes_used - old.size,
hash = chexor(hash, old.name, old.created_at);
END;
COMMIT;
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# sqlite3 -line /srv/node/swdisk1/containers/10504/7a3/0a4224369c35c3aadf07d924869167a3/0a4224369c3
5c¢3aadf07d924869167a3.db '.dump container_stat'

INSERT INTO "container_stat" VALUES('AUTH_orion-cabinet','con’,'1327822690.14660','1327822690.10314",'0'
,1,17,'1327822690.10314','0',1,17,'5d0cc939171d8ac057872bc9d18ab858','8d7f6bf4-ab92-41fc-ae20-3eddd0

774a2f',",'0",'{"X-Container-Read": [".r:www.valinux.co.jp,pleiades", "1329889234.29659"],"X-Container-Write"

: ["pleiades:larry"”, "1329889234.29659"],"X-Container-Meta-Type": ["binary", "1329889234.29659"1}');
COMMIT;
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/etc/swift/object-server.conf
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[DEFAULT]
workers =8

[object-replicator]
concurrency = 2

[object-updater]
concurrency =1

[object-auditor]
concurrency =1
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ratelimitEF LD T 7ZT7OFX V(T AAD
= 5E 771 JLproxy-server.conf CEEZIETET S

[pipeline:main]
pipeline = healthcheck cache ratelimit swauth proxy-server

[filter:ratelimit]

use = egg:swift#ratellimit
account_ratelimit = 100
container_ratelimit_100 = 100
container_ratelimit_200 =50
container_ratelimit_500 = 20

* account_ratelimit T, ZADVrE IV IV TFHIIHTHHBEI IR NID £
[RZxfe7E
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[object-server]
slow =2

o 2MEIZ1IDDPUTET-IEZDELETEY VT A NEZ(T{TIT5



EHRMEBRIXE - /—FEBEK
77T —4A (updater) D AA—5 oY

— /etc/_swift/object-server.confs container-server.conf
IZTEETE

[object-updater]
interval = 600
slowdown =0.1

 interval : 7Y T T—2NDETREIH ()
« slowdown : Lfi/—RF~DEHFFHRBEIH TN TN ORIZZETH85E (7))
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— swauth: Swift 1.3.0(Cactus!)!)—X)E TIX. Swift
[Z[E4H, Swift 1.4.3MB1E, Bl7AD T IMIH B

— tempauth: BHERDRIEEY 1 —/L, Swift 1.4.3

(Diablo!')!)—
L,

R)Mi5, SwiftFERDIEEED 21—

— OpenStack Identlty (Keystone) Nova (Openstack

Compute) &
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# cp swift/common/middleware/tempauth.py vaauth.py
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o 75 ATempAuthZVAAUuthIZEZMZ 5

class VAAuth(object):

def auth_filter(app):
return VAAuth(app, conf)
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Jetc/swift/proxy-server.conf® [filter:swauth] 2o av(ZHEWNT, H—EX
FHAOURLZLUTDESIZEEETEDELIIZT S,

[filter:swauth]
service_url = https://objstore.example.jp/

_init_ AYYR T, BE T 7 A Il /etc/swift/proxy-confM 5 URLE R HIA L .

def __init_ (self, app, conf):

url = 'http://127.0.0.1/'
url = conf.get('service_url', url)

url = url.rstrip('/ ")
url +="'/v1/' + self.reseller_prefix
self.url_prefix = url
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def handle_get_token(self, req):

# Authenticate user
account_user = account + "' + user

if account_user not in self.users:
return HTTPUnauthorized(request=req)
if self.users[account_user]['key'] |= key:
return HTTPUnauthorized(request=req)
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def handle_get_token(self, req):

#ERTEITFAIVICEVWTHAIURLET OOV NEAEDHE . ANL—DURLEERT S
url = self.url_prefix + account
if not token:
# Generate new token
token = '"%stk%s' % (self.reseller_prefix, uuid4().hex)
expires = time() + self.token_life
groups = [account, account_user]
if I—HFIZThOUNEBREERLHS:
groups.append('.admin’)
if L—HFITH—ERIREEERNHD:
groups.append('.reseller_admin')
if '.admin' in groups:
groups.remove('.admin')
# URLE D7 AU MDEZHRYE
account_id = url.rsplit('/', 1)[-1]
groups. append(account_id)
groups =',".join(groups)
# Save token
memcache_token_key = '%s/token/%s' % (self.reseller_prefix, token)
memcache_client.set(memcache_token_key, (expires, groups), timeout=float(expires - time()))
# Record the token with the user info for future use.
memcache_user_key = '%s/user/%s' % (self.reseller_prefix, account_user)
memcache_client.set(memcache_user_key, token, timeout=float(expires - time()))
self.logger.debug('ooauth.handle_get_token groups=%s' % groups)
# ELIZRARL—DURLE  I9TATURDL ARV RIZE DD

return Response(request=req, headers={'x-auth-token': token, 'x-storage-token': token, 'x-storage-url': url})
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[pipeline:main]
pipeline = catch_errors cache vaauth proxy-server

[filter:vaauth]
use = egg:vaauth#vaauth
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def authorize(self, req):

Returns None if the request is authorized to continue or a standard WSGI response callable if not.

user_groups = (req.remote_user or ").split(',")

1

if ".reseller_admin'in user_groups and account != self.reseller_prefix and account[len(self.reseller_prefix)] !=".":
return None
if account in user_groups and (req.method not in ('DELETE', 'PUT') or container):
# If the user is admin for the account and is not trying to do an account DELETE or PUT...
return None
CDH=YT. JA—3DFIvr%E T HEHE
referrers, groups = parse_acl(getattr(req, 'acl', None))
if referrer_allowed(req.referer, referrers):
if obj or ".rlistings' in groups:
return None
return self.denied_response(req)
if not req.remote_user:
return self.denied_response(req)
for user_group in user_groups:
if user_group in groups:
return None
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